950-1202

PMconsole for W indows Administrator ’s Guide

Livingston Enterprises, Inc. 6920 Koll Center Pkwy #220 Pleasanton, CA 94566 (510) 426-0770 (800) 458-9966

September 1995 950-1202 Revision A

Copyright and Trademarks

© 1995 Livingston Enterprises, Inc. All rights r eserved.

The pr oduct names, “ComOS,” “IRX,” “PortMaster ,” “PMconsole,” and “T elePath” ar e trademarks belonging to Livingston Enterprises, Inc.

All other pr oduct brand names mentioned in this manual ar e trademarks or r egister ed trademarks of their respective manufactur ers.

Disclaimer

Livingston Enterprises, Inc. makes no expr ess or implied r epresentations or warranties with r espect to the contents or use of this manual, and specifically disclaims any implied warranties of mer chantability or fitness for a particular purpose. Livingston Enterprises, Inc. further r eserves the right to r evise this manual and to make changes to its content at any time, without obligation to notify any person or entity of such r evisions or changes.

FCC Class A Notice - United States

Computing devices and peripherals manufactur ed by Livingston Enterprises, Inc. generate, use, and can radiate radio fr equency ener gy, and if not installed and used in accor dance with the instr uctions contained in this manual, may cause interfer ence to radio communications. Such equipment has been tested and found to comply with the limits for a Class A computing device pursuant to Subpart J of Part 15 of the FCC Rules, which ar e designed to provide r easonable pr otection against radio interfer ence when operated in a commer cial envir onment. Operation of this equipment in a r esidential ar ea is likely to cause interfer ence, in which case the user — at his own expense — will be r equir ed to take whatever measur es may be r equir ed to corr ect the interfer ence.

Some components may not have been manufactur ed by Livingston Enterprises, Inc. If not, Livingston Enterprises has been advised by the manufactur er that the component has been tested and complies with the Class A computing device limits as described above.

End User Pr oduct Agreement

This End User Pr oduct Agr eement (the “Agr eement”) is a legal agr eement between yourself, the individual or enterprise (the “Customer”) which has acquir ed the har dwar e and softwar e internetworking pr oducts contained in this packaging (the “Pr oducts”), and Livingston Enterprises, Inc., a California corporation (“Livingston”). Y ou are requested to please car efully r ead the following terms and conditions. By using the enclosed Pr oducts, you accept this Agr eement, and further agr ee to be bound by the terms and conditions contained her ein. If you ar e not willing to be bound by the terms and conditions of this Agr eement, then you must pr omptly r eturn the Pr oducts to wher e you obtained them, or to Livingston, wher eupon you will be pr ovided with a full r efund of your money , provided that ther e has been no damage to the Pr oducts which has been incurr ed due to your negligent use or handling ther eof.

1. License Grant . Livingston grants to Customer the non-exclusive, non-transferable right and license to use the applicable Livingston pr oprietary softwar e, whether enclosed her ein in whatever form or media, or acquir ed electronically, as follows: (i) Customer shall have the right to use one (1) copy of the Livingston operating system (“ComOS”) softwar e on each har dwar e product acquir ed her eunder , and (ii) Customer shall have the right to reproduce, copy , use and distribute, in machine-r eadable (object code) form only , the Livingston softwar e which is provided to Customer for administration, host device emulation and client r emote access, pr ovided however , that the use of such softwar e must be made solely in conjunction with Livingston manufactur ed har dwar e products.

2. License Restrictions . Customer agr ees that it will not attempt to r everse engineer , decompile or disassemble any Livingston softwar e provided her eunder . Customer further agr ees that it will not sublicense, r ent, lease or assign any Livingston softwar e provided her eunder , except that Customer may assign the softwar e with the Products to a thir d party by operation of law , provided that the assignee is bound to the terms and conditions contained in this Agr eement as a condition of assignment.

3. Ownership and Copyright . The Pr oducts pr ovided to Customer her eunder ar e proprietary to Livingston and the softwar e is pr otected by copyright, under the United States copyright laws and certain international tr eaties. Customer acknowledges and agr ees that, while it shall acquir e title to the har dwar e, it is acquiring only the right to use the softwar e as pr ovided for her eunder , and that all ownership and intellectual pr operty rights not her ein specifically granted to Customer ar e expr essly r eserved by Livingston.

4. Limited W arranty . Livingston warrants to the benefit of Customer only , for a term of one (1) year fr om the date of delivery of the Pr oducts to Customer , that under normal use and service: (i) the har dwar e and the softwar e media shall be fr ee from any defects in materials and workmanship, and (ii) the softwar e will substantially conform to the functional specifications which ar e set forth in the applicable Pr oduct User's Manual.

5. Livingston Obligations; Customer Remedies . Livingston's sole obligation and liability under this limited warranty shall be to r epair or r eplace any defective har dwar e or softwar e media component and to r emedy any substantial non-conformance of the softwar e to the functional specifications set forth in its applicable User's Manual. If Livingston is unable to satisfy the for egoing limited warranty obligations during the warranty term, then Livingston shall, upon Customer's r equest for termination of the Agr eement and r eturn of the Pr oducts, refund to Customer all sums paid to Livingston for the pur chase and licensing of the Pr oducts her eunder . THE FOREGOING REMEDIES ARE THE SOLE AND EXCLUSIVE REMEDIES A VAILABLE TO CUSTOMER FOR THE BREACH OF THE LIMITED W ARRANTY SET FORTH IN THIS SECTION 5.

6. Disclaimer of Implied W arranties . EXCEPT FOR THE EXPRESS LIMITED W ARRANTY SET FORTH IN SECTION 5 ABOVE, LIVINGST ON MAKES NO OTHER EXPRESS W ARRANTIES. TO THE EXTENT AUTHORIZED BY APPLICABLE LA W, LIVINGSTON SPECIFICALL Y DISCLAIMS ALL OTHER W ARRANTIES, WHETHER EXPRESS, IMPLIED OR ST ATUTORY, INCLUDING WITHOUT LIMIT ATION, THE IMPLIED WARRANTIES OF MERCHANT ABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON- INFRINGEMENT .

7. Limitation of Liability . Livingston's cumulative liability to Customer , or any thir d party , for loss or damages resulting fr om any claim, demand or action arising out of or r elating to this Agr eement or the use of Livingston Products, shall not exceed the amount paid to Livingston for the pur chase and licensing of the Pr oducts. IN NO EVENT SHALL LIVINGST ON BE LIABLE FOR ANY INDIRECT , CONSEQUENTIAL, SPECIAL, INCIDENT AL OR EXEMPLARY DAMAGES OR LOST PROFITS, EVEN IF LIVINGST ON HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE LIMIT ATION OR EXCLUSION OF LIABILITY FOR SUCH DAMAGES, SO THE ABOVE LIMIT ATIONS MAY NOT APPLY TO YOU.

8. U.S. Government Restricted Rights . If the Pr oducts ar e acquir ed by or on behalf of a unit or agency of the United States Government, by GSA or otherwise, then the Pr oducts ar e provided with RESTRICTED RIGHTS. Use, duplication or disclosur e by the Government is subject to r estrictions set forth in subparagraph (c)(1)(ii) of the Rights in T echnical Data and Computer Softwar e clause at DF ARS 252.227-7013, or in subparagraphs (c)(1) and (2) of the Commer cial Computer Softwar e-Restricted Rights, at 48 CFR 52.227-19, as applicable. Manufactur er is Livingston Enterprises, Inc., 6920 Koll Center Parkway , Pleasanton, California 94566, (510) 426-0770.

9. Export Law Assurances . Customer agr ees and certifies that the Pr oducts will not be shipped, transferr ed or r eexported, dir ectly or indir ectly, into any country pr ohibited by the United States Export Administration Act and the r egulations pr omulgated ther eunder , and that use of the Pr oducts will not be pr ohibited by such laws.

10. Term . This Agr eement shall be ef fective upon the Customer's opening of the Pr oduct packaging and shall continue until terminated. Customer may terminate at any time by discontinuing use of the Pr oducts. Livingston may terminate this Agr eement upon a material br each by Customer that r emains uncur ed for a period of thirty (30) days after notice to Customer by Livingston specifying such material br each.

11. Integration; Governing Law . This Agr eement r epresents the entir e Agreement between the parties her eto and supersedes any prior or contemporaneous pr oposal, r epresentation or understanding. The Agr eement shall be constr ued and enfor ced in accor dance with the laws of the State of California, USA. If the Pr oducts ar e distributed outside of the USA, then the United Nations Convention on Contracts for the International Sale of Goods is expressly disclaimed, and shall not apply to the performance or interpr etation of this Agr eement.

Table of Contents

About This Guide . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii Preview of this Guide . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiii Related Documentation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xiv Document Conventions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xv Contacting Livingston T echnical Support . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . xv 1. Installation of PMconsole for W indows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-1 Installation Requir ements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-1 Installing PMconsole . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-2 Installing New Har dwar e. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-2 Upgrading the PortMaster Softwar e. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-3 2. Introduction to PMconsole for W indows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-1 Organization of this Guide . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-1 Starting PMconsole for W indows . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-2 Logging In . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-3 The PMconsole W indow . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-6 PMconsole Menu Bar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-7 PMconsole T oolbar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-8 PortMaster Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-10 Rebooting a PortMaster . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-12 3. Global Configuration . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-1 Configuring Global Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-1 Description of Global Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-3 Description of Global Configuration Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-5

Table of Contents

Changing the Passwor d . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-6 4. Ethernet Interface . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-1 Configuring Ethernet Interfaces . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-1 Description of Ethernet Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-3 Description of Ethernet Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-4 5. Asynchronous Ports . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-1 Configuring Asynchr onous Ports . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-1 Description of Asynchr onous Port T ypes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-3 Description of Asynchr onous Port Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-4 Description of Asynchr onous Port Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-10 6. Synchronous Ports . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-1 Configuring Synchr onous Ports . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-1 Description of Synchr onous Port Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-3 Description of Synchr onous Port Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-6 7. User Table . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-1 Configuring the User T able . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-1 Description of User T able Variations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-3 Login and Dialback Login Users . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-4 Network and Dialback Network Users . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-7 Description of User T able Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-11 Configuring a RADIUS Authentication Client . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-11 Description of RADIUS Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-13 8. Location T able . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-1 Configuring the Location T able . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-1 Description of Location Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-3 Dial Command Scripts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-6 Description of Location Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-7

Table of Contents

Dialing Out to Remote Locations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-7 9. Filters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-1 Creating Filters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-1 Editing an Existing Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-2 Deleting a Filter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-3 Description of Filter Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-4 10. Port and Network Monitoring . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-1 Viewing Port Performance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-1 Description of Port V iew Display Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-3 Interpr eting Port V iew Statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-3 Viewing Network Statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-7 Description of Network Statistics Display Parameters . . . . . . . . . . . . . . . . . . . . . . . . . 10-8 Interpr eting Network Statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-8 Configuring SNMP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-9 Description of SNMP Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-11 Description of SNMP Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-12 11. The Host T able . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11-1 Configuring the Host T able . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11-1 12. The Route T able . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12-1 Configuring Routes . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12-1

Table of Contents

Figures

Figure 1-1 Run dialog box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-2 Figure 1-2 Upgrade PortMaster Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-3 Figure 1-3 Select Upgrade File Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-3 Figure 1-4 Upgrade PortMaster Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1-4 Figure 2-1 PMconsole Icon . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-2 Figure 2-2 PMconsole Window . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-3 Figure 2-3 Open PortMaster Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-3 Figure 2-4 Open PortMaster Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-4 Figure 2-5 PortMaster Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-5 Figure 2-6 PMconsole Window . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-6 Figure 2-7 PMconsole Menu Bar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-7 Figure 2-8 PMconsole Toolbar . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-8 Figure 2-9 PortMaster Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-11 Figure 2-10 Reboot Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-12 Figure 3-1 Global Configuration Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-1 Figure 3-2 Global Configuration Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-2 Figure 4-1 Ethernet Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-1 Figure 4-2 Ethernet Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-2 Figure 5-1 Example Asynchronous Port Icon . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-1 Figure 5-2 Asynchronous Port Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-2 Figure 6-1 Example Synchronous Port Icon . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-1 Figure 6-2 Synchronous Port Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-2

Figures

Figure 7-1 User Table Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-2 Figure 7-2 User Table Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-2 Figure 7-3 Dialback Login User Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-4 Figure 7-4 Network User Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-7 Figure 7-5 Dialback Network User Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-8 Figure 7-6 RADIUS Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-12 Figure 7-7 RADIUS Window . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-12 Figure 8-1 Location Table Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-1 Figure 8-2 Location Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-2 Figure 8-3 Location Dialer Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-7 Figure 8-4 Location Dialer Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-8 Figure 9-1 Filter Table Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-1 Figure 9-2 Filter Table Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-2 Figure 10-1 Port View . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-1 Figure 10-2 Port View . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-2 Figure 10-3 Network Statistics View Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-7 Figure 10-4 Network Statistics View . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-7 Figure 10-5 SNMP Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-9 Figure 10-6 SNMP Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-10 Figure 11-1 Host Table Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11-1 Figure 11-2 Host Table Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11-2 Figure 12-1 Route Table Button . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12-1 Figure 12-2 Route Table Dialog Box . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12-2

Tables

Table 1-1 PMconsole Minimum Hardware Requirements . . . . . . . . . . . . . . . . . . . . . . . 1-1 Table 1-2 PMconsole Minimum Software Requirements . . . . . . . . . . . . . . . . . . . . . . . . 1-1 Table 2-1 Available Port Types by PortMaster Model . . . . . . . . . . . . . . . . . . . . . . . . . . 2-1 Table 2-2 Administration Topics by Chapter . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-2 Table 2-3 PMconsole Menu Bar Descriptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-7 Table 2-4 Toolbar Descriptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-8 Table 2-5 Port Icon Descriptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2-11 Table 3-1 Global Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-3 Table 3-2 Global Configuration Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3-5 Table 4-1 Ethernet Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-3 Table 4-2 Ethernet Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4-4 Table 5-1 Asynchronous Port Types . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-3 Table 5-2 Asynchronous Port Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-4 Table 5-3 Asynchronous Port Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5-10 Table 6-1 Synchronous Port Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-3 Table 6-2 Synchronous Port Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6-6 Table 7-1 Login and Dialback Login User Table Parameters . . . . . . . . . . . . . . . . . . . . . 7-5 Table 7-2 Network and Dialback Network User Table Parameters . . . . . . . . . . . . . . . 7-8 Table 7-3 User Table Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-11 Table 7-4 RADIUS Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-13 Table 7-5 RADIUS Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7-13 Table 8-1 Location Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-3

Tables

Table 8-2 Location Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8-7 Table 9-1 Filter Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9-4 Table 10-1 Port View Display Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-3 Table 10-2 Port View Statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-3 Table 10-3 Network Statistics Display Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-8 Table 10-4 Network Statistics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-8 Table 10-5 SNMP Parameters . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-11 Table 10-6 SNMP Buttons . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10-12

About This Guide xiii

Preface

About This Guide

The PMconsole™ user interface configur es all Livingston PortMaster™ and IRX products. This guide documents the Micr osoft Windows version of PMconsole. Other versions include PMconsole for X W indows, PMconsole ASCII terminal, and the command pr ompt interface. Each interface has its own Administrator ’s Guide. Use the guide that is appr opriate for your chosen interface.

This guide is designed to be used by qualified system administrators and network managers.

Use the Hardware Installation Guide before you attempt to configur e your PortMaster .

Preview of this Guide

This guide pr ovides you with the information needed to use the PMconsole for Windows user interface to configur e your new PortMaster . However , more detailed information about configuration issues can be found in the Configuration Guide for PortMaster Pr oducts. This guide includes the following chapters:

Chapter 1, “Installation of PMconsole for W indows” describes how to install PMconsole for W indows on your PC workstation, as well as the pr ocedur e for upgrading your PortMaster softwar e.

Chapter 2, “Introduction to PMconsole for W indows” provides a guided tour of the PMconsole for W indows user interface.

Chapter 3, “Global Configuration” describes how to use PMconsole for W indows to set global PortMaster parameters, including default and alternate hosts, gateways and metrics, and name service.

Chapter 4, “Ethernet Interface” describes how to use PMconsole for W indows to configur e Ethernet ports.

Chapter 5, “Asynchronous Ports” describes how to use PMconsole for W indows to configur e asynchr onous ports.

Preface

Chapter 6, “Synchronous Ports” describes how to use PMconsole for W indows to configur e synchr onous ports.

Chapter 7, “User Table” describes how to use PMconsole for W indows to configur e the User Table and RADIUS window .

Chapter 8, “Location T able” describes how to use PMconsole for W indows to configur e the Location T able, as well as the use of the Location Dialer W indow .

Chapter 9, “Filters” describes how to use PMconsole for W indows to cr eate, edit and delete the filters in the Filter T able.

Chapter 10, “Port and Network Monitoring” describes the pr ocedur e for monitoring both individual ports and the attached Ethernet network, as well as configuring and enabling SNMP .

Chapter 11, “The Host T able” describes how to use PMconsole for W indows to configur e the Host T able.

Chapter 12, “The Route T able” describes how to use PMconsole for W indows to configur e the Route T able.

Related Documentation

The Hardware Installation Guide gives instr uctions for installing your specific pr oduct on your network. Use the har dwar e installation guide befor e you attempt to configur e your PortMaster .

The Configuration Guide for PortMaster Pr oducts provides an overview of networking and configuration issues r elated to the PortMaster series of pr oducts.

Preface

Document Conventions xv

Document Conventions

The following table describes the type changes and symbols used in this guide.

Contacting Livingston T echnical Support

Every Livingston pr oduct comes with fr ee lifetime softwar e support.

Livingston Enterprises pr ovides fr ee technical support via voice, F AX, and electr onic mail. Technical support is available Monday thr ough Friday 6am-5pm Pacific T ime (GMT -8).

To get Livingston technical support: • By voice, dial 800-458-9966 within the USA or 510-426-0770 outside the USA • By FAX, dial 510-426-8951 • By electronic mail, send mail to support@livingston.com • By world wide web, at http://www.livingston.com/

Typeface or Symbol Meaning Example

AaBbCc123 The names of commands,

parameters, and directories; on-scr een computer output.

Use version to display the version number .

AaBbCc123 What you type,

contrasted with on-scr een computer output.

                                    login: !root
                                    Password:

AaBbCc123 Command-line

placeholder: r eplace with a r eal name or value.

To set baud rate, type:

set S0 speed 2 baud_rate

[AaBbCc123] Commands in brackets denote a key to pr ess.

login: !root [Return]

Preface

Installation Requirements 1-1

Installation of PMconsole for Windows 1

PMconsole™ for W indows (PMconsole) pr ovides a graphical user interface for administering PortMaster™ Communications Servers and Internetwork Routers (PortMasters). PMconsole is not r equir ed for operation of your PortMaster , but of fers an easy-to-use fr ont end for administration. This chapter describes how to install PMconsole for W indows on your PC workstation. Installation r equir ements ar e described in table format. To install your PortMaster , refer to the Hardware Installation Guide included with this documentation set. If you ar e unfamiliar with MS-W indows and MS-W indows terminology , refer to the MS-W indows documentation and tutorial.

Installation Requir ements

Before installing PMconsole, consult T able 1-1 and Table 1-2 to verify that your system meets the minimum PMconsole system r equir ements. Table1-1 PMconsole Minimum Har dwar e Requir ements

Hardware Component Minimum Requirement CPU 386/25DX RAM 4MB (minimum), 8MB (r ecommended) Network connection Any functioning network or modem connection that allows your PC workstation to function as a network node.

Table1-2 PMconsole Minimum Softwar e Requir ements

Software Component Minimum Requirement Operating System DOS 5.0 or higher r unning W indows 3.1 or Windows NT 3.5 or higher Network Any Windows Socket (W insock) 1.1-compliant stack and .dll

Installation of PMconsole for Windows

1-2 PMconsole for Windows Administrator’s Guide—September 1995

Installing PMconsole

To install PMconsole:

1. Insert the PMconsole floppy diskette or CD-ROM disc into its corresponding drive.

2. From the W indows Program Manager , click File, then Run.

The Run dialog box is displayed, as shown in Figur e 1-1.

Figure 1-1 Run dialog box

3. In the Command Line field, type x:\setup [Enter], where “x” is the letter designating the drive location of the installation diskette or disc.

4. Follow the instructions on the screen.

Note – PMconsole makes no changes to your system files during installation. It does, however , add the pmconsol.ini file to your windows directory ( c:\windows on most systems).

Installing New Hardwar e

The Hardware Installation Guide included with this documentation set pr ovides step-by-step installation instr uctions for installing new har dwar e, including addr ess assignment. Once your new PortMaster is installed and an addr ess assigned, you can use PMconsole to configur e ports, set up internal tables, and monitor performance.

Installation of PMconsole for Windows

Upgrading the PortMaster Software 1-3

Upgrading the PortMaster Softwar e

Periodically , upgrades will be made to the PortMaster softwar e (ComOS™). T o install an upgrade, follow these steps: 1. Press the Upgrade PortMaster button in the toolbar .

The Upgrade PortMaster button is shown in Figur e 1-2. The Select Upgrade File dialog box is displayed, as shown in Figur e 1-3.

Figure 1-2 Upgrade PortMaster Button

Figure 1-3 Select Upgrade File Dialog Box

2. Select the directory where the upgrade file is located, then select the name of the upgrade file from the scrolling list box.

3. Press the OK button to select the file.

The Upgrade PortMaster dialog box is displayed, as shown in Figur e 1-4.

Installation of PMconsole for Windows

1-4 PMconsole for Windows Administrator’s Guide—September 1995

Figure 1-4 Upgrade PortMaster Dialog Box

4. Press the OK button to start the upgrade.

You can observe the pr ogress of the upgrade in this dialog box.

Note – If the upgrade fails, this will be indicated in the Upgrade PortMaster dialog box. If the upgrade fails, contact Livingston T echnical Support by one of the methods described in the Pr eface.

Upon completion of the upgrade, the PortMaster r eboots. Befor e it reboots, a dialog box appears asking you to confirm. Pr ess the OK button to pr oceed. Pr ess the Cancel button to abort.

Organization of this Guide 2-1

Introduction to PMconsole for Windows 2

PMconsole can be used to administer any Livingston Communications Server or Internetwork Router (PortMaster). This chapter describes the or ganization of this guide, as well as how to start PMconsole for Windows. A guided tour of the PMconsole window is also pr ovided.

Organization of this Guide

PMconsole can be used to configur e your PortMaster ports. T able 2-1 lists the configurable ports by PortMaster model. Table2-1 Available Port T ypes by PortMaster Model

Product Ethernet Async Sync Parallel OR-M ether0 s0-1 PM-2 ether0 s0-9 p0 PM-2E-30 ether0 s0-29 p0 PM-2R ether0 s0-9 w1 PM-2ER-30 ether0 s0-29 w1 PM-25 ether0 s0-24 IRX-111 ether0 s0 s1 IRX-112 ether0 s0 s1-2 IRX-114 ether0 s0 s1-4 IRX-211 ether0-1 s0 s1

Introduction to PMconsole for Windows

2-2 PMconsole for Windows Administrator’s Guide—September 1995

Table 2-2 lists administration topics by chapter .

Starting PMconsole for W indows

To start PMconsole for W indows, follow these steps: 1. Double-click the PMconsole icon in the PMconsole program group.

The PMconsole icon is shown in Figur e 2-1. The PMconsole window is displayed, as shown in Figur e 2-2.

Figure 2-1 PMconsole Icon

Table2-2 Administration T opics by Chapter

To administer See chapter Global Configuration 3 The Ethernet Port 4 Asynchr onous Ports 5 Synchr onous Ports 6 The User T able 7 The Location T able 8 The Filter T able 9 Port and Network Monitoring 10 The Host T able 11 The Route T able 12

Introduction to PMconsole for Windows

Logging In 2-3

Figure 2-2 PMconsole W indow

Logging In

To login to the PortMaster: 1. Click the Open PortMaster button in the toolbar .

The Open PortMaster button is shown in Figur e 2-3. The Open PortMaster dialog box is displayed, as shown in Figur e 2-4.

Figure 2-3 Open PortMaster Button

Introduction to PMconsole for Windows

2-4 PMconsole for Windows Administrator’s Guide—September 1995

Figure 2-4 Open PortMaster Dialog Box

2. Enter your PortMaster name and password.

Figur e 2-4 shows the PortMaster field, a dr op-down list fr om which you can select the PortMaster addr ess, and the Passwor d field wher e you enter your passwor d.

Note – Depending on your PC’s TCP/IP implementation, you may be able to enter an addr ess or host name in the PortMaster field. Refer to your TCP/IP vendor ’s documentation r egarding host name r esolution.

3. Click the OK button to open the PortMaster .

The PortMaster dialog box is displayed, as shown in Figur e 2-5.

Introduction to PMconsole for Windows

Logging In 2-5

Figure 2-5 PortMaster Dialog Box

Note – See Table 2-1 for a listing of the ports you should see displayed in the PMconsole Port dialog box for your PortMaster . See Table 2-5 for port icon descriptions.

You ar e now logged in to your PortMaster .

Note – If you ar e unable to login to your PortMaster , refer to the Configuration Guide for PortMaster Pr oducts.

Introduction to PMconsole for Windows

2-6 PMconsole for Windows Administrator’s Guide—September 1995

The PMconsole W indow

Figur e 2-6 shows the PMconsole W indow and identifies the menu bar , toolbar , and status bar . Menu bar detail is pr esented in Figur e 2-7 and Table 2-3, while toolbar detail can be found in Figur e 2-8 and Table 2-4.

Figure 2-6 PMconsole W indow

Menu Bar, providing access to standard MS-Windows functionality, as well as PortMaster-specific selections.

Toolbar, containing a button for each available PMconsole dialog box.

Status Bar, which displays a label for any toolbar button that is approached by your mouse.

Introduction to PMconsole for Windows

The PMconsole Window 2-7

PMconsole Menu Bar

The menu bar is displayed in Figur e 2-7. Individual menu bar items ar e described in Table 2-3.

Figure 2-7 PMconsole Menu Bar Table2-3 PMconsole Menu Bar Descriptions

Menu Submenu Description File Open Opens a new PortMaster dialog box. Close Closes the curr ent PMconsole window . Exit Exits PMconsole, closes an open PMconsole window .

Edit Cut Removes the curr ently selected text to the Windows clipboar d.

Copy Copies the curr ently selected text to the Windows clipboar d.

Paste Pastes contents of the W indows clipboar d to the cursor location.

Selected Displays the dialog box for the curr ently selected port.

Global Displays the Global Configuration dialog box. SNMP Displays the SNMP dialog box. RADIUS Displays the RADIUS dialog box. Preferences Displays the User Pr eferences dialog box.

Tables Users Displays the User T able. Locations Displays the Location T able. Routes Displays the Route T able. Filters Displays the Filter T able.

Introduction to PMconsole for Windows

2-8 PMconsole for Windows Administrator’s Guide—September 1995

PMconsole Toolbar

The PMconsole toolbar is displayed in Figur e 2-8. Individual toolbar items ar e described in T able 2-4.

Figure 2-8 PMconsole T oolbar

Hosts Displays the Host T able. Views Ports Displays the Port V iew. Netstats Displays the Network Statistics V iew. Dialer Displays the Location Dialer V iew.

Maintenance Reboot Reboots the PortMaster . Upgrade Displays the Upgrade PortMaster dialog box. Backup Configuration

Backs up an image of the curr ent PortMaster parameters. If you want to r ecover these parameters, run Upgrade PortMaster .

Table2-4 Toolbar Descriptions

Icon Meaning Description Open PortMaster Displays the PortMaster dialog box.

Global Configuration

Displays the Global Configuration dialog box.

Table2-3 PMconsole Menu Bar Descriptions (Continued)

Menu Submenu Description

Introduction to PMconsole for Windows

The PMconsole Window 2-9

User Table Displays the User T able.

Location T able Displays the Location T able.

Route Table Displays the Route T able.

Filter Table Displays the Filter T able.

Port View Displays the Port V iew.

Network Statistics View

Displays the Network Statistics V iew.

Location Dialer Displays the Location Dialer .

RADIUS Displays the RADIUS dialog box. For mor e information about RADIUS, r efer to the RADIUS Administrator ’s Guide.

Table2-4 Toolbar Descriptions (Continued)

Icon Meaning Description

Introduction to PMconsole for Windows

2-10 PMconsole for Windows Administrator’s Guide—September 1995

PortMaster Dialog Box

The PortMaster dialog box is displayed in Figur e 2-9. Individual port icons ar e described in T able 2-5.

Note – Clicking once on any of these icons selects the port. Double-clicking opens a dialog box that allows you to configur e the port.

Host Table Displays the Host T able.

SNMP Dialog Displays the SNMP dialog box.

Reboot PortMaster Reboots your PortMaster .

Upgrade PortMaster Displays the Upgrade PortMaster dialog box.

Backup Configuration

Displays the Backup Configuration dialog box. If you want to r ecover these parameters, use Upgrade PortMaster .

Table2-4 Toolbar Descriptions (Continued)

Icon Meaning Description

Introduction to PMconsole for Windows

The PMconsole Window 2-11

Figure 2-9 PortMaster Dialog Box Table2-5 Port Icon Descriptions Icon Description This icon r epresents a port for login services.

This icon r epresents a port for login and network services.

This icon r epresents a network port.

This icon r epresents an Ethernet interface.

This icon r epresents a port for device services.

Introduction to PMconsole for Windows

2-12 PMconsole for Windows Administrator’s Guide—September 1995

Rebooting a PortMaster

A PortMaster can be r ebooted to change fr om one Ethernet IP addr ess to another , or following an upgrade when you have decided to wait until later to r eboot.

Caution – Rebooting causes the PortMaster to perform a soft r eboot that takes appr oximately 30 seconds. This pr ocess resets all active ports to their saved configurations, disconnecting any active sessions.

To reboot a PortMaster , click the Reboot button in the toolbar , shown in Figur e 2-10.

Figure 2-10 Reboot Button

Before the PortMaster r eboots, a dialog box appears asking you to confirm. Pr ess the OK button to pr oceed. Pr ess the Cancel button to abort.

This icon r epresents a port for network and device services.

This icon r epresents a port for device and login services.

This icon r epresents a port for device, login and network services.

Table2-5 Port Icon Descriptions (Continued)

Icon Description

!

Configuring Global Parameters 3-1

Global Configuration 3

PMconsole can be used to configur e global parameters, allowing you to contr ol default and alternate hosts, gateways and metrics, as well as setting the name service on your PortMaster . Global configuration can also be used to change the administrative passwor d for the PortMaster .

This chapter describes how to use PMconsole to configur e global parameters. Dialog box parameters and buttons ar e presented and defined in table format. The pr ocedur e for using the Global Configuration dialog box to change the PortMaster passwor d is also described.

Configuring Global Parameters

To configur e global parameters:

1. Click the Global Configuration button in the toolbar .

The Global Configuration button is shown in Figur e 3-1. The Global Configuration dialog box is displayed, as shown in Figur e 3-2.

Figure 3-1 Global Configuration Button

Global Configuration

3-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 3-2 Global Configuration Dialog Box

2. Enter your global configuration and press [T ab] to move from field to field.

Each of the fields ar e described in T able 3-1. 3. When you have set the global parameters for your configuration, click the Save button to write configuration changes to the nonvolatile memory of the PortMaster . Alternatively , you may click the Apply button to send changes to the dynamic memory of the PortMaster . Additional buttons ar e available. For a description of the buttons, see T able 3-2.

4. Click the Close button to dismiss the Global Configuration dialog box.

Global Configuration

Description of Global Parameters 3-3

Description of Global Parameters

Parameters for the Global Configuration dialog box ar e described in T able 3-1.

Table3-1 Global Parameters

Parameter Option Description

Default Host

Default host fr om which you will establish login sessions. For systems that do not pr ovide login sessions, this field should r emain blank.

Alternate Host

Alternate host fr om which you will establish login sessions when the default host is unavailable. For systems that do not pr ovide login sessions, this field should r emain blank.

IP Gateway Default gateway for use by the PortMaster when no other r oute applies. If your PortMaster is connected to an IP network with a gateway , the name or IP addr ess of that gateway should be enter ed.

IP Gateway Metric

Hop-count associated with the default IP gateway . Use this field only if the IP Gateway parameter is used. It is usually set to 1. IPX Gateway

Default gateway for use by the PortMaster when no other IPX r oute applies. If your PortMaster is connected to an IPX network with a gateway , the name of that gateway should be enter ed. IPX Gateway Metric

Hop-count associated with the default IPX gateway . Use this field only if the IPX Gateway parameter is used.

Global Configuration

3-4 PMconsole for Windows Administrator’s Guide—September 1995

Default Route

Broadcast When this checkbox is selected, the PortMaster will pr opagate default r outes as a part of its RIP packet (if ther e are default r outes in the Route Table). These r outes ar e either r outed statically or learned dynamically .

Listen When this checkbox is selected, the PortMaster accepts default r oute information fr om other routers on any interface with r outing enabled.

Name Service

A name service should be selected only if users will be pr ompted for hosts that r equir e a name service, or to display host names instead of addr esses in the administrative command prompt interface.

NIS Select this radio button for the PortMaster to use NIS (Network Information Service) for host name lookups.

DNS Select this radio button for the PortMaster to use DNS (Domain Name Service) for host name lookups.

Name Server

Name or IP addr ess of the server pr oviding the selected name service.

Domain Domain name for use by DNS or NIS. Requir ed only if DNS or NIS ar e selected.

Telnet Access Port

TCP port number used by the PortMaster to listen for incoming telnet administration sessions. If set to zer o (0), the PortMaster disables the telnet administration function. Ports number ed 10000 through 10100 ar e reserved and should not be used for this function. The default is 23.

Table3-1 Global Parameters (Continued)

Parameter Option Description

Global Configuration

Description of Global Configuration Buttons 3-5

Description of Global Configuration Buttons

Global Configuration buttons ar e described in T able 3-2.

Loghost Host to which the PortMaster logs authentication information using the syslog “auth” facility .

Assigned Addr ess

Enter the starting addr ess for a pool of consecutive temporary IP addr esses to be allocated by the PortMaster . Assigned Addr ess is used in conjunction with network access, for network login users who ar e set up in the User T able to use Assigned Addr ess. The PortMaster assigns such users the first fr ee IP addr ess in the pool. The number of addr esses in the pool is the same as the number of ports configur ed for network dial-in access.

Passwor d Passwor d for administrative access to the PortMaster . Refer to the instr uctions in the section “Changing the Passwor d” on page 3-6.

Table3-2 Global Configuration Buttons

Button Description

Apply Send the configuration changes to the dynamic memory of the PortMaster .

Save Write the configuration to the nonvolatile memory of the PortMaster .

Reset Reset all active serial connections to the active configuration. When this button is clicked, all ports will dr op all active sessions and be r eset to the active configuration.

Close Dismiss the Global Configuration dialog box.

Table3-1 Global Parameters (Continued)

Parameter Option Description

Global Configuration

3-6 PMconsole for Windows Administrator’s Guide—September 1995

Changing the Password

The PortMaster has an administrative passwor d which is used when logging in as !root and when connecting with PMconsole.

To change the administrative passwor d: 1. Click the Global button in the toolbar .

The Global Configuration button is shown in Figur e 3-1. The Global Configuration dialog box is displayed, as shown in Figur e 3-2.

2. Enter a new password in the Password field and click the Apply button.

The system displays a Passwor d Confirm field just below the original Passwor d field.

3. In the new field, re-enter your Password and click Apply again.

In both cases, the passwor d is echoed with asterisks (***). When you click Apply the second time, the PortMaster administrative passwor d is written to the nonvolatile memory of the PortMaster .

Configuring Ethernet Interfaces 4-1

Ethernet Interface 4

This chapter describes how to use PMconsole to configur e the Ethernet interface(s). Dialog box parameters and buttons ar e described in table format.

Note – In this chapter , examples ar e from a PortMaster PM-2, which uses the indicator ether0 for its Ethernet interface. All Livingston PortMasters use this same designation. In addition, the IRX-21 1 uses ether1 for a second Ethernet interface.

Configuring Ethernet Interfaces

To configur e an Ethernet interface:

1. Click the Ethernet button in the PortMaster dialog box.

The Ethernet button is shown in Figur e 4-1. The Ethernet dialog box is displayed, as shown in Figur e 4-2.

Figure 4-1 Ethernet Button

Ethernet Interface

4-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 4-2 Ethernet Dialog Box

2. Enter your Ethernet configuration information and press [T ab] to move from field to field.

Fields ar e described in T able 4-1.

Note – The first parameter you select is Pr otocol. Depending on the pr otocol (IP, IPX, or IP/IPX), some parameters will be available and others will be grayed out or absent.

3. When you finish configuring the Ethernet port, click the Save button to store your configuration changes in PortMaster nonvolatile memory .

Additional buttons ar e available. For a description of the buttons, see T able 4-2.

4. Click the Close button to dismiss the Ethernet dialog box.

Caution – If you have changed the Ethernet IP addr ess, you must r eboot the PortMaster for the change to take ef fect.

Select the protocol for the Ethernet port first, as this parameter determines which fields are displayed in this dialog box.

!

Ethernet Interface

Description of Ethernet Parameters 4-3

Description of Ethernet Parameters

Parameters for the Ethernet dialog box ar e described in T able 4-1.

Table4-1 Ethernet Parameters

Parameter Option Description

Protocol IP Select this parameter to use the IP pr otocol on the network connected to the Ethernet port of the PortMaster .

IPX Select this parameter to use the IPX pr otocol on the network connected to the Ethernet port of the PortMaster .

IP/IPX Select this parameter to use both IP and IPX protocols on the network connected to the Ethernet port of the PortMaster .

Ethernet Enabled Select this checkbox to enable IP and IPX traf fic on the Ethernet port of the PortMaster .

Disabled Deselect this checkbox to disable IP and IPX traf fic on the Ethernet port of the PortMaster . This parameter should be disabled only if the PortMaster is not dir ectly attached to a local Ethernet network. Before deselecting the checkbox, note that PMconsole r equir es the Ethernet port to be enabled in order to access the PortMaster .

IP Addr ess Enter the IP addr ess of the PortMaster . For mor e information about setting the IP addr ess, see the Hardware Installation Guide.

IP Netmask Defaults to 255.255.255.0; modify if your site uses a different netmask.

IPX Network Addr ess of IPX network.

IPX Frame Type

Enter the Ethernet frame type. This field should match the setting of other devices attached to the same Ethernet segment.

Ethernet Interface

4-4 PMconsole for Windows Administrator’s Guide—September 1995

Description of Ethernet Buttons

Ethernet buttons ar e described in T able 4-2.

Routing Select these radio buttons to indicate that the PortMaster will use the RIP pr otocol on the Ethernet port. Default is Br oadcast and Listen selected.

Broadcast If Broadcast is selected, the PortMaster br oadcasts RIP information to the local Ethernet.

Listen If Listen is selected, the PortMaster accepts RIP information fr om other r outers on the local Ethernet.

Broadcast Addr ess

Enter the IP addr ess that the PortMaster will interpr et and use as the local br oadcast addr ess. It must match the br oadcast addr ess used by other hosts on the same local Ethernet.

Filters (Input)

Select a filter for packets entering the PortMaster on the interface.

Filters (Output)

Select a filter for packets exiting the PortMaster on the interface.

Table4-2 Ethernet Buttons

Button Description

Apply Send the configuration changes to the dynamic memory of the PortMaster .

Save Write the port configuration to the nonvolatile memory of the PortMaster .

Close Dismiss the Ethernet dialog box.

Table4-1 Ethernet Parameters (Continued)

Parameter Option Description

Configuring Asynchronous Ports 5-1

Asynchronous Ports 5

Asynchr onous (async) interfaces can be configur ed as Login, Device, T woWay or Network ports. Additional configuration options include Network/Login, Network/Device, and Network/T woWay.

This chapter describes how to use PMconsole to configur e async ports. Async port types, dialog box parameters and buttons ar e described in table format.

Note – In this chapter , examples ar e from a PortMaster PM-2, which uses the indicator s0 for async ports. All PortMasters use this same designation for the first async port. In addition, all PortMasters in the PM model series use s1- sn (wher e n is the highestnumber ed port) to designate additional async ports. See T able 2-1 for the range of async ports available on each PortMaster model.

Configuring Asynchr onous Ports

To configur e an async port:

1. Click the Asynchronous Port icon in the PortMaster dialog box.

Asynchr onous Port icons ar e described in T able 2-5. An example is shown in Figur e 5-1. The Asynchr onous Port dialog box is displayed, as shown in Figur e 5-2.

Figure 5-1 Example Asynchr onous Port Icon

Asynchronous Ports

5-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 5-2 Asynchr onous Port Dialog Box

2. Enter your Async port configuration information and press [T ab] to move from field to field.

Fields ar e described in T able 5-2.

Note – The first parameter you select is Port T ype. Depending on the port type, some parameters ar e available and others ar e grayed out or absent.

Select the Port Type for your Async port first, as this parameter determines which fields are displayed in this dialog box.

Asynchronous Ports

Description of Asynchronous Port Types 5-3

3. When you have set the Async port parameters, click the Save button to write configuration changes to the nonvolatile memory of the PortMaster .

Alternatively , you may click the Apply button to send changes to the dynamic memory of the PortMaster . Additional buttons ar e available. For a description of the buttons, see T able 5-3.

4. Click the Reset button to have the new parameters take ef fect.

Any curr ent session on the port will be dr opped when the port is r eset.

5. Click the Close button to dismiss the Asynchronous Port dialog box.

Description of Asynchr onous Port T ypes

Async port types ar e described in T able 5-1.

The Async port type Network/Login has the same parameters as Login, except that the two network parameters—Network T ype and Dial Gr oup—ar e added. Likewise, Network/Device and Network/T woWay have the same parameters, r espectively , as Device and T woWay, with the addition of the two network parameters.

Table5-1 Asynchr onous Port T ypes

Port Type Description

Login The port is available for a Login User establishing a terminal session to a host on the network.

Device A host on the network can originate a connection to the port; for example, fr om a host to a printer via the PortMaster .

TwoWay Either the PortMaster or a host can originate the connection; for example, fr om a modem to a host or vice-versa.

Network A har dwir ed connection; for example, a W AN link over a dedicated point-to-point asynchr onous leased line.

Network Dialin

The port is available for a Network User to establish a network connection using SLIP or PPP .

Network Dialout

The port is available for use by network dial out locations defined in the Location T able.

Network TwoWay

Allows both network dial in and network dial out functionality .

Asynchronous Ports

5-4 PMconsole for Windows Administrator’s Guide—September 1995

Description of Asynchr onous Port Parameters

Parameters for the Asynchr onous Port dialog box ar e described in T able 5-2.

Table5-2 Asynchr onous Port Parameters

Parameter Options Description

Network Type

Har dwir ed The port is a dedicated network connection between two sites. No authentication is r equir ed, and the port begins r unning the specified pr otocol as soon as it is r eset. No other port type can be used with Network Har dwir ed.

Dial In The port accepts dial-in network connections. In this mode, authentication is r equir ed. For mor e information about authentication methods, r efer to the Configuration Guide for PortMaster Pr oducts.

Dial Out The port is available for dialing to r emote destinations and initiating network connections to those destinations. Dial-out network connections are contr olled by the Location T able.

Dial In & Out The port will accept dial-in network connections, as well as being available for dial out to r emote locations.

Host Device

When using the port as a network-accessible device using the rlogin, telnet, or netdata device service, set this parameter to /dev/network. When using the port with the PortMaster device service on a UNIX host, enter the name of a pseudo-tty device in the host’s /dev directory.

Terminal Type

This optional field is used for both User Login and Two-Way ports. When a new host login session is established on the host workstation, this terminal type will be set in the user ’s environment.

Dial Group

Enter a number between 0 and 99. Locations with the same Dial Gr oup can use this port. Default is 0. Available if Port T ype includes Network and Network T ype includes Dial Out.

Asynchronous Ports

Description of Asynchronous Port Parameters 5-5

Modem Contr ol

When this checkbox is selected, the PortMaster tracks the actual state of carrier as input on the port. When this checkbox is not selected, the PortMaster assumes that carrier is always asserted. The following options indicate the ef fect of carrier assertion for each port type:

Login If carrier is not asserted, the port is unavailable. If carrier is asserted, the PortMaster initiates authentication and displays a login pr ompt.

Device If carrier is not asserted, the port is unavailable. If carrier is asserted, the port is available for the device service.

TwoWay If carrier is not asserted, the port is available for device services. If carrier is asserted, the port will attempt to establish a network connection and disable the device service.

Network (hardwir ed)

If carrier is not asserted, the port is unavailable. If carrier is asserted, the port attempts to establish a network connection.

Network Dialin

If carrier is not asserted, the port is unavailable. If carrier is asserted, the PortMaster initiates authentication and displays a login pr ompt.

Network Dialout

When configur ed as a network dial-out port, the assertion of carrier has no ef fect, but the transition of carrier fr om asserted to not asserted will cause the port to be r eset.

Network TwoWay

If carrier is not asserted, the port is available for device services. If carrier is asserted, the port will attempt to establish a network connection and disable the device service.

Table5-2 Asynchr onous Port Parameters (Continued)

Parameter Options Description

Asynchronous Ports

5-6 PMconsole for Windows Administrator’s Guide—September 1995

Baud Rate Select or enter the baud rate.

Parity This field should match the device attached to the PortMaster . • even or odd assumes 7 databits and 1 stop bit. • none or strip assumes 8 databits and 1 stop bit. When strip is selected, the parity bit will be removed upon r eceipt by the PortMaster . In normal usage, none should be selected.

Flow Contr ol

Xon/Xof f The PortMaster will use softwar e flow contr ol, using the ASCII contr ol characters DC1 and DC3 to communicate with the attached device to start and stop the flow of data. This should only be used if RTS/CTS flow contr ol is not available on the attached device.

RTS/CTS This option is for devices wher e har dwar e flow contr ol is requir ed. If selected, the PortMaster signals the ability to receive data fr om attached device by raising R TS (Request to Send) on pin 4 of the RS-232 connector; output fr om the PortMaster occurs when the CTS (Clear to Send) modem line on pin 5 of the RS-232 connector is raised by the attached device.

Host Host applies to Login, Device and T woWay services, and is not used for Network services.

Default When selected, the Host entries set in the Global Configuration dialog box ar e used for this port.

Prompt When selected, the user is given a host pr ompt instead of the standar d login pr ompt and may enter a host name or IP addr ess to connect to a host on the network.

Specified When selected, a primary host and an alternate host may be enter ed for this specific port. Additional alternates can be configur ed using the command line interface.

Table5-2 Asynchr onous Port Parameters (Continued)

Parameter Options Description

Asynchronous Ports

Description of Asynchronous Port Parameters 5-7

Access Filter

Select an (optional) access contr ol filter fr om the standar d Filter Table. When the user is pr ompted for a host, the filter is used to contr ol which hosts that user can access. For information about how to set up filter definitions, r efer to the Configuration Guide for PortMaster Pr oducts.

Login Prompt

This field allows customization of the login pr ompt for display to users. Any ASCII characters may be enter ed. Double quotes (“) and contr ol characters ar e not allowed. If the string $hostname is included in the Login Prompt, the name of the host specified in the Host parameter is substituted for the string. Default is $hostname login:

Security When On, only users who ar e in the User T able or authenticated by RADIUS will be able to login. When Of f, users not found in the User T able ar e forwar ded to the host specified in the Host field.

Autolog Name

If this field has an entry , the user will not r eceive a login pr ompt. Instead, the PortMaster will establish a login session to the host as if the user had typed the Autolog Name in r esponse to the login pr ompt.

Table5-2 Asynchr onous Port Parameters (Continued)

Parameter Options Description

Asynchronous Ports

5-8 PMconsole for Windows Administrator’s Guide—September 1995

Login Service

PortMaster This is the default and pr eferred service because it makes the port appear as if it wer e physically attached to the host. It is the most ef ficient service. To use this service, the PortMaster daemon in.pmd must be installed on the UNIX login host.

Rlogin Rlogin is supported by many UNIX hosts and is the next most ef ficient service after the in.pmd login service

Telnet In a network wher e mixed har dwar e and operating systems will be used by this port and the pr evious two services ar e unavailable, T elnet should be selected. The default TCP port number for telnet is 23; an additional data entry field is pr ovided to enter an alternate TCP port if r equir ed.

Netdata Netdata can be used to cr eate a virtual connection to another async port on a dif ferent PortMaster , or for allowing clear channel TCP network connections to other hosts on the network. The default TCP port number for netdata is 6000; another entry field is pr ovided to enter an alternate TCP port if r equir ed. If using the virtual connection service, the serial port on the r emote PortMaster must be configur ed as a Host Device using the Netdata Device Service, with the same TCP port number .

Table5-2 Asynchr onous Port Parameters (Continued)

Parameter Options Description

Asynchronous Ports

Description of Asynchronous Port Parameters 5-9

Device service

PortMaster When selected, the port is accessed thr ough a /dev/tty device on the UNIX host.

To use this service, the PortMaster daemon in.pmd must be installed on the login host.

Rlogin Supported by many UNIX hosts, this service can be used to allow hosts on the network to initiate an rlogin session to the PortMaster . Once the session is established, the host application will be able to directly read and write data to the async port. If multiple ports on the PortMaster ar e configur ed to use this service, a “pool” of ports that can be accessed by other hosts will automatically be created. When all ports ar e in use, new users r eceive a “Connection Refused” message.

Telnet Supported by most TCP/IP hosts, this option allows many dif ferent types of computers on the network to initiate a telnet session to the PortMaster . Once the session is established, the host application will be able to dir ectly read and write data to the serial port. The default TCP port number for telnet is 23; an additional data entry field is pr ovided to enter an alternate TCP port if r equir ed. These can be pooled. Note that the telnet administration port should be moved to a dif ferent number if 23 is used for network devices in this manner .

Netdata Can be used for customized application pr ograms requiring a TCP or SPX connection dir ectly to the async port. Programs which use a socket interface (or a similar TCP interface) ar e provided with a dir ect data link to the PortMaster serial port. No special option negotiation or pr otocol is r equir ed. The default port number for netdata is 6000; an additional data entry field is pr ovided to enter an alternate port if r equir ed. These can also be pooled.

Table5-2 Asynchr onous Port Parameters (Continued)

Parameter Options Description

Asynchronous Ports

5-10 PMconsole for Windows Administrator’s Guide—September 1995

Description of Asynchr onous Port Buttons

Asynchr onous Port buttons ar e described in T able 5-3.

Idle Timeout

Specifies how long the PortMaster should wait after input and output activity on the port stops befor e resetting the port. This parameter is specified in minutes and can be any value fr om 0 to 240. If set to 0, the idle timer is disabled. If set to 1 or higher , a dial-in user has five minutes to respond to a login, passwor d or host pr ompt. If the user does not r espond, the port r esets, making it available to another user . Setting the idle timer to 1 turns of f the idle timer after the user logs in.

Line Hangup

If this checkbox is selected, after termination of a session the PortMaster dr ops the RS-232 DTR signal for 500 milliseconds. If it is not selected, DTR is not dr opped after session termination.

Table5-3 Asynchr onous Port Buttons

Button Description

Apply Send the configuration changes to PortMaster dynamic memory .

Save Write the port configuration to PortMaster nonvolatile memory .

Default Resets the scr een to factory defaults. Save must be used to save these values if desir ed.

Reset Resets the port, dr opping DTR for 500 milliseconds and making the applied or saved configuration active.

Clone Copy configuration fr om another port. To use this featur e, click Clone, then click on the icon for the port to be cloned fr om in the PortMaster dialog box.

Close Dismiss the Asynchr onous Port dialog box.

Table5-2 Asynchr onous Port Parameters (Continued)

Parameter Options Description

Configuring Synchronous Ports 6-1

Synchronous Ports 6

PMconsole can configur e a PortMaster synchr onous serial port for leased lines, Frame Relay, ISDN and switched 56K.

This chapter describes how to use PMconsole to configur e synchr onous ports. Dialog box parameters and buttons ar e described in table format.

Note – In this chapter , examples ar e from a PortMaster IRX-1 14, which uses s1 thr ough s4 for synchr onous ports. On a PortMaster PM-2R or PM-2ER, this port is labelled w1. See Table 2-1 for the range of synchr onous ports available on each PortMaster model.

Configuring Synchr onous Ports

To configur e a synchr onous port:

1. Click the Synchronous Port Icon in the PortMaster dialog box.

An example Synchr onous Port icon is shown in Figur e 6-1, although it may appear differently depending on configuration. The Synchr onous Port dialog box is displayed, as shown in Figur e 6-2.

Figure 6-1 Example Synchr onous Port Icon

Note – This icon is also used in the PortMaster dialog box to r epresent a network hardwir ed asynchr onous port.

Synchronous Ports

6-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 6-2 Synchronous Port Dialog Box

Note – The first parameters you select ar e Network and T ransport. Depending on the Network and T ransport settings, some parameters will be available and others will be grayed out or absent.

2. Enter your synchronous port configuration information and press [Tab] to move from field to field.

Parameters ar e described in T able 6-1. For information about specific settings for four types of synchr onous configurations—leased line, Frame Relay , ISDN or switched 56K—r efer to the Configuration Guide for PortMaster Pr oducts.

3. When your synchronous port configuration information is complete, click the Save button to write configuration changes to the nonvolatile memory of the PortMaster .

Select the Network and Transport settings first, as these determine which fields are displayed in this dialog box.

Synchronous Ports

Description of Synchronous Port Parameters 6-3

Alternatively , you may click the Apply button to send changes to the dynamic memory of the PortMaster . Additional buttons ar e available. For a complete set of button descriptions, see T able 6-2.

4. Click the Reset button to reset the port and make any changes take ef fect, if desired.

5. Click the Close button to dismiss the Synchronous Port Dialog Box.

Description of Synchr onous Port Parameters

Parameters for the Synchr onous Port dialog box ar e described in T able 6-1.

Table6-1 Synchr onous Port Parameters

Parameter Option Description

Port Type Always set to Network.

Network Network Dialin

When this option is selected, a r emote host can connect to the port. Used for ISDN or switched 56K.

Network Dialout

When this option is selected, the port is available for dial out use by the Location T able. Used for ISDN or switched 56K.

Network Dial In&Out

When this option is selected, the port is configur ed for both Network Dialin and Network Dialout.

Network (hardwir ed)

If carrier is not asserted, the port is unavailable. If carrier is asserted, the port attempts to establish a network connection.

Transport Frame Relay Select Frame Relay when attaching the port to a Frame Relay network via a CSU/DSU and Frame Relay switch.

PPP Select PPP (Point to Point Pr otocol) for dir ect leased line connections between r outers, for ISDN, or for switched 56K.

Line Speed The synchr onous port always r equir es external clock. The speed enter ed in this field is only a comment.

Synchronous Ports

6-4 PMconsole for Windows Administrator’s Guide—September 1995

Dial Gr oup Dial gr oup defining which dial-out locations may use the port. Enter a value fr om 0 to 99. Default is 0.

Modem Contr ol

On When this checkbox is selected, the PortMaster tracks the state of carrier as input on the port.

Off When this checkbox is not selected, the PortMaster assumes that carrier is always asserted.

LMI Timer Sets the LMI Keepalive polling interval to allow the Frame Relay switch to monitor link status. When enabled, the LMI default value of 10 seconds is displayed in the Keepalive field. If your Telephone Company chooses another Keepalive value, change this value as they instr uct you. Annex-D is also available, but must be set fr om the command line interface.

DLCI List When using Frame Relay , a scrolling window is provided for entering the list of DLCIs accessible through this interface via the Frame Relay Network. The PortMaster will automatically use ARP and Inverse ARP r equests to learn the IP addr esses of routers attached to the PVCs (permanent virtual circuits) r epresented by these DLCIs. Alternatively , these IP addr esses can be specified directly opposite their corr esponding DLCIs. If an addr ess is specified, the PortMaster will statically configur e these entries into its ARP table for this interface. With LMI or Annex-D, DLCIs ar e automatically learned.

Table6-1 Synchr onous Port Parameters (Continued)

Parameter Option Description

Synchronous Ports

Description of Synchronous Port Parameters 6-5

IP Destination Specified When selected, enter the IP addr ess of the r emote router .

Negotiate When selected, the PortMaster learns the r emote router addr ess automatically via PPP LCP negotiation.

IP Port Addr ess Un- number ed

When selected, an IP addr ess is not assigned to the port; instead, the PortMaster ’s ether0 IP addr ess is used to identify it. (Recommended for PPP; cannot be used with Frame Relay .)

Specified When selected, an IP addr ess must be enter ed on the line below . This option must be selected for Frame Relay connections; it is optional for PPP connections.

IP Netmask Enter netmask for the IP network of this port.

IPX Network Enter the IPX number for this serial link.

Routing Select these radio buttons to indicate that the PortMaster will use the RIP pr otocol on this interface. Default is both Br oadcast and Listen enabled.

Broadcast When selected, the PortMaster sends RIP information to other r outers on the interface.

Listen When selected, the PortMaster accepts RIP information fr om other r outers on the interface.

Input Filter Select a filter for packets entering the PortMaster on the interface.

Output Filter Select a filter for packets exiting the PortMaster on the interface.

Table6-1 Synchr onous Port Parameters (Continued)

Parameter Option Description

Synchronous Ports

6-6 PMconsole for Windows Administrator’s Guide—September 1995

Description of Synchr onous Port Buttons

Synchr onous Port buttons ar e described in T able 6-2. Table6-2 Synchr onous Port Buttons

Button Description Apply Send the configuration changes to the dynamic memory of the PortMaster .

Save Write the port configuration to the nonvolatile memory of the PortMaster .

Default Resets the scr een to factory defaults. Apply or Save must be used to save these values to active memory or nonvolatile memory , if desir ed.

Reset Resets the port, dr opping DTR for 500 milliseconds. Clone Copy configuration fr om another port. To use this featur e, click Clone, then click on the icon for the port to be “cloned fr om” in the PortMaster dialog box.

Close Dismiss the Synchr onous Port dialog box.

Configuring the User Table 7-1

User Table 7

The User T able is used by the PortMaster to authenticate and pr ovide operational parameters on a user -by-user basis.

PMconsole enables you to cr eate, edit and delete four kinds of users:

• Network User/Normal users establish an immediate active PPP or SLIP connection

to the network.

• Network User/Dialback users ar e immediately disconnected by the PortMaster ,

which then dials back to the user at a pr edefined location. For mor e information about locations, see Chapter 8, “Location T able.”

• Login User/Normal users begin an active shell session on a host on the network. • Login User/Dialback users ar e immediately disconnected by the PortMaster , which

then dials back to the user at a pr edefined phone number .

This chapter describes how to use PMconsole to configur e the User T able. User T able parameters, dialog box parameters and buttons ar e described in table format. Using PMconsole to configur e a PortMaster as a RADIUS authentication client is also described. For mor e information on RADIUS (Remote Authentication Dial In User Service) r efer to the RADIUS Administrator ’s Guide.

Configuring the User T able

To configur e the User T able:

1. Click the User T able button in the toolbar .

The User T able button is shown in Figur e 7-1. The User T able dialog box is displayed, as shown in Figur e 7-2.

User Table

7-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 7-1 User Table Button

Figure 7-2 User Table Dialog Box

Note – The first parameter you select is User T ype. Depending on the user type, some parameters ar e available and others ar e grayed out or absent. The sample User T able in Figur e 7-2 is displayed as it would be for a Login user .

Select User Type first, as this parameter determines which fields are displayed in this dialog box.

User Table

Description of User Table Variations 7-3

2. Change the User T able to add, change or delete existing users.

a. To create a new user , click the Reset button to clear the window , then complete the user parameter fields and click the Cr eate button.

Fields ar e described in T able 7-1.

b. To edit an existing user , enter that user ’s name into the User Name field (or select it fr om the list), then edit the User T able parameters and click the Modify button.

c. To delete an existing user , enter that user ’s name into the User Name field (or select it fr om the list) and click the Delete button.

3. Click the Close button to dismiss the User T able dialog box.

Description of User T able Variations

In the following sections, each of the variations on the User T able dialog box ar e discussed:

• Login User • Dialback Login User • Network User • Dialback Network User

User Table

7-4 PMconsole for Windows Administrator’s Guide—September 1995

Login and Dialback Login Users

The Login User dialog box is shown in Figur e 7-2. The Dialback Login User dialog box is shown in Figur e 7-3.

Figure 7-3 Dialback Login User Dialog Box

Parameters for the Login and Dialback Login User dialog boxes ar e described in Table 7-1.

User Table

Description of User Table Variations 7-5

Table7-1 Login and Dialback Login User T able Parameters

Parameter Options Description

User Name Enter login name of the user to be enter ed at the login: prompt fr om the PortMaster .

Up to eight printable ASCII characters.

User Type Login Normal

When selected, user is permitted to begin an active shell session on a host on the network.

Login Dialback

When selected, user is disconnected by the PortMaster , which then dials back to the user at a predefined phone number .

Passwor d Enter passwor d for user as a string of up to 16 printable ASCII characters. Asterisks (***) will be echoed.

Host Default When selected, the user is connected to the default host for this serial port.

Prompt When selected, this option allows user to select a host (by IP addr ess or name) to begin a login session.

Specified When selected, this option connects the user to the host whose name (or IP addr ess) is enter ed in the text ar ea below the Host field.

Host Addr ess

Enter addr ess of the specified host.

User Table

7-6 PMconsole for Windows Administrator’s Guide—September 1995

Login Service

PortMaster This is the default service and can be used with any host on which the PortMaster daemon in.pmd has been installed. This is the pr eferred service because it makes ports appear as serial ports on the host. It is the most ef ficient login service.

Rlogin This service is supported by many UNIX based computers. Ther efore, wher e it impractical to use the PortMaster service, Rlogin should be selected.

Telnet This service is supported by most TCP/IP implementations. Ther efore in a network wher e mixed har dwar e and operating systems will be used, telnet should be selected. The default TCP port number for telnet is 23; an additional data entry field is pr ovided to enter an alternate TCP port.

Netdata This service can be used to cr eate a virtual connection between ports on dif ferent PortMasters. The default TCP port number for Netdata is 6000, however an additional data entry field is pr ovided to enter an alternate TCP port if r equir ed. The serial port on the r emote PortMaster must be configur ed as a Host Device Port using the same service and TCP port number .

Telephone Number

Enter the telephone number which should be dialed to reach the Dialback Login user ’s modem. Only the telephone number is needed; the PortMaster pr ovides the r equir ed AT commands. Dialback only supports modems with the Hayes A T command set.

Access Filter Optional access contr ol filter for the user . After the user specifies a host, its addr ess is compar ed against the designated filter . If the addr ess is permitted by the filter , the user ’s connection is allowed; otherwise, it is denied.

Table7-1 Login and Dialback Login User T able Parameters (Continued)

Parameter Options Description

User Table

Description of User Table Variations 7-7

Network and Dialback Network Users

The Network User dialog box is shown in Figur e 7-4. The Dialback Network User dialog box is shown in Figur e 7-5.

Parameters for the Network and Dialback Network User dialog boxes ar e described in Table 7-2

Figure 7-4 Network User Dialog Box

User Table

7-8 PMconsole for Windows Administrator’s Guide—September 1995

Figure 7-5 Dialback Network User Dialog Box

Table7-2 Network and Dialback Network User T able Parameters

Parameter Options Description

User Name Enter login name of the user to be enter ed at the login: prompt fr om the PortMaster .

Up to eight printable ASCII characters.

User Type Network Normal

When selected, user establishes a PPP or SLIP connection to the network.

Network Dialback

When selected, user is disconnected by the PortMaster , which then dials back to the user at a predefined location.

User Table

Description of User Table Variations 7-9

Passwor d Enter passwor d for user as a string of up to 16 printable ASCII characters. Asterisks (***) will be echoed.

Protocol PPP/IP When selected, use PPP with IP packet r outing.

PPP/IPX When selected, use PPP with IPX packet r outing.

PPP/IP/IPX When selected, use PPP with both IP and IPX packet r outing.

SLIP When selected, use SLIP (Serial Line Internet Protocol).

User IP Addr ess Type

Specified When selected, the specific IP addr ess of the user must be enter ed in the text ar ea dir ectly below this field.

Assigned When selected, the PortMaster assigns the user a temporary IP addr ess from a pool of addr esses maintained by the PortMaster . For mor e information about Assigned Addr esses, see Chapter 3, “Global Configuration.”

Negotiated When this option is selected, the PortMaster will attempt to learn the IP addr ess of the r emote computer automatically; valid only for PPP .

User IP Addr ess

Specified When Addr ess Type is Specified, enter the IP addr ess of the r emote host in this field.

User IP Netmask

Enter the netmask of r emote system.

IPX Network Enter the IPX number for the dial-up link; for remote nodes, this will be the unique network for the user .

Table7-2 Network and Dialback Network User T able Parameters (Continued)

Parameter Options Description

User Table

7-10 PMconsole for Windows Administrator’s Guide—September 1995

Routing Any combination of Br oadcast and Listen can be used.

Broadcast If selected, the PortMaster will send RIP information to the r emote host.

Listen If selected, the PortMaster will accept RIP information fr om the r emote host. MTU (Maximum Transmission Unit)

Defines the lar gest data packet that can be sent through this connection. If a packet is too lar ge the PortMaster will fragment it if IP or discar d it if IPX. PPP connections can be set between 100-1500 bytes and the r emote computer can negotiate a smaller value than the setting enter ed. SLIP connections can be set to values between 100-1006.

Compr ession When enabled, the PortMaster uses V an Jacobson TCP/IP header compr ession, impr oving the performance of interactive TCP sessions. For SLIP connections, both sides need to be configur ed identically . For PPP connections, if either side does not support compr ession, the PortMaster disables it.

Input Filter Select any available filter fr om this dr op-down list box. When specified, all packets r eceived fr om the serial interface will be evaluated against the r ule set for the filter; only packets which ar e permitted by the filter will be allowed to enter the PortMaster .

Output Filter Select any available filter fr om this dr op-down list box. When specified, all packets sent to the serial interface will be evaluated against the r ule set for the filter; only packets which ar e permitted by the filter will be allowed to exit the PortMaster .

Table7-2 Network and Dialback Network User T able Parameters (Continued)

Parameter Options Description

User Table

Description of User Table Buttons 7-11

Description of User T able Buttons

User Table buttons ar e described in T able 7-3.

Configuring a RADIUS Authentication Client

PortMasters support RADIUS (Remote Authentication Dial In User Service) for authentication of users and r emote r outers fr om a centrally managed database maintained on an authentication server . For information about configuring a RADIUS authentication server , see the RADIUS Administrator ’s Guide.

Note – Ports must have Security On to use RADIUS

Table7-3 User Table Buttons

Button Description Create Add the curr ently displayed user to the User T able in the nonvolatile memory of the PortMaster .

Modify Make the curr ently displayed changes to the User T able in the nonvolatile memory of the PortMaster .

Delete Delete the curr ently displayed user fr om the User T able in the nonvolatile memory of the PortMaster .

Clear Clear the User T able display to allow the entry of a new user . This selection does not af fect the stor ed User T able.

Close Dismiss the User T able dialog box.

User Table

7-12 PMconsole for Windows Administrator’s Guide—September 1995

To use PMconsole to configur e the PortMaster as a RADIUS client: 1. Click the RADIUS button in the toolbar .

The RADIUS button is shown in Figur e 7-6. The RADIUS W indow is displayed, as shown in Figur e 7-7.

Figure 7-6 RADIUS Button

Figure 7-7 RADIUS Window

2. Enter your RADIUS settings and press [T ab] to move from field to field.

Each of the fields is described in T able 7-4. 3. Click the Save button to write configuration changes to the nonvolatile memory of the PortMaster . Alternatively , you may click the Apply button to send changes to the dynamic memory of the PortMaster .

4. Click the Close button to dismiss the RADIUS W indow .

User Table

Description of RADIUS Buttons 7-13

Caution – When entering the RADIUS secr et from PMconsole, it is passed over the network in clear text. Alternatively this secr et may be enter ed using the command line interface dir ectly thr ough the console on the PortMaster .

Description of RADIUS Buttons

Radius buttons ar e described in T able 7-5.

Table7-4 RADIUS Parameters

Parameter Description

Primary Server

The host name or the IP addr ess of the primary authentication server .

Secondary The host name or the IP addr ess of the secondary authentication server , used when the primary server cannot be r eached.

RADIUS Secret

Enter the secr et used to encrypt users’ passwor ds and for verification of the r esponding RADIUS server .

Table7-5 RADIUS Buttons

Button Description

Apply Send the RADIUS changes to the dynamic memory of the PortMaster .

Save Write the RADIUS settings to the nonvolatile memory of the PortMaster .

Close Dismiss the RADIUS dialog box.

!

User Table

7-14 PMconsole for Windows Administrator’s Guide—September 1995

Configuring the Location Table 8-1

Location Table 8

The Location T able contains unique location names and the associated parameters requir ed to establish dial out network connections.

This chapter describes how to use PMconsole to configur e the Location T able. Location parameters, dial command scripts, dialog box parameters, and buttons ar e described in table format.

Configuring the Location T able

To configur e the Location T able:

1. Click the Location T able button on the toolbar .

The Location T able button is shown in Figur e 8-1. The Location dialog box is displayed, as shown in Figur e 8-2.

Figure 8-1 Location T able Button

Location Table

8-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 8-2 Location Dialog Box

2. Edit the table to add, modify or delete locations.

Fields ar e described in T able 8-1.

Note – Depending on the option you choose for Pr otocol, some parameters will be available to you and others will be grayed-out or absent.

a. To add a new location, click the Reset button to clear the window , enter a location name, then complete the location parameters and click the Cr eate button.

Select Protocol first, as this parameter determines which fields are displayed in this dialog box.

Location Table

Description of Location Parameters 8-3 b. To modify an existing location, enter it or select it fr om the Location Name drop-down list, then edit the location parameters and click the Modify button.

c. To delete an existing location, enter it or select it fr om the Location Name drop-down list, and click the Delete button.

3. Press the Done button to dismiss the Location dialog box.

Description of Location Parameters

Parameters for the Location dialog box ar e described in T able 8-1.

Note – When switching a location fr om Manual to On Demand, make sur e the dial-out connection has been closed (r eset the serial port) befor e updating the Location T able.

Table8-1 Location Parameters

Parameter Option Description

Location Name

Enter the 12-character name for the r emote location.

Protocol PPP/IP When selected, use PPP with IP .

PPP/IPX When selected, use PPP with IPX.

PPP/IP/IPX When selected, use PPP with both IP and IPX.

SLIP When selected, use SLIP .

Type On Demand When selected, this option notifies the PortMaster to dial and establish a connection to the r emote location whenever packets ar e queued for that location.

Continuous When selected, the PortMaster dials out to the location and establishes a connection. It r edials if the link is dr opped for any r eason.

Manual When selected, this option notifies the PortMaster to dial out to the r emote location only when an operator r equests the connection. In this mode, the user can observe dial operation in pr ogress in the dialer window .

Location Table

8-4 PMconsole for Windows Administrator’s Guide—September 1995

IP Destination For SLIP or PPP connections, enter the IP addr ess or the name of the r emote host. For PPP connections, the destination can be Negotiated instead. On Demand locations must use a specified addr ess.

IP Addr ess Enter the IP addr ess of the r emote host.

IP Netmask Enter the netmask of the r emote host.

IPX Network Enter the IPX network number for the serial link in HEX format.

Routing This field indicates whether the PortMaster should use the RIP pr otocol thr ough the interface. Any combination of Br oadcast and Listen can be used.

Broadcast When selected, the PortMaster sends RIP information to the r emote computer .

Listen When selected, the PortMaster will accept RIP information fr om the r emote computer .

Input Filter Select any available filter fr om this dr op-down list. When specified, all packets r eceived fr om the serial interface will be evaluated against the r ule set for the filter; only packets which ar e permitted by the filter will be allowed to enter the PortMaster .

Output Filter Select any available filter fr om this dr op-down list. When specified, all packets sent to the serial interface will be evaluated against the r ule set for the filter; only packets which ar e permitted by the filter will be allowed to exit the PortMaster .

Table8-1 Location Parameters (Continued)

Parameter Option Description

Location Table

Description of Location Parameters 8-5

MTU Defines the lar gest packet that can be sent through this connection. If a packet is too lar ge, the PortMaster will fragment it if IP , or discar d it if IPX. PPP connections can be set between 100-1500 bytes and the r emote computer can negotiate a smaller value than the setting enter ed. SLIP connections can be set to values between 100-1006.

Group Number

The modem dial gr oup which this location may use to dial out. Only serial ports which ar e configur ed with this Group Number will be available for dial out to this location.

Maximum Ports

The number of dial-out ports the PortMaster can use for this network connection. If “0” is selected, the location will never dial out. If “1” is selected, only one port will be used to dial out. If “2” or mor e is selected, the PortMaster will use the High W ater Mark to decide when to dial out on additional ports If more than one port is connected to the r emote location, the PortMaster will use load balancing across all ports. The Idle T imeout value is used to decide when to disconnect unneeded ports.

High W ater Mark

The number of bytes of queued network traf fic requir ed to open an additional dial-out line to the remote site. This value is only used when Maximum Ports is greater than one (1) and ther e are available ports in this location’s Dial Gr oup. Setting a very small number will cause the PortMaster to quickly use all of the ports specified in Maximum Ports.

Table8-1 Location Parameters (Continued)

Parameter Option Description

Location Table

8-6 PMconsole for Windows Administrator’s Guide—September 1995

Dial Command Scripts

This script is used to issue commands to the modem (or other similar equipment) to dial a number and establish a link. Both “Send” and “Expect” strings ar e allowed and are enter ed into the Location T able.

Note – For mor e detailed information about composing “Send” and “Expect” strings, refer to the Configuration Guide for PortMaster Pr oducts.

Idle Timeout Specifies how long the PortMaster should wait without input or output activity on the port before resetting the port. This parameter is specified in minutes and can be any value fr om 0 to 240. If set to 0 or 1, the idle timer is disabled.

Compr ession When enabled, the PortMaster uses V an Jacobson TCP/IP header compr ession, incr easing the performance of interactive TCP sessions. For SLIP connections, both sides need to be configur ed identically . Compr ession must not be used for locations using synchr onous ports for dial out (ISDN or switched 56K).

Table8-1 Location Parameters (Continued)

Parameter Option Description

Location Table

Description of Location Buttons 8-7

Description of Location Buttons

Location buttons ar e described in T able 8-2.

Dialing Out to Remote Locations

To dial out to a r emote location, follow these steps: 1. Click the Location Dialer button in the PMconsole toolbar .

The Location Dialer button is shown in Figur e 8-3. The Location Dialer dialog box is displayed, as shown in Figur e 8-4.

Figure 8-3 Location Dialer Button

Table8-2 Location Buttons

Button Description Create Add the curr ently displayed location to the Location T able in the nonvolatile memory of the PortMaster .

Modify Save displayed modifications to the Location T able in the nonvolatile memory of the PortMaster .

Delete Delete the curr ently displayed location fr om the Location T able in the nonvolatile memory of the PortMaster .

Reset Clear the Location W indow to allow the entry of a new location. This does not af fect the stor ed Location T able.

Close Dismiss the Location dialog box.

Location Table

8-8 PMconsole for Windows Administrator’s Guide—September 1995

Figure 8-4 Location Dialer Dialog Box

2. Select a location from the drop-down list.

Only those locations configur ed for manual dialing in the Location T able ar e shown in the list.

3. Enable or Disable the W atch Dialer field.

If the Watch Dialer checkbox is checked, the pr ogress of the dial operation is displayed in the Dialer window . If it is not checked, PMconsole becomes available for another operation.

4. Click the OK button to start dialing. 5. Click the Close button to dismiss the Location Dialer dialog box.

Note – For mor e information about interpr eting the displayed dial r esults, r efer to the Configuration Guide for PortMaster Pr oducts.

Creating Filters 9-1

Filters 9

System Administrators can use PMconsole to design appr opriate packet filters to contr ol access to specific hosts, networks and network services.

This chapter describes how to use PMconsole to cr eate, edit and delete packet and access filters.

Note – For information about designing packet filters, r efer to the Configuration Guide for PortMaster Pr oducts.

Creating Filters

To create a packet filter:

1. Click the Filter T able button on the T oolbar .

The Filter Table button is shown in Figur e 9-1. The Filter Table dialog box is displayed, as illustrated in Figur e 9-2.

Figure 9-1 Filter Table Button

Filters

9-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 9-2 Filter Table Dialog Box

2. Click the Reset button to clear the filter window . 3. In the Display drop-down list, select Names to display host names or Numbers to display IP addresses.

4. Type a name into the Filter Name field. 5. In the Rule Set drop-down list, select IP , IPX or SAP . 6. Type the filter rule(s) into the filter window .

Note – For mor e information about syntax for Filter Rules, r efer to the Configuration Guide for PortMaster Pr oducts.

7. Click the Create button to add the new filter to the Filter T able in the nonvolatile memory of the PortMaster .

8. Click the Close button to dismiss the Filter T able dialog box.

Editing an Existing Filter

To edit an existing filter: 1. From the Filter Name drop-down list, select the name of the filter to modify .

Filters

Deleting a Filter 9-3

2. When the filter is displayed in the filter window , edit by overtyping, deleting text or appending text to the existing rule(s).

3. Click the Modify button to write the changes to the Filter T able in the nonvolatile memory of the PortMaster .

4. Click the Close button to dismiss the Filter T able dialog box.

Deleting a Filter

To delete an existing filter:

1. From the Filter Name drop-down list, select the name of the filter to be deleted.

2. Click the Delete button to remove the filter from the Filter T able in the nonvolatile memory of the PortMaster .

3. Click the Close button to dismiss the Filter T able dialog box.

Note – Changes made to filters fr om this dialog box will not appear in any Input Filter or Output Filter fields in dialog boxes that ar e curr ently open. Dialog boxes must be closed and r eopened.

Note – Changes made to filters do not take ef fect on a serial interface until the interface is reset. Changes made to ethernet interface filters do not take ef fect until the filter is re-attached to the interface.

Filters

9-4 PMconsole for Windows Administrator’s Guide—September 1995

Description of Filter Buttons

Filter buttons ar e described in T able 9-1 Table9-1 Filter Buttons

Button Description Create Add the curr ently displayed filter to the Filter T able in the nonvolatile memory of the PortMaster .

Modify Write curr ently displayed modifications to the Filter T able in the nonvolatile memory of the PortMaster .

Delete Delete the curr ently displayed filter fr om the Filter T able in the nonvolatile memory of the PortMaster .

Reset Clear the Filter T able dialog box to allow the entry of a new filter . This does not af fect the stor ed Filter T able.

Close Dismiss the Filter T able dialog box.

Viewing Port Performance 10-1

Port and Network Monitoring 10

This chapter describes how to use PMconsole to monitor ports and interfaces, and to configur e SNMP.

Viewing Port Performance

To view performance by port: 1. Click the Port V iew button on the toolbar .

The Port V iew button is shown in Figur e 10-1. The Port V iew is displayed, as shown in Figur e 10-2.

Figure 10-1 Port View

Port and Network Monitoring

10-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 10-2 Port View 2. Select a Display type, Refresh Rate and Delay .

The display parameters ar e described in T able 10-1. Columns can be r esized. Grab the column header separator bar with the mouse and r esize it as desir ed. The port view is now displayed. Port View Statistics ar e described in T able 10-2.

3. When you are finished with this view , click the Close button to dismiss the Port View.

Port and Network Monitoring

Description of Port View Display Parameters 10-3

Description of Port V iew Display Parameters

Display parameters for the Port V iew ar e described in T able 10-1.

Interpr eting Port V iew Statistics

Depending on the radio button you select—Active Configuration, I/O Statistics, Sessions, or a combination—the Port V iew displays specific configuration and status information for each port. Statistics for the Port V iew ar e described in T able 10-2.

Table10-1 Port View Display Parameters

Parameter Option Description Display Active Configuration Display communications parameters. I/O Statistics Display input and output data. Active & I/O Display both. Sessions Display curr ent user sessions.

Refresh Rate Seconds Minutes Hours

Unit of time in which Port V iew data is refreshed.

Delay Number of Refr esh Rate units between data updates. For data at 5-minute intervals, select a Refr esh Rate of Minutes and a Delay of 5.

Table10-2 Port View Statistics

Display Parameter Option Description I/O Statistics Port PortMaster port. Host Host name for the port. Type Service type for the port. Status Idle The port is not in use. Established A connection is active on this port.

Port and Network Monitoring

10-4 PMconsole for Windows Administrator’s Guide—September 1995

User Name The pr esence of carrier has been detected.

Host Name For ports that ar e set up to prompt for a host, the pr esence of carrier has been detected.

Passwor d The PortMaster has displayed a passwor d pr ompt on the port.

Disconnecting The port is in the pr ocess of disconnecting.

Input The number of bytes transferr ed in thr ough the port during the most r ecent r eporting interval.

Output The number of bytes transferr ed out thr ough the port during the most r ecent r eporting interval.

Pending The number of bytes in the PortMaster output buf fer which are pending in the output queue.

Overr un Errors

Overr un err or count for the most recent r eporting interval.

Parity Errors

Parity err or count for the most recent r eporting interval.

Framing Errors

Framing err or count for the most recent r eporting interval.

Active Configuration

Port PortMaster port.

Host Host name for the port.

Type Service type for the port.

Status Idle The port is not in use.

Table10-2 Port View Statistics (Continued)

Display Parameter Option Description

Port and Network Monitoring

Interpreting Port View Statistics 10-5

Established A connection is active on this port.

User Name The pr esence of carrier has been detected.

Host Name For ports that ar e set up to prompt for a host, the pr esence of carrier has been detected.

Passwor d The PortMaster has displayed a passwor d pr ompt on the port.

Disconnecting The port is in the pr ocess of disconnecting.

Speed Port speed in bits per second. Size Word size in data bits. Stop Bits Number of stop bits for this port. Parity Parity setting for this port. Modem Contr ol

Modem contr ol setting for this port (on or of f).

Flow Contr ol

Flow contr ol setting for this port.

Sessions Port PortMaster port. User This field can contain the host name, the network name or number , or the destination host name or number .

Host Host name for the port. Type Service type for the port. Direction Type of connection (inbound or outbound).

Status Idle The port is not in use.

Table10-2 Port View Statistics (Continued) Display Parameter Option Description

Port and Network Monitoring

10-6 PMconsole for Windows Administrator’s Guide—September 1995

Established A connection is active on this port.

User Name The pr esence of carrier has been detected.

Host Name For ports that ar e set up to prompt for a host and the host name is curr ently displayed, the presence of carrier has been detected.

Passwor d The PortMaster has displayed a passwor d pr ompt on the port.

Disconnecting The port is in the pr ocess of disconnecting.

Started Length of time the port has been in use.

Idle Length of time the port has been idle.

Timeout The value of any timer that has been set on the port.

Table10-2 Port View Statistics (Continued)

Display Parameter Option Description

Port and Network Monitoring

Viewing Network Statistics 10-7

Viewing Network Statistics

The status of network interfaces can be displayed in the Network Statistics V iew. To view network interface statistics: 1. Click the Network Statistics V iew button on the toolbar .

The Network Statistics V iew button is shown in Figur e 10-3. The Network Statistics View is displayed, as shown in Figur e 10-4.

Figure 10-3 Network Statistics V iew Button

Figure 10-4 Network Statistics V iew

Port and Network Monitoring

10-8 PMconsole for Windows Administrator’s Guide—September 1995

2. Select a Refresh Rate and Delay .

Display Parameters ar e described in T able 10-3. Network Statistics Parameters ar e described in T able 10-4.

3. When you are finished with this display , click the Close button to dismiss the Network Statistics V iew.

Description of Network Statistics Display Parameters

Display Parameters for the Network Statistics V iew ar e described in T able 10-3.

Interpr eting Network Statistics

Network statistics ar e described in T able 10-4.

Table10-3 Network Statistics Display Parameters

Parameter Option Description Refresh Rate Seconds Minutes Hours

Select the time interval for r efreshing of data.

Delay Number of Refr esh Rate units between data updates. For data at 5-minute intervals, select a Refr esh Rate of Minutes and a Delay of 5.

Table10-4 Network Statistics

Parameter Description Name Name of the interface. Ipkts Number of input packets r eceived. Ierrs Number of input packets r eceived that wer e dropped due to errors.

Opkts Number of output packets sent by the interface. Oerrs Number of output packets not sent by the interface due to errors.

Port and Network Monitoring

Configuring SNMP 10-9

Configuring SNMP

PMconsole supports configuration of SNMP . To configur e SNMP: 1. Click the SNMP button on the toolbar .

The SNMP button is shown in Figur e 10-5. The SNMP dialog box is displayed, as shown in Figur e 10-6.

Figure 10-5 SNMP Button

Collis Number of collisions when attempting to send packets thr ough the interface.

Queue Number of packets curr ently queued for transmission (output) through the interface.

Stat Indicates up if the interface is active, down if it is inactive. Inet/Dest For ether interfaces, the IP addr ess of the PortMaster . For ptp interfaces, the IP addr ess of the r emote host. For frm interfaces, the IP addr ess of the port.

Netmask Netmask for the interface identified in the inet/dest field. Ipxnet IPX network number for the interface. Routing Indicates whether RIP pr otocol packets ar e being transmitted or received by the interface. Possible values ar e Routing, Sending, Listen, or Quiet.

Table10-4 Network Statistics (Continued) Parameter Description

Port and Network Monitoring

10-10 PMconsole for Windows Administrator’s Guide—September 1995

Figure 10-6 SNMP Dialog Box

2. Update the SNMP parameters and press [T ab] to move from field to field.

Parameters ar e described in T able 10-5. 3. Click the Save button to write the changes to the nonvolatile memory of the PortMaster . SNMP is now configur ed.

4. Click the Close button to dismiss the SNMP dialog box.

Note – For mor e information about how to configur e SNMP host lists, r efer to the Configuration Guide for PortMaster Pr oducts.

Port and Network Monitoring

Description of SNMP Parameters 10-11

Description of SNMP Parameters

SNMP Parameters ar e described in T able 10-5.

Table10-5 SNMP Parameters

Parameter Options Description

SNMP Status When this checkbox is selected, SNMP queries to the PortMaster will be accepted; otherwise, they will be ignor ed.

System Name Global SNMP system name, independent of protocols. Also used as the system identifier in PAP and CHAP r equests, and as the command line pr ompt.

Read Community Set to match the r ead community setting of your SNMP management softwar e. Default is public.

Read Hosts Any When selected, all hosts using the corr ect read community will be allowed to r etrieve SNMP data fr om the PortMaster .

None When selected, no SNMP r eads will be allowed by the PortMaster .

Specified When selected, a specific list of hosts can perform SNMP gets on the PortMaster . Input fields will be displayed for the list of hosts.

Write Community Set to match the write community setting of your SNMP Management softwar e. Default is private.

Write Hosts Any When selected, all hosts using the corr ect write community will be allowed to set SNMP data on the PortMaster .

None When selected, no SNMP writes will be allowed by the PortMaster .

Specified When selected, a specific list of hosts can perform SNMP sets on the PortMaster . Input fields will be displayed for the list of hosts.

Port and Network Monitoring

10-12 PMconsole for Windows Administrator’s Guide—September 1995

Description of SNMP Buttons

SNMP buttons ar e described in T able 10-6. Table10-6 SNMP Buttons

Button Description Save Write the configuration changes to the nonvolatile memory of the PortMaster .

Default Displays factory defaults. This does not af fect the stor ed SNMP Table.

Close Dismiss the SNMP dialog box.

Configuring the Host Table 11-1

The Host Table 11

This chapter describes how to use PMconsole to configur e the Host T able in the PortMaster . Each host attached to the network is assigned a unique IP addr ess. PortMasters support a local Host T able to map hostnames to IP addr esses.

Note – If your network lacks a computer that can perform hostname r esolution, the PortMaster allows entries in a local Host T able. Hostnames ar e only used by the PortMaster for the convenience of the administrator when using the command line interface, and for host names enter ed by users at the host pr ompt. T o avoid confusion and r educe administrative over head, Livingston r ecommends using Domain Name Service (DNS) or Network Information Service (NIS) for hostname r esolution rather than using the local Host T able. The local Host T able is always checked first befor e resorting to DNS or NIS. For information on setting the NIS or DNS server and domain, r efer to Chapter 3, “Global Configuration.”

Configuring the Host T able

To configur e the Host T able:

1. Click the Host T able button in the T oolbar .

The Host T able button is shown in Figur e 11-1. The Host T able dialog box is displayed, as shown in Figur e 11-2.

Figure 11-1 Host Table Button

The Host Table

11-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 11-2 Host Table Dialog Box

2. Click the Open button to retrieve the current Host T able from the PortMaster and display it in the text window .

3. Edit the table to add, change or delete existing hosts.

a. To add a new host, enter the host addr ess and name in the format:

192.9.200.2 dweezil

In this example, “192.9.200.2” is the host’s IP addr ess and “dweezil” is the host name.

b. To edit an existing host, overtype the existing entry with a new addr ess and/or host name.

c. To delete an existing host, select it and pr ess the [Delete] key on your keyboar d.

4. When your work is complete, click the Save button to write the new configuration to PortMaster nonvolatile memory .

5. Click the Close button to dismiss the Host T able dialog box.

Configuring Routes 12-1

The Route Table 12

This chapter describes how to use PMconsole to configur e static network r outes. For information on setting the IP and IPX default gateways, r efer to Chapter 3, “Global Configuration.”

Configuring Routes

To configur e a static r oute, follow these steps: 1. Click the Route T able button in the PMconsole toolbar .

The Route T able button is shown in Figur e 12-1. The Route T able dialog box is displayed, as shown in Figur e 12-2.

Figure 12-1 Route Table Button

Note – Static IPX routes ar e not a supported featur e in this r elease of PMconsole. If needed, set them using the command line interface.

The Route Table

12-2 PMconsole for Windows Administrator’s Guide—September 1995

Figure 12-2 Route Table Dialog Box

2. Click the Open button to retrieve the current static Route T able from the PortMaster and display it in the scrollable text window .

3. Edit the table to add, change or delete existing routes.

a. To add a new r oute, enter a destination, gateway and a metric, in the following form:

192.9.201.0 192.9.200.2 1

In this example, “192.9.201.0” is the destination (in this example, a network), “192.9.200.2” is the gateway , and “1” is the metric.

b. To edit an existing r oute, overtype the existing entry with a new addr ess and user name.

c. To delete an existing r oute, select its destination, gateway and metric and pr ess the [Delete] key on your keyboar d.

4. When your work is complete, click the Save button to write the new configuration to PortMaster nonvolatile memory .

5. Click the Close button to dismiss the Route T able dialog box.

I-1

Index A Access Filter 5-7, 7-6 Active Configuration 10-4 Alternate Host 3-3 Assigned Addr ess 3-5 asynchr onous ports 5-1 action buttons 5-10 button 5-1 configuring 5-1 dialog box 5-2 parameters 5-4 types 5-3

Device 5-3 Login 5-3 Network 5-3 Network Dialin 5-3, 6-3 Network Dialout 5-3, 6-3 Network T woWay 5-3 TwoWay 5-3 Autolog Name 5-7 B Backup Configuration 2-8 Baud Rate 5-6 Broadcast Addr ess 4-4 buttons

backup configuration 2-10 Clone 5-10, 6-6 device services port 2-11 device/login services port 2-12 device/login/network services port

2-12

Ethernet port 2-11, 4-1 filter table 2-9, 9-1 global configuration 2-8, 3-1 host table 2-10, 11-1 location dialer 2-9, 8-7 location table 2-9, 8-1 login and network services 2-11 login services 2-11 network port 2-11 network statistics view 2-9, 10-7 network/device services port 2-12 open PortMaster 2-3, 2-8 port view 2-9, 10-1 RADIUS 2-9, 7-12 reboot PortMaster 2-10, 2-12 route table 2-9, 12-1 SNMP 2-10, 10-9 synchr onous ports 6-1 upgrade PortMaster 1-3, 2-10 user table 2-9, 7-2 C changing passwor ds 3-6 Clone button 5-10 Close 2-7 Collis 10-9 Compr ession 7-10, 8-6

Index

I-2 PMconsole for Windows Administrator’s Guide—September 1995

Copy 2-7

Cut 2-7 D Default Host 3-3 Default Route 3-4

Broadcast 3-4 Listen 3-4 Delay 10-3, 10-8 Device ports 5-3 Device Service 5-9

Netdata 5-9 PortMaster 5-9 Rlogin 5-9 Telnet 5-9 device services port button 2-11 dial command scripts 8-6 Dial Gr oup 5-4 Dialer 2-8 dialing out 8-7 dialog boxes

Ethernet port 4-2 filter table 9-2 global configuration 3-2 host table 11-2 location dialer 8-8 location table 8-2 network statistics view 10-7 open PortMaster 2-4 port view 10-2 PortMaster 2-5, 2-10 RADIUS window 7-12 route table 12-2 select upgrade file 1-3

SNMP 10-10 synchr onous ports 6-2 upgrade PortMaster 1-4 user table

login dialback user 7-4 network dialback user 7-8 normal login user 7-2 normal network user 7-7 Direction 10-5 Display 10-3

Active & I/O 10-3 Active Configuration 10-3 I/O Statistics 10-3 Sessions 10-3 Domain 3-4 E Edit menu 2-7

Copy 2-7

Cut 2-7

Global 2-7 Paste 2-7 Preferences 2-7 RADIUS 2-7 Selected 2-7 SNMP 2-7 email technical support xv Ethernet 4-3

Disabled 4-3 Enabled 4-3 Ethernet port

action buttons 4-4 button 4-1 configuring 4-1 dialog box 4-2

I-3

Index

parameters 4-3 Exit 2-7 F FAX technical support xv File menu 2-7

Close 2-7 Exit 2-7 Open 2-7 filter table

action buttons 9-4 button 9-1 dialog box 9-2 Filters 2-7 filters

creating 9-1 deleting 9-3 editing 9-2 input 9-1 output 9-1 Filters (Input) 4-4 Filters (Output) 4-4 Flow Contr ol 5-6, 10-5 RTS/CTS 5-6 Xon/Xof f 5-6 Framing Err ors 10-4 G Global 2-7 global attributes

table of action buttons 3-5 global configuration 3-1 button 3-1 dialog box 3-2

Group Number 8-5 H High W ater Mark 8-5 Host 5-6, 7-5, 10-3, 10-4, 10-5 Default 5-6, 7-5 Prompt 5-6, 7-5 Specified 5-6, 7-5 Host Addr ess 7-5 Host Device 5-4 host table 11-1

button 11-1 configuring 11-1 dialog box 11-2 Hosts 2-8 I I/O Statistics 10-3 icon for PMconsole 2-2 Idle 10-6 Idle Timeout 5-10, 8-6 Ierrs 10-8 Inet/Dest 10-9 Input 10-4 Input Filter 7-10, 8-4 input filters 9-1 installation 1-1

hardwar e 1-2 procedur e 1-2 requir ements 1-1 IP Addr ess 4-3, 8-4 IP Destination 8-4 IP Gateway 3-3

Index

I-4 PMconsole for Windows Administrator’s Guide—September 1995

IP Gateway Metric 3-3 IP Netmask 4-3, 8-4 Ipkts 10-8 IPX Frame Type 4-3 IPX Gateway 3-3 IPX Gateway Metric 3-3 IPX Network 4-3, 7-9, 8-4 Ipxnet 10-9 L Line Hangup 5-10 Livingston Enterprises

email support xv FAX support xv telephone support xv web page support xv Livingston web page xv location dialer

button 8-7 dialog box 8-8 Location Name 8-3 location table 8-1

action buttons 8-7 button 8-1 configuring 8-1 dial command scripts 8-6 dialog box 8-2 parameters 8-3 Locations 2-7 logging in 2-3 Loghost 3-5 Login 5-3 login dialback users 7-4

Login ports 5-3 Login Pr ompt 5-7 Login Service 5-8, 7-6

Netdata 5-8, 7-6 PortMaster 5-8, 7-6 Rlogin 5-8, 7-6 Telnet 5-8, 7-6 login services button 2-11 M Maintenance menu 2-8

Backup Configuration 2-8 Reboot 2-8 Upgrade 2-8 Maximum Ports 8-5 Modem Contr ol 5-5, 6-4, 10-5 Device ports 5-5 Login ports 5-5 Network (har dwir ed) 5-5, 6-3 Network Dialin 5-5 Network Dialout 5-5 Network T woWay 5-5 Two Way ports 5-5 monitoring

network performance 10-7 port performance 10-1

MTU 7-10, 8-5 N Name 10-8 Name Server 3-4 Name Service 3-4

DNS 3-4 NIS 3-4

I-5

Index

Netmask 10-9 Netstats 2-8 network dialback users 7-7 Network Dialin ports 5-3, 6-3 Network Dialout ports 5-3, 6-3 network port button 2-11 Network ports 5-3 network statistics view 10-7 button 10-7 dialog box 10-7 interpr eting statistics 10-8 parameters 10-8 Network T woWay ports 5-3 Network T ype 5-4

Dial In 5-4 Dial In & Out 5-4 Dial Out 5-4 Har dwir ed 5-4 normal login users 7-4 normal network users 7-7 O Oerrs 10-8 Open 2-7 open PortMaster

button 2-3 dialog box 2-4 Opkts 10-8 Output 10-4 Output Filter 7-10, 8-4 output filters 9-1 Overr un Err ors 10-4

P Parity 5-6, 10-5 Parity Err ors 10-4 Passwor d 3-5, 7-5, 7-9 passwor ds 3-6 Paste 2-7 Pending 10-4 phone technical support xv PMconsole

icon 2-2 menu bar 2-7 starting 2-2 toolbar 2-8 window 2-6 Port 10-3, 10-4, 10-5 port performance

monitoring 10-1 port view 10-1

button 10-1 dialog box 10-2 interpr eting statistics 10-3 parameters 10-3 PortMaster

dialog box 2-5, 2-10 logging in 2-3 rebooting 2-12 Ports 2-8 ports

by PortMaster model 2-1 Preferences 2-7 Protocol 4-3, 7-9, 8-3

IP 4-3

IP/IPX 4-3

IPX 4-3

Index

I-6 PMconsole for Windows Administrator’s Guide—September 1995

PPP/IP 7-9, 8-3 PPP/IP/IPX 7-9, 8-3 PPP/IPX 7-9, 8-3 SLIP 7-9, 8-3 Q Queue 10-9 R RADIUS 2-7

button 7-12 configuring 7-11 window 7-12 Read Community 10-11 Read Hosts 10-11 Reboot 2-8 reboot PortMaster button 2-12 rebooting the PortMaster 2-12 Refresh Rate 10-3, 10-8 route table 12-1

button 12-1 configuring 12-1 dialog box 12-2 Routes 2-7 Routing 4-4, 7-10, 8-4, 10-9 Broadcast 4-4, 7-10, 8-4 Listen 4-4, 7-10, 8-4 S Security 5-7 Selected 2-7 Sessions 10-5 SNMP 2-7 action buttons 10-12 button 10-9 dialog box 10-10 parameters 10-11 SNMP Status 10-11 Speed 10-5 starting PMconsole 2-2 Stat 10-9 Status 10-3, 10-4, 10-5

Disconnecting 10-4, 10-5, 10-6 Established 10-3, 10-5, 10-6 Host Name 10-4, 10-5, 10-6 Idle 10-3, 10-4, 10-5 Passwor d 10-4, 10-5, 10-6 User Name 10-4, 10-5, 10-6 Stop Bits 10-5 support xv synchr onous ports 6-1

action buttons 6-6 button 6-1 configuring 6-1 dialog box 6-2 parameters 6-3 System Name 10-11 T Tables menu 2-7

Filters 2-7 Locations 2-7 Routes 2-7 Users 2-7 technical support xv Telephone Number 7-6 telephone technical support xv

I-7

Index

Telnet Access Port 3-4 Terminal T ype 5-4 Timeout 10-6 Toolbar 2-8 TwoWay ports 5-3 Type 8-3, 10-3, 10-4, 10-5 Continuous 8-3 Manual 8-3 On Demand 8-3 U Upgrade 2-8 upgrading ComOS

procedur e 1-3 select upgrade file dialog box 1-3 upgrade PortMaster button 1-3 upgrade PortMaster dialog box 1-4 User 10-5 User IP Addr ess 7-9

Specified 7-9 User IP Addr ess Type 7-9 Assigned 7-9 Negotiated 7-9 Specified 7-9 User IP Netmask 7-9 User Name 7-5, 7-8 user table

action buttons 7-11 button 7-2 configuring 7-1 dialog box

login dialback user 7-4 network dialback user 7-8 normal login user 7-2 normal network user 7-7 parameters

login dialback users 7-5 normal login users 7-5 user types 7-1 User Type 7-5, 7-8

Login User/Dialback 7-5 Login User/Normal 7-5 Network User/Dialback 7-8 Network User/Normal 7-8 user types 7-1 Users 2-7 users

login dialback 7-4 network dialback 7-7 normal login 7-4 normal network 7-7 V Views menu 2-8

Dialer 2-8 Hosts 2-8 Netstats 2-8 Ports 2-8 W web page technical support xv Word Size 10-5 Write Community 10-11 Write Hosts 10-11