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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | |

Class java.lang.ArithmeticException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.ArithmeticException

public classArithmeticException
extend$ RuntimeExceptipn

ArithmeticException is thrown on an illegal arithmetic operation. The JCRE may choose to mute

the card instead.

Constructor Index

olArithmeticException[short)

Constructs an ArithmeticException with the specified reason.

Constructors

o0 ArithmeticException

public ArithmeticException(short reason)

Constructs an ArithmeticException with the specified reason.

Parameters:
reason - the reason for the exception.

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.ArraylndexOutOfBoundsException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.IndexOutOfffoundsException

+----java.lang.ArraylndexOutOfBoundsException

public classArraylndexOutOfBoundsException
extend$ IndexOutOfBoundsExceptiion

ArraylndexOutOfBoundsException is thrown on an attempt to access an element within an array
with an index not within the bounds of the array. The JCRE may choose to mute the card instead.

Constructor Index

o|ArraylndexOutOfBoundsExceptionfshort)
Constructs an ArraylndexOutOfBoundsException with the specified reason.

Constructors

o ArraylndexOutOfBoundsException

public ArraylndexOutOfBoundsException(short reason)
Constructs an ArraylndexOutOfBoundsException with the specified reason.

Parameters:
reason - the reason for the exception.

[AlT Packages Clask Hierarchy This Patkfige Previous Nexf Index | [ 1 1 |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.ArrayStoreException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.ArrayStoreException

public classArrayStoreException
extend$ RuntimeExceptipn

ArrayStoreException is thrown to indicate that an attempt has been made to store the wrong type
of object into an array of objects. The JCRE may choose to mute the card instead.

Constructor Index

olArrayStoreException(short)
Constructs an ArrayStoreException with the specified reason.

Constructors

o ArrayStoreException

public ArrayStoreException(short reason)
Constructs an ArrayStoreException with the specified reason.

Parameters:
reason - the reason for the exception.

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.ClassCastException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.ClassCastException

public clasClassCastException
extend$ RuntimeExceptipn

ClassCastException is thrown on an attempt to cast an instance of a class to another class that is not
allowed.The JCRE may choose to mute the card instead.

Constructor Index

o|ClassCastExceptiofishort)
Constructs a ClassCastException with the specified reason.

Constructors

o ClassCastException

public ClassCastException(short reason)
Constructs a ClassCastException with the specified reason.

Parameters:
reason - the reason for the exception.

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.Exception

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.Exception

public classException

extends$ Throwable

Exception represents a general Java Card exception. This is the base class for all checked exceptions in
Java Card.

Constructor Index
o[Exceptior{)

Constructs an Exception instance with reason = 0.

o[Exceptior(short)

Constructs an Exception instance with the specified reason.

Method Index
ofthrowlIt}(short)

Throws the re-usable JCRE instance of Exception with the specified reason.
Constructors
0 Exception

public Exception()

Constructs an Exception instance with reason = 0. To conserve on resoutbeswisg to
re-use the JCRE instance of this class.

0 Exception

public Exception(short reason)

Constructs an Exception instance with the specified reason. To conserve on resources use
throwlt() to re-use the JCRE instance of this class.
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Parameters:
reason - the reason for the exception.

Methods

o throwlt

public static void throwlt(short reason) throws Exception 1

Throws the re-usable JCRE instance of Exception with the specified reason. Subclasses must
override this method to throw the subclass instance instead. Additionally, the overriding method must
change théhrows clause in the method declaration to specify the subclass.

Parameters:
reason - the reason for the exception.

Throws:

always.

|All Packages Clask Hierarchy This Pagkfige Previous Next Index | | | |

-10-
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.IndexOutOfBoundsException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.IndexOutOfBoundsException

public clasdndexOutOfBoundsException
extend$ RuntimeExceptipn

IndexOutOfBoundsException is thrown to indicate that an index of some sort (such as to an array)
is out of range. The JCRE may choose to mute the card instead.

Constructor Index

o[IndexOutOfBoundsExceptiorfshort)
Constructs an IndexOutOfBoundsException with the specified reason.

Constructors

o0 IndexOutOfBoundsException

public IndexOutOfBoundsException(short reason)
Constructs an IndexOutOfBoundsException with the specified reason.

Parameters:
reason - the reason for the exception.

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | | | |

-11 -
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.NegativeArraySizeException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.NegativeArraySizeException

public clasdNegativeArraySizeException
extend$ RuntimeExceptipn

NegativeArraySizeException is thrown on an attempt to create an array with a negative size. The
JCRE may choose to mute the card instead.

Constructor Index

o[NegativeArraySizeExceptioffshort)
Constructs a NegativeArraySizeException with the specified reason.

Constructors

o NegativeArraySizeException

public NegativeArraySizeException(short reason)
Constructs a NegativeArraySizeException with the specified reason.

Parameters:
reason - the reason for the exception.

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | | | |

-12 -
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.NullPointerException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.NullPointerException

public classNullPointerException
extend$ RuntimeExceptipn

NullPointerException is thrown on an attempt to dereference a null object reference.The JCRE
may choose to mute the card instead.

Constructor Index

o[NullPointerExceptionjshort)
Constructs a NullPointerException with the specified reason.

Constructors

o NullPointerException

public NullPointerException(short reason)
Constructs a NullPointerException with the specified reason.

Parameters:
reason - the reason for the exception.

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | | | |

-13-
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.Object

java.lang.Object

public clas€Dbject

Class Obiject is the root of the Java Card class hierarchy. Every class has Object as a superclass. All
objects, including arrays, implement the methods of this class.

Constructor Index
o[Objecy)

Method Index
o[equal{Object)
Compares two Objects for equality.
Constructors
o Object

public Object()

Methods

o equals

public boolean equals(Object §b]) |
Compares two Objects for equality.

Parameters:
obj - the reference object with which to compare.
Returns:
true if this object is the same as the obj argument; false otherwise.

[AllPackages Clask Hierarchy This Patkfige Previous Nex{ Index | | | |

-14 -
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.RuntimeException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntimeException

public classRuntimeException

extend$ Exceptign

RuntimeException represents a general Runtime exception in Java Card.

Constructor Index

o[RuntimeExceptior)

Constructs a Runtime exception instance with reason = 0.
o|RuntimeExceptiorjshort)

Constructs a Runtime exception instance with the specified reason.

Method Index
ofthrowlt}(short)

Throws the JCRE instance of the Runtime exception with the specified reason.

Constructors

0 RuntimeException

public RuntimeException()

Constructs a Runtime exception instance with reason = 0. To conserve on resoutuesviige
to re-use the JCRE instance of this class.

0 RuntimeException

public RuntimeException(short reason)

Constructs a Runtime exception instance with the specified reason. To conserve on resources use
throwlt() to re-use the JCRE instance of this class.

-15-
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Parameters:
reason - the reason for the exception.

Methods

o throwlt

public static void throwlt(short reason)
Throws the JCRE instance of the Runtime exception with the specified reason.

Parameters:

reason - the reason for the exception.
Throws: |RuntimeExceptign

always.

|All Packages Claspk Hierarchy This Pagkpge Previous Nexi Index | | | |

-16 -
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class java.lang.SecurityException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----java.lang.SecurityException

public classSecurityException
extend$ RuntimeExceptipn

SecurityException represents an object access violation. This exception is thrown when an attempt
is made to illegally access an object belonging to a another applet. The JCRE may choose to mute the card
instead.

Constructor Index

o[SecurityExceptior(short)
Constructs a SecurityException with the specified reason.

Constructors

0 SecurityException

public SecurityException(short reason)
Constructs a SecurityException with the specified reason.

Parameters:
reason - the reason for the exception.

|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |
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JAll Packages Clask Hierarchy This Pagkfge Previous NExi Index

Class java.lang.Throwable

liava.lang.Object |
[

+----java.lang.Throwable

public classThrowable

extend§ Objeft

The Throwable class is the superclass of all errors and exceptions in the Java Card subset. Only objects
that are instances of this class (or of one of its subclasses) are thrown by the JCRE or can be thrown by the
Java throw statement. Similarly, only this class or one of its subclasses can be the argument type in a catch

clause.

Variable Index
ofreasor

The reason for the exception.

Constructor Index
o[Throwablef)

Method Index
o[getReasol)

Returns the reason for the exception.

ofsetReasofshort)

Sets the reason for the exception.

Variables

o reason

protected short reason

The reason for the exception.

-18-
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Constructors

o Throwable

public Throwable()

Methods

0 getReason

public short getReason()

Returns the reason for the exception.

Returns:
the reason for the exception.

0 setReason

public void setReason(short reason)
Sets the reason for the exception.

Parameters:
reason - the exception reason.

Java Card 2.0 API

Revision 1.0 Final

|All Packages Clasp Hierarchy This Pagkfge Previous Nex{ Index
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package javacard.framework

Class Index

E

o 6 6 6 6 6 6 o o
e
a2 |lalis |G
D Q C

2 |3

S

Exception Index

e [APDUEXxception

°

L

® [SystemExceptign

e [TransactionExceptign

® [UserException

-20-
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.AlD

liava.lang.Object |
[

+----javacard.framework.AID

public final classAID
extend$ Objeft

This class encapsulates the Application Identifier(AID) associated with an applet. It contains a byte array
of 5..16 bytes as defined in ISO 7816-5.

The JCRE creates instances of AID class using the package private constructor to uniquely identify and
manage every applet loaded on the card. The JCRE shares these unique instances with all applets on the
card.

Applets can use the AID object to uniquely identify another applet on the card. An applet can obtain a
reference its unique AID object by usiSgstem.getAID() . To compare two AID objects, it is
sufficient to compare references to them.

Method Index

o[copyTd(byte[], short)
Called to obtain a copy of the byte array within AID object.

ofisEqual(bytef], short, byte)
Checks if the specified AID byte array is the samthimss object’s byte array.

Methods

ocopyTo

public byte copyTo(byte dest][],
short offset)

Called to obtain a copy of the byte array within AID object.

Parameters:

dest - byte array to copy to.

offset - within dest to start the copy.
Returns:

the length of the AID byte array.

-21 -
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oisEqual

public boolean isEqual(byte bArrayf[],
short offset,
byte length)

Checks if the specified AID byte array is the samthiss object’s byte array.

Parameters:
bArray - to compare against
offset - within bArray to begin
length - of AID byte array
Returns:
true if equal, false otherwise.

|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

-22 -
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework. APDU

liava.lang.Object |
[

+----javacard.framework.APDU

public final classAPDU
extend$ Objeft

Application Protocol Data Unit (APDU) is the communication format between the card and the off-card
applications. The format of the APDU is defined in ISO specification 7816-4.

This class only supports messages which conform to the structure of command and response defined in
ISO 7816-4. The behavior of messages which use proprietary structure of messages ( e.g with header CLA
byte in range DO-FE ) is undefined. Additionally, this class does not support extended length fields.

APDU objects are owned by the JCRE. The APDU class maintains a byte array buffer which is used to
transfer incoming APDU header and data bytes as well as outgoing data. The buffer length must be at
least 37 bytes.

The applet receives an APDU instance to process from the JCREApplet.process(APDU)
method, and the first five bytes [ CLA, INS, P1, P2, P3] are available in the APDU buffer.

The APDU class API is designed to be transport protocol independent. In other words, applets can use the
same APDU methods regardless of whether the underlying protocol in use is T=0 or T=1 (as defined in
ISO 7816-3).

Depending on the size of the incoming APDU data, it may not fit inside the buffer and may need to be
read in portions by the applet. Depending on the size of the outgoing response APDU data, it may not fit
inside the buffer and may need to be written in portions by the applet. The APDU class has methods to
facilitate this.

For sending large byte arrays as response data, the APDU class provides a special method
sendBytesLong()  which manages the APDU buffer.

/I The purpose of this example is to show most of the methods
/l'in use and not to depict any particular APDU processing
public void process(APDU apdu){

...

byte[] buffer = apdu.getBuffer();

byte cla = buffer[ISO.OFFSET_CLA];

byte ins = buffer[ISO.OFFSET_INS];

/I assume this command has incoming data

/I Lc tells us the incoming apdu command length

short bytesLeft = (short) (buffer[ISO.OFFSET_LC] & OxO0FF);

if (bytesLeft < ...) ISOException.throwlt( ISO.SW_WRONG_LENGTH );

-23-
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short readCount = apdu.setincomingAndReceive();
while ( bytesLeft > 0){
/I process buffer[5..readCount+4];
bytesLeft -= readCount;
readCount = apdu.receiveBytes ( ISO.OFFSET_CDATA);
}
I
/...
I
/I Note that for a short response as in the case illustrated here
I/ the three APDU method calls shown : setOutgoing(),setOutgoingLength() & sendBytes()
// could be replaced by one APDU method call : setOutgoingAndSend().
/I construct the reply APDU
short le = apdu.setOutgoing();
if (le < 2) ISOException.throwlt( ISO.SW_WRONG_LENGTH );
apdu.setOutgoingLength( (short)3 );
/I build response data in apdu.buffer[ 0.. outCount-1 ];
buffer[0] = (byte)1; buffer[1] = (byte)2; buffer[3] = (byte)3;
apdu.sendBytes ( (short)0 , (short)3);
Il return good complete status 90 00

}

Method Index

o[getBufferf)
Returns the APDU buffer byte array.
olgetinBlockSizg)
Returns the configured incoming block size.
o|getNALX)
Returns the T=1 transport protocol Node Address byte, NAD.T=0 returns O.
olreceiveByte¥short)
Gets as many data bytes as will safely fit (without buffer overflow) in the APDU buffer at the
specified offsebOff .
ofsendBytekshort, short)
Sendden more bytes fronapdu.buffer  at specified offsédOff .
o[sendBytesLongbyte[], short, short)
Sendden more bytes fronoutData at specified offsébhOff .
olsetincomingAndReceiv§)
This is the primary receive method.
o[setOutgoind)
This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le).
olsetOutgoingAndSen(ishort, short)
This is the "convenience" send method.
olsetOutgoingLength(short)
Sets the expected length of response data.

ofwait)

Requests additional processsing time from Terminal.
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Methods

o getBuffer
public byte[] getBuffer()

Returns the APDU buffer byte array.

Returns:
byte array containing the APDU buffer

o getinBlockSize

public static byte getinBlockSize()

Returns the configured incoming block size. In T=1, this corresponds to the maximum size of
incoming data blocks from the terminal, IFSC (information field size for ICC). T=0, returns 1. IFSC
is defined in ISO 7816-3. This information may be used to ensure that there is enough space
remaining in the APDU buffer whaeceiveBytes() is invoked.

Notes:
® OnreceiveBytes() the bOff param should account for this potential blocksize.
® T=0 will return 1.

Returns:
incoming block size setting.

0 getNAD

public byte getNAD()

Returns the T=1 transport protocol Node Address byte, NAD.T=0 returns 0. This may be used as
additional information to maintain multiple contexts.

Note:
® T=0 will return O.

Returns:
NAD transport byte as defined in ISO 7816-3.

o setOutgoing

public short setOutgoing() throws APDUEXxcepfion |

This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le).

Notes.
® The remaining incoming data if any, will be discarded.
® T=0 (Case 4) will return 256.
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e The APDU buffer at offset 0 will be used to read the unread incoming data.

Returns:
the Le.
Throws: [APDUEXxceptioh
with the following reason codes:
e APDUEXxception.ILLEGAL_USE if method already invoked.
e APDUEXxception.|IO_ERROR on I/O error.

o0 setOutgoingLength

public void setOutgoingLength(short len) throws APDUEXxception | |

Sets the expected length of response data. Default is 0.

Notes:
® Used in T=0 (Case 4) protocol to prompt terminal for GET RESPONSE command (processed
by APDU).
® |n T=0 (Case 2), if expected length different, prompts for correct length GET RESPONSE
(processed by APDU).

Parameters:
len - the length of response data.
Throws: [APDUEXxception
with the following reason codes:
® APDUEXxception.ILLEGAL_USE isetOutgoing() not called or this method already
invoked.
o APDUEXxception.IO_ERROR on I/O error.

0 receiveBytes

public short receiveBytes(short bOff) throws APDUEXxception | |

Gets as many data bytes as will safely fit (without buffer overflow) in the APDU buffer at the
specified offsebOff .

Notes:
® The space in the buffer must allow for incoming block size deté@BlockSize() ).
® In T=1, the terminal may send in less than InBlockSize bytes.
e User must manage the APDU buffer.

Parameters:

bOff - the offset into APDU buffer.
Returns:

number of bytes read. O if no bytes available.
Throws:[APDUEXxception

with the following reason codes:

e APDUEXxception.ILLEGAL_USE ifsetincomingAndReceive() not called.
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e APDUException.BUFFER_BOUNDS if not enough buffer space for incoming block size.
e APDUEXxception.|IO_ERROR on I/O error.

o setincomingAndReceive

public short setincomingAndReceive() throws APDUEXxceptipn |

This is the primary receive method. Indicates that this APDU has incoming data. This method gets as
many bytes as will safely fit (without buffer overflow) in the APDU buffer following the header.

Notes:
® Used in T=0 ( Case 3 or 4 ) protocol to assume P3 param is Lc.
e Data is read into the buffer at offset 5.
® In T=1, the terminal may send in less than InBlockSize bytes.
® This method sets the transfer direction to be inbound andreaksveBytes(5)
® This method may only be called once.
Returns:
number of bytes read. returns 0O if no bytes available.
Throws: [APDUException
with the following reason codes:
o APDUEXxception.ILLEGAL_USE isetincomingAndReceive() already invoked.
e APDUEXxception.|IO_ERROR on I/O error.

0 sendBytes

public void sendBytes(short bOff,
short len) throws APDUEXxception | |

Sendden more bytes fronapdu.buffer  at specified offsébOff .
User must manage the APDU bulffer.

If the last of the response is being sent, the APDU buffer must not be altered upon return from this
method. This allows the implementation to reduce protocol overhead by transmitting the last part of
the response alongwith the status bytes.

Parameters:
bOff - the offset into APDU buffer.
len - the length of the data in bytes to send.
Throws: |APDUEXxceptioh
with the following reason codes:
e APDUEXxception.ILLEGAL_USE iketOutgoing() not called or
setOutgoingAndSend() previously invoked or response byte count exeeded.
e APDUEXxception.BAD_LENGTH ibOff orlen is too large.
e APDUEXxception.|IO_ERROR on I/O error.
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0 sendBytesLong

public void sendBytesLong(byte outData[],
short bOff,
short len) throws APDUEXxception | |

Sendden more bytes fronoutData at specified offséhOff .

If the last of the response is being sent, the APDU buffer must not be altered upon return from this
call. This allows the implementation to reduce protocol overhead by transmitting the last part of the
response alongwith the status bytes.

JCRE will manage the APDU buffer.

Notes:
® Note that the actual data transmission may take place on return from Applet.

Parameters:
outData - the large byte array source.
bOff - the offset into OutData array.
len - the bytelength of the data to send.
Throws: [APDUEXception
with the following reason codes:
e APDUEXxception.ILLEGAL_USE if response byte count exeeded.
® APDUEXxception.|IO_ERROR on I/O error.

o0 setOutgoingAndSend

public void setOutgoingAndSend(short bOff,
short len) throws APDUEXxception, ISOExceptioh | | |

This is the "convenience" send method. It provides for the most efficient way to send a short
response which fits in the buffer and needs the least protocol overhead. This method is a combination
of setOutgoing(), setOutgoingLength( len) followed bysendBytes ( bOff,

len) . In addition, once this method is invokeegndBytes andsendBytesLong methods

cannot be invoked and the APDU buffer must not be altered.

Sendden byte response frompdu.buffer  at specified offseb Off .

Notes:
e |[f the expected response length, Le is less ldman
ISOException(ISO.SW_CORRECT_LENGTH_00+len) is thrown.
® No other APDU send methods can be invoked.
® The APDU buffer must not be altered.
® The actual data transmission may only take place on return from Applet.

Parameters:
bOff - the offset into APDU buffer.
len - the bytelength of the data to send.
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Throws:[APDUEXxception
with the following reason codes:
e APDUEXxception.ILLEGAL_USE iketOutgoing() or setOutgoingAndSend()
previously invoked or response byte count exeeded.
® APDUEXxception.|O_ERROR on I/O error.
Throws:

with the following reason codes:
® (ISO.SW_CORRECTED_LENGTH_O00+len) if Terminal expected length ( Le )is less than
sending length, len.

o wait

public void wait()

Requests additional processsing time from Terminal. The implementation should ensure that this
method needs to be invoked only under unusual conditions requiring excessive processing times.

Notes:
® In T=0,a NULL procedure byte is sent to reset the work waiting time (see 1ISO 7816-3).
e In T=1, the implementation needs to request the same T=0 work waiting time quantum by
sending a T=1 request for wait time extension(see 1SO 7816-3).
e If the implementation uses an automatic timer mechanism instead, this method may be a NOP.

|All Packages Clask Hierarchy This Pagkfige Previous Next Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework. APDUEXception

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----javacard.framework.APDUEXxception

public classAPDUEXxception
extend$ RuntimeExceptipn

APDUEXxception represents an APDU related exception.

Table APDUEXxception

reason Description

ILLEGAL_USE APDU lllegal Use

BUFFER_BOUNDS APDU buffer bounds error

BAD_LENGTH APDU outGoingLength inconsistengy

IO_ERROR APDU 1/O Error

Variable Index

o[BAD LENGTH|

o[BUFFER_BOUNDY
o[[LLEGAL_USE
o[[O_ERROR]

Constructor Index

o|JAPDUEXxceptior(short)
Constructs an APDUEXxception.

-30-



© 1997 Sun Microsystems, Inc. Java Card 2.0 API Revision 1.0 Final

Method Index
ofthrowlt](short)

Throws the JCRE instance of APDUEXxception with the specified reason.

Variables
o ILLEGAL_USE

public static final short ILLEGAL_USE

0 BUFFER_BOUNDS

public static final short BUFFER_BOUNDS
0BAD_LENGTH

public static final short BAD_LENGTH
0l0_ERROR

public static final short |IO_ERROR

Constructors
o0 APDUEXxception

public APDUEXxception(short reason)

Constructs an APDUEXxception. To conserve on resourcebnoset() to re-use the JCRE
instance of this class.

Parameters:
reason - the reason for the exception.

Methods

o throwlt

public static void throwlt(short reason)
Throws the JCRE instance of APDUEXxception with the specified reason.

Parameters:

reason - the reason for the exception.
Throws: [APDUEXception

always.
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|All Packages Clask Hierarchy This Pagkfge Previous Nexf Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.Applet

liava.lang.Object |
[

+----javacard.framework.Applet

public abstract clas&pplet
extend$ Objeft

This abstract class defines an applet in a smart card.

TheApplet class should be extended by any applet wishing to be loaded onto, installed into and
executed on a Java Card compliant smart card.

Example usage dpplet

public class MyApplet extends javacard.framework.Applet{

static byte b[];

private static final byte MIN_APDU_BUFLEN = (byte) 32;

public static void install( APDU apdu ) throws ISOException {
// make all my allocations here, so | do not run
// out of memory later
MyApplet me = new MyApplet();
b = new byte[100];
/I check length of APDU buffer
if (apdu.getBuffer().length >= MIN_APDU_BUFLEN ) me.register();
else ISOException.throwlt(ISO.SW_FUNC_NOT_SUPPORTED);

public boolean select(){
/I selection initialization
b[17] = 42;
return true;

public void process(APDU apdu) throws ISOException{
byte[] buffer = apdu.getBuffer();
/I .. process the incoming data and reply
if ( buffer[ISO.OFFSET_CLA] == (byte)00 ) {
switch ( buffer[ISO.OFFSET_INS] ) {
case ISO.INS_SELECT:

/I send response data to select command
short Le = apdu.setOutgoing();
/I assume data containing response bytes in replyData[] array.
if (Le <..) ISOException.throwlt( ISO.SW_WRONG_LENGTH);
apdu.setOutgoingLength( (short)replyData.length );
apdu.sendBytesLong(replyData, (short) 0, (short)replyData.length);
break;

case ...

}
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Constructor Index
olApplet|)

Method Index
o[deseled))

Called by the JCRE to inform this currently selected applet that another (or the same) applet will be
selected.

ofnstallAPDU)

Installs this applet.

ofproces¥APDU)

Processes an incoming APDU.

ofregister)
Register an applet with the JCRE.

ofselecf)
Called by the JCRE to inform this applet that it has been selected.

Constructors
o0 Applet

protected Applet()

Methods
oinstall
public static void install(APDU apdu) ISOException [ ]

Installs this applet. Any specific installation calls by the applet should be issued here, e.g., calls to
check JCRE resources, such as:

private static final byte MIN_APDU_BUFLEN = (byte) 32;
if ( apdu.getBuffer().length >= MIN_APDU_BUFLEN) ..

else .../l error

This method is called by the JCRE at install time. Upon normal return from this method the JCRE
sends ISO 7816-4 defined good complete status ( 90 00 ) in APDU response. If this method throws
an ISOExcepton the JCRE sends the associated reason code as the response status instead.
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The five header bytes of the APDU are availablaRbU.buffer[0..4] at the time this method
is called.

The implementation of this method providedAyplet class throws an
ISOException(ISO.SW_FUNC_NOT_SUPPORTED).

Notes:
e Normal return signals to the JCRE that this applet should be installed.
o APDU buffer[5..] is undefined and should not be read or written at this time.

Parameters:
apdu - the incoming APDU containing the INSTALL command.

Throws: [ISOEXxceptio
with the response bytes per ISO 7816-4

See Also:

0 process

public void process(APDU gpdu) throws ISOExceptipn ]

Processes an incoming APDU. An Applet is expected to perform the action requested and return
response data if any to the terminal.

Upon normal return from this method the JCRE sends ISO 7816-4 defined good complete status ( 90
00) in APDU response. If this method throws an ISOExcepton the JCRE sends the associated reason
code as the response status instead.

The five header bytes of the APDU are availablabU.buffer[0..4] at the time this method
is called.

Notes:
® APDU buffer[5..] is undefined and should not be read or written at this time.

Parameters:
apdu - the incoming APDU

Throws: [ISOEXxceptio
with the response bytes per ISO 7816-4

See Also:

o select

public boolean select()
Called by the JCRE to inform this applet that it has been selected.

It is called when a SELECT command is received and the applet is selected. A subsiadetof
should override this method if it wants to perform any initialization that may be required to process
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APDU messages that may follow. This method returns a boolean to indicate that it is ready to accept
incoming APDUSs via it'process method. If this method returns false, it indicates to the JCRE
that this Applet declines to be selected.

The implementation of this method providedApplet class returns true.

Returns:
true to indicate success, false otherwise.

o deselect

public void deselect()

Called by the JCRE to inform this currently selected applet that another (or the same) applet will be
selected. It is called when a SELECT command is received by the JCRE. This method is invoked
prior to someselect method being invoked.

A subclass oApplet should override this method if it has any cleanup or bookkeeping work to be
performed before another applet is selected.

The implementation of this method providedAgyplet class does nothing.

Note:
® Unchecked exceptions thrown by this method are ignored.
® This method is NOT called on reset or power loss.

o register

protected final void register()

Register an applet with the JCRE. This method should be called chstati  to register this
Applet subclass instance with the JCRE.

[AlT Packages Clask Hierarchy This Patkfige Previous Nexf Index | [ 1 1 |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.ISO

liava.lang.Object |
[

+----javacard.framework.ISO

public clasdSO
extend§ Objeft

ISO encapsulates constants related to ISO 7816-3 and ISO 78®-4lass contains only static fields.

The static fields wittBW_prefixes define constants for the ISO 7816-4 defined response status word. The
fields which use the00 suffix require the low order byte to be customized appropriately e.g
(ISO.CORRECT_LENGTH_00 + 0x0025).

The static fields wittOFFSET _prefixes define constants to be used to index into the APDU buffer byte
array to access ISO 7816-4 defined header information.

Variable Index

o[OFFSET_CDATA|

APDU command data offset : CDATA =5
o[OFFSET CLA]

APDU header offset: CLA=0
o[OFFSET INY

APDU header offset : INS = 1
o[OFFSET L]

APDU header offset: LC =4
o[OFFSET P]

APDU header offset: P1 =2
o[OFFSET P2

APDU header offset: P2 =3
o[SW_BYTES_REMAINING_00]

Response status : Response bytes remaining = 0x6100
o[SW_CLA NOT SUPPORTEDQ

Response status : CLA value not supported = 0x6EQ0
o[SW_CONDITIONS NOT SATISFIED|

Response status : Conditions of use not satisfied = 0x6985
o[SW_CORRECT_LENGTH_0Q

Response status : Correct Expected Length (Le) = 0x6C00
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o[SW_DATA INVALID |

Response status : Data invalid = 0x6984
o|SW_FILE FULL |

Response status : Not enough memaory space in the file = 0x6A84
o|SW FILE INVALID |

Response status : File invalid = 0x6983
o[SW_FILE NOT_FOUND]

Response status : File not found = OX6A82
o[SW FUNC NOT SUPPORTED

Response status : Function not supported = OX6A81
o[SW INCORRECT P1P2

Response status : Incorrect parameters (P1,P2) = 0x6A86
o[SW_INS NOT SUPPORTED

Response status : INS value not supported = 0x6D00

o[SW NO ERROR
Response status : No Error = (short)0x9000

o[SW_PIN_REQUIRED]

Response status : PIN required = 0x6982
o[SW RECORD NOT FOUND

Response status : Record not found = 0x6A83
o[SW_SECURITY _STATUS NOT _SATISFIED]

Response status : Security condition not satisfied = 0x6982
o[SW_UNKNOWN]

Response status : No precise diagnosis = 0x6F00
o|SW_WRONG_ DATA]|

Response status : Wrong data = 0x6A80
o[SW_WRONG LENGTH]

Response status : Wrong length = 0x6700
o[SW WRONG P1P?

Response status : Incorrect parameters (P1,P2) = 0x6B00

Variables
0SW_NO_ERROR

public static final short SW_NO_ERROR
Response status : No Error = (short)0x9000

0 SW_BYTES_REMAINING_00

public static final short SW_BYTES_REMAINING_00
Response status : Response bytes remaining = 0x6100

o SW_WRONG_LENGTH
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public static final short SW_WRONG_LENGTH
Response status : Wrong length = 0x6700

0 SW_PIN_REQUIRED

public static final short SW_PIN_REQUIRED
Response status : PIN required = 0x6982

0 SW_FILE_INVALID

public static final short SW_FILE_INVALID
Response status : File invalid = 0x6983

0 SW_DATA_INVALID

public static final short SW_DATA_INVALID
Response status : Data invalid = 0x6984

0 SW_CONDITIONS_NOT_SATISFIED

public static final short SW_CONDITIONS_NOT_SATISFIED

Response status : Conditions of use not satisfied = 0x6985

0 SW_WRONG_DATA

public static final short SW_WRONG_DATA
Response status : Wrong data = 0x6A80

0 SW_FUNC_NOT_SUPPORTED

public static final short SW_FUNC_NOT_SUPPORTED

Response status : Function not supported = OX6A81

0 SW_FILE_NOT_FOUND

public static final short SW_FILE_NOT_FOUND
Response status : File not found = OX6A82

0 SW_RECORD_NOT_FOUND

public static final short SW_RECORD_NOT_FOUND

Response status : Record not found = 0x6A83
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0 SW_INCORRECT_P1P2

public static final short SW_INCORRECT_P1P2
Response status : Incorrect parameters (P1,P2) = Ox6A86

0 SW_WRONG_P1P2

public static final short SW_WRONG_P1P2
Response status : Incorrect parameters (P1,P2) = 0x6B00

0 SW_CORRECT_LENGTH_00

public static final short SW_CORRECT_LENGTH_00
Response status : Correct Expected Length (Le) = 0x6C00

0 SW_INS_NOT_SUPPORTED

public static final short SW_INS_NOT_SUPPORTED
Response status : INS value not supported = 0x6D00

0SW_CLA_NOT_SUPPORTED

public static final short SW_CLA_NOT_SUPPORTED
Response status : CLA value not supported = 0x6EQ00

0 SW_UNKNOWN

public static final short SW_UNKNOWN
Response status : No precise diagnosis = 0x6F00

0 SW_FILE_FULL

public static final short SW_FILE_FULL
Response status : Not enough memaory space in the file = 0x6A84

0 SW_SECURITY_STATUS_NOT_SATISFIED

public static final short SW_SECURITY_STATUS_NOT_SATISFIED
Response status : Security condition not satisfied = 0x6982

0 OFFSET_CLA

public static final byte OFFSET_CLA
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APDU header offset : CLA=0

0 OFFSET_INS

public static final byte OFFSET_INS
APDU header offset : INS =1

0 OFFSET_P1

public static final byte OFFSET_P1
APDU header offset: P1 =2

0 OFFSET_P2

public static final byte OFFSET_P2
APDU header offset: P2 =3

0 OFFSET_LC

public static final byte OFFSET_LC
APDU header offset : LC =4

0 OFFSET_CDATA

public static final byte OFFSET_CDATA

APDU command data offset : CDATA =5

Revision 1.0 Final

|All Packages Clask Hierarchy This Pagkfige Previous Ngx{ Index
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.ISOException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----javacard.framework.ISOException

public clasdSOException
extend$ RuntimeExceptipn

ISOException class encapsulates an ISO 7816-4 response status worteasdis code.

Constructor Index
o[ISOExceptiorfshort)

Constructs an ISOException instance with the specified status word.

Method Index
ofthrowlt](short)

Throws the JCRE instance of the ISOexception class with the specified status word.

Constructors
0 ISOException

public ISOException(short sw)

Constructs an ISOException instance with the specified status word. To conserve on resources use
throwlt() to re-use the JCRE instance of this class.

Parameters:
sw - the ISO 7816-4 defined status word
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Methods

o throwlt

public static void throwlt(short sw)
Throws the JCRE instance of the ISOexception class with the specified status word.

Parameters:
sw - ISO 7816-4 defined status word
Throws: |ISOEXxceptio

always.

|All Packages Claspk Hierarchy This Pagkfge Previous Nexi Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.OwnerPIN

liava.lang.Object |
[

+----javafard.framework.PIN |

+----javacard.framework.OwnerPIN

public clasfOwnerPIN
extend$ PIN

This class represents an Owner PIN. It derives from abstract PIN class. It provides the ability to update the
PIN and thus owner functionality.

The implementaion of this class must protect against attacks based on program flow prediction.

The protected methodgetValidatedFlag andsetValidatedFlag allow a subclass of this class
to optimize the storage for the validated boolean state.

Instances of this class are only suitable for sharing when there exists a trust relationship amongst the
applets. A typical shared usage would use an OwnerPIN class instance and a shared ProxyPIN class
instance.

Constructor Index
o[OwnerPIN|byte, byte)

Constructor.

Method Index
o[checKbyte[], short, byte)

Comparegin against the PIN value.
olgetTriesRemaining)
Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.
ol|getValidatedFlad)
This protected method returns the validated flag.
ofisValidated()
Returns true if a valid PIN has been presented since the last card reset or lastsai()to .
olrese{)

If the validated flag is set, this method resets it.
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o[resetAndUnblock)
This method resets the validated flag and resets the PIN try counter to the value of the PIN try limit.
o[setValidatedFlagboolean)
This protected method sets the value of the validated flag.
olupdateAndUnblock{byte[], short, byte)
This method sets a new value for the PIN and resets the PIN try counter to the value of the PIN try
limit.

Constructors
o OwnerPIN

public OwnerPIN(byte tryLimit,
byte maxPINSize) throws PINException ]

Constructor. Allocates a new PIN instance.

Parameters:
tryLimit - the maximum number of times an incorrect PIN can be presented.
maxPINSize - the maximum allowed PIN size.

Throws: |PINExceptio

with the following reason codes:
® PINException.ILLEGAL_VALUE on illegal parameter.

Methods
o getValidatedFlag

protected boolean getValidatedFlag()
This protected method returns the validated flag.

Returns:
the boolean state of the PIN validated flag.

o setValidatedFlag

protected void setValidatedFlag(boolean value)
This protected method sets the value of the validated flag.

Parameters:
value - the new value for the validated flag.

0 getTriesRemaining

public byte getTriesRemaining()
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Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

Returns:

the number of times remaining
Overrides:

[getTriesRemainidg in clafs BIN

o check

public boolean check(byte pin[],
short offset,
byte length)

Comparegin against the PIN value. If they match and the PIN is not blocked, it sets the validated
flag and resets the try counter to its maximum. If it does not match, it decrements the try counter, and
if the counter has reached zero, blocks the PIN.

Parameters:
pin - the PIN value being checked
offset - the starting offset in the pin array
length - the length of pin.

Returns:
true if the PIN matches; false otherwise
Overrides:
in clasf PIN
oisValidated

public boolean isValidated()
Returns true if a valid PIN has been presented since the last card reset or lastsai()to .

Returns:
true if validated; false otherwise
Overrides:

in clags PIN

oreset

public void reset()

If the validated flag is set, this method resets it. If the validated flag is not set, this method does
nothing.

Overrides:

in class PIN
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o updateAndUnblock

public void updateAndUnblock(byte pin(],
short offset,

byte length) throws PINException C——

This method sets a new value for the PIN and resets the PIN try counter to the value of the PIN try
limit. It also resets the validated flag.

Parameters:

pin - the bytearray containing the new pin value
offset - the starting offset in the pin array
length - the length of the new pin.

Throws: [PINEXxceptio
with the following reason codes:

® PINException.ILLEGAL_VALUE on illegal parameter.

oresetAndUnblock

public void resetAndUnblock()

This method resets the validated flag and resets the PIN try counter to the value of the PIN try limit.
This method is used by the owner to re-enable the blocked PIN.

JAll Packages Claspk Hierarchy This Pagkfge Previous Nexi Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.PIN

liava.lang.Object |
[

+----javacard.framework.PIN

public abstract clad3IN
extend$ Objeft

This class represents a PIN. It maintains these internal values:

® PIN value

e try limit, the maximum number of times an incorrect PIN can be presented before the PIN is blocked.
When the PIN is blocked, it cannot be validated even on valid PIN presentation.

® max PIN size, the maximum length of PIN allowed

e try counter, the remaining number of times an incorrect PIN presentation is permitted

e validated flag, true if a valid PIN has been presented. This flag is reset on every card reset.

This class does not make any assumptions about where the data for the PIN comparison is stored.

An owner subclass of this abstract class must provide a way to initialize/update the PIN value.The
implementaion of the subclass must protect against attacks based on program flow prediction.

A typical card global PIN usage will combine an instance of OwnerPIN class and a shared instance of the
ProxyPIN class. The OwnerPIN instance would be manipulated only by the owner who has update
privilege. All others would access the global PIN functionality via the ProxyPIN instance.

Constructor Index

o[PIN))
Constructs a PIN instance.

Method Index
o[checKbyte[], short, byte)

Comparegin against the PIN value.

olgetTriesRemainind)
Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

ofisValidated|)

Returns true if a valid PIN has been presented since the last card reset or lastsai()to .
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olrese{)

If the validated flag is set, this method resets it.
Constructors

o PIN

public PIN()

Constructs a PIN instance.

Methods

0 getTriesRemaining

public abstract byte getTriesRemaining()

Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

Returns:
the number of times remaining

o check

public abstract boolean check(byte pin(],
short offset,
byte length)

Comparegin against the PIN value. If they match and the PIN is not blocked, it sets the validated
flag and resets the try counter to its maximum. If it does not match, it decrements the try counter, and
if the counter has reached zero, blocks the PIN.

Parameters:
pin - the PIN value being checked
offset - the starting offset in the pin array
length - the length of pin.
Returns:
true if the PIN matches; false otherwise

oisValidated

public abstract boolean isValidated()

Returns true if a valid PIN has been presented since the last card reset or lastsai()to .

Returns:
true if validated; false otherwise
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oreset

public abstract void reset()

If the validated flag is set, this method resets it. If the validated flag is not set, this method does
nothing.

[ATPackages Clask Hierarchy This Patkhge Previous Nex{Index | | ] |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.PINException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----javacard.framework.PINException

public clasPINException
extend$ RuntimeExceptipn

PINException represents a PIN access-related exception. This class also provides a resource-saving
mechanism for user exceptions by re-using a JCRE instance.

Table PINException

reason Description

174

ILLEGAL_VALUE |lllegal parameter valug¢

Variable Index

O[[LLEGAL VALUE |

Constructor Index
o[PINExceptior{short)

Constructs a PINException.

Method Index
ofthrowlt}(short)

Throws the JCRE instance of PINException with the specified reason.
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Variables
o ILLEGAL_VALUE

public static final short ILLEGAL_VALUE

Constructors

0 PINException

public PINException(short reason)

Constructs a PINException. To conserve on resourcethiselt() to re-use the JCRE instance
of this class.

Parameters:
reason - the reason for the exception.

Methods

o throwlt

public static void throwlt(short reason)
Throws the JCRE instance of PINException with the specified reason.

Parameters:
reason - the reason for the exception.

Throws: |[PINExceptio

always.

|All Packages Clasp Hierarchy This Pagkfge Previous Nex{ Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.ProxyPIN

liava.lang.Object |
[

+----javafard.framework.PIN |

+----javacard.framework.ProxyPIN

public classProxyPIN
extend§ PIN

This class represents a proxy for some real PIN instance. It maintains a reference to that PIN instance. All
methods of ProxyPIN refer the operation to the real PIN.

Constructor Index
o[ProxyPIN[PIN)

Constructor.

Method Index
o[checH(byte[], short, byte)

Comparegin against the PIN value.

olgetTriesRemaining)
Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

ofisValidated|()
Returns true if a valid PIN has been presented since the last card reset or last successful call to
reset()

ofrese{)

If the validated flag is set, this method resets it.

Constructors
0 ProxyPIN
public ProxyPIN(PIN rEalPJN) throws PINExceptiqn_________|

Constructor. Allocates a ProxyPIN object to the real PIN instance.

Parameters:
PIN - the real PIN instance.
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Throws: [PINEXxceptio

with the following reason codes:
® PINException.ILLEGAL_VALUE on illegal parameter.

Methods

o getTriesRemaining

public final byte getTriesRemaining()

Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

Returns:

the number of times remaining
Overrides:

[getTriesRemaining in clafs BIN

o check

public final boolean check(byte pin(],
short offset,
byte length)

Comparegin against the PIN value. If they match and the PIN is not blocked, it sets the validated
flag and resets the try counter to its maximum. If it does not match, it decrements the try counter, and
if the counter has reached zero, blocks the PIN.

Parameters:
pin - the PIN value being checked
offset - the starting offset in the pin array
length - the length of pin.

Returns:
true if the PIN matches; false otherwise
Overrides:
in clasg PIN
oisValidated

public final boolean isValidated()

Returns true if a valid PIN has been presented since the last card reset or last successful call to
reset()

Returns:
true if validated; false otherwise
Overrides:

in clags PIN
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oreset

public final void reset()

If the validated flag is set, this method resets it. If the validated flag is not set, this method does
nothing.

Overrides:

in clags PIN

JAll Packages Claspk Hierarchy This Pagkpge Previous Nexi Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.System

liava.lang.Object |
[

+----javacard.framework.System

public final classSystem

extend$ Objeft

TheSystem class is a centralized point of applet execution, resource management and security in the
smart card. All methods iBystem class are static methods.

The System class is used to control the persistence and transience of objects. Objects are persistent by
default. The ternpersistentdoes not mean there is an object-oriented database on the card or that objects
are serialized/deserialized. It means that objects and their values persist from one CAD session to the next,
indefinitely. Persistent object values are updated atomically using transactions.

Objects can be madensientwith themakeTransient  method. The values of transient objects do not
persist, and are reset to a default state at specified intervals. Updates to the values of transient objects are
not atomic and are not affected by transactions.

On startup, JCRE initializes the commit buffer (usedbiginTransaction() )

Variable Index
0|TRANSIENT APDUI

Transience duration attribute is applet ADPU process.
o[TRANSIENT NONE]

Transience duration attribute is NONE.
o[TRANSIENT_SELECTION]

Transience duration attribute is applet selection.
o[TRANSIENT SESSION

Transience duration attribute is CAD session.

Method Index

olabortTransaction|)

Aborts the atomic transaction.
olbeginTransactior()

Begins an atomic transaction.
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olcommitTransaction|)
Commits an atomic transaction.
o[getAID|)
Returns the unique Applet Identifier (AID) object associated with the current applet execution
context.
olgetMaxCommitCapacity|()
Returns the total number of bytes in the commit buffer.
olgetTransactionDeptH()
Returns the current transaction nesting depth level.
olgetUnusedCommitCapacity)
Returns the number of bytes left in the commit buffer.
o[getVersior)
Returns the current major and minor version of the Java Card API.
ofisTransienj(Object)
Used to check if the object is transient and determine its transience duration attribute.
o|makeTransienfObject, byte)
Called to make the specified object transient with the specified transience duration attribute.
o[shargObject)
Makes the specified object instance available for access from any installed applet on the card.
o[sharg(Object, AID)
Makes the specified object instance available for access from the applet identified by the specified
AID object.

Variables
0 TRANSIENT_SESSION

public static byte TRANSIENT_SESSION

Transience duration attribute is CAD session. The contents of the object are reset at the end of each
CAD session, or when the card is removed from the CAD.

0 TRANSIENT_SELECTION

public static byte TRANSIENT_SELECTION

Transience duration attribute is applet selection. The contents of the object are reset when the
object’s owning applet is deselected.

o0 TRANSIENT_APDU

public static byte TRANSIENT_APDU

Transience duration attribute is applet ADPU process. The contents of the object are reset when the
method Applet.process() returns.
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0 TRANSIENT_NONE

public static byte TRANSIENT_NONE

Transience duration attribute is NONE. The object is not transient.

Methods

o share

public static void share(Object obj¢ct, |
AID otherAlID) throjvs sttemException, SecurifyException | | |

Makes the specified object instance available for access from the applet identified by the specified
AID object. Only the owner of the object instance can call this method.

Parameters:

object - the object which we want to share.

otherAlID - identifies the other applet to share with.
Throws: [SecurityExceptign

if the object is not owned by the current execution context.
Throws: [SystemEXxceptign

with the following reason codes:

® SystemException.ILLEGAL_VALUE if otherAID parameter is invalid.

o share

public static void share(Object obj§ct) thros SecurityException | |

Makes the specified object instance available for access from any installed applet on the card. Only
the owner of the object instance can call this method.

Parameters:

object - the object which we want to share with all others.
Throws: [SecurityException

if the object is not owned by the current execution context.

oisTransient

public static byte isTransient(Object objectf |
Used to check if the object is transient and determine its transience duration attribute.

Parameters:

object - the object being queried.
Returns:

transience duration attribute. The possible values are listedkaTransient()
See Also:

makeTransient
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o makeTransient

public static void makeTransient(Object objedt, |
byte duration)

Called to make the specified object transient with the specified transience duration attribute. This
method throws a SystemException if the specified object already has a transient attribute not equal to
TRANSIENT_NONE.

Note:

® The total storage space for transient objects may be limited. If sufficient space is not available
to store the transient object a SystemException( NO_TRANSIENT_SPACE ) may be thrown
during object access.

® To reduce volatile memory requirements try using shorter transience durations.

Parameters:
object - the object to be made available in volatile memory.
duration - transient duration attribute to assign the object.

Table Transient duration attribute.

duration Description

System.TRANSIENT_SESSION the transience duration is a CAD session.

System. TRANSIENT_SELECTION the transience duration is applet selection.

System. TRANSIENT_APDU the transience duration is applet APDU prgcess.

System. TRANSIENT_NONE the object is not transient.

Throws: [SystemExceptign
with the following reason codes:
e SystemException.ALREADY_TRANSIENT if the specified object does not have a
TRANSIENT_NONE attribute.
e SystemException.ILLEGAL_VALUE if the duration parameter is invalid.

0 getVersion

public static short getVersion()
Returns the current major and minor version of the Java Card API.

Returns:
version number as byte.byte (major.minor)

0 getAID
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public static AID gefAID|)

Returns the unique Applet Identifier (AID) object associated with the current applet execution
context. When a virtual method is invoked on an object, the applet execution context is changed to
correspond to the applet which owns that object; when that method returns, the previous context is
restored.

Invocations of static methods have no effect on the applet execution context. The applet execution
context and sharing status of an object together determine if access to an object is permissible.

Returns:
the AID object reference.

0 beginTransaction

public static void beginTransaction() throws TransactionExcetion ]

Begins an atomic transaction. The JCRE maintains a commit buffer into which data is written so that
JCRE always can guarantee, at commit time, that everything in the buffer is written, or nothing at all.
If a transaction is already in progress (transactionDepth != 0), a TransactionException is thrown.

Throws: [TransactionExceptipn
with the following reason codes:
® TransactionException.IN_PROGRESS if a transaction is already in progress.
See Also:
[commitTransaction, abortTransaction

o abortTransaction

public static void abortTransaction() throws TransactionExcegtion |

Aborts the atomic transaction. The contents of the commit buffer is discarded.

Throws: [TransactionExceptidn
with the following reason codes:
® TransactionException.NOT_IN_PROGRESS if a transaction is not in progress.
See Also:
[beginTransactiq, commitTransaction

o commitTransaction

public static void commitTransaction() throws TransactionException |

Commits an atomic transaction. The contents of commit buffer is atomically commited. If a
transaction is not in progress (transactionDepth == 0) then a TransactionException is thrown.

Throws: [TransactionExceptigpn
with the following reason codes:
e TransactionException.NOT_IN_PROGRESS if a transaction is not in progress.
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See Also:
[beginTransactiam, abortTransaction

o getTransactionDepth

public static byte getTransactionDepth()

Returns the current transaction nesting depth level. At present, only 1 transaction can be in progress
at a time.

Returns:
1 if transaction in progress, 0 if not.

o getUnusedCommitCapacity

public static short getUnusedCommitCapacity()

Returns the number of bytes left in the commit buffer.

Returns:

the number of bytes left in the commit buffer
See Also:

[getMaxCommitCapacity

o getMaxCommitCapacity

public static short getMaxCommitCapacity()

Returns the total number of bytes in the commit buffer. This is approximately the maximum number
of bytes of persistent data which can be modified during a transaction. However, the transaction
subsystem requires additional bytes of overhead data to be included in the commit buffer, and this
depends on the number of fields modified and the implementation of the transaction subsystem. The
application cannot determine the actual maximum amount of data which can be modified during a
transaction without taking these overhead bytes into consideration.

Returns:

the total number of bytes in the commit buffer
See Also:

[getUnusedCommitCapadity

|All Packages Clask Hierarchy This Pagkfige Previous Next Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.SystemException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----javacard.framework.SystemException

public classSystemException
extend$ RuntimeExceptipn

SystemEXxception  represents a System class related exception.

Table SystemException

reason Description

ILLEGAL_VALUE lllegal parameter value

ALREADY_TRANSIENT | Object is already transient

NO_TRANSIENT_SPACE No room in volatile memory for object

Variable Index

OJALREADY_TRANSIENT |
o|ILLEGAL_VALUE
o[NO_TRANSIENT_SPACH

Constructor Index

o|SystemExceptiofishort)
Constructs a SystemException.
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Method Index
ofthrowlt](short)

Throws the JCRE instance of SystemException with the specified reason.

Variables
o ILLEGAL_VALUE

public static final short ILLEGAL_VALUE

0 ALREADY_TRANSIENT

public static final short ALREADY_TRANSIENT
0 NO_TRANSIENT_SPACE

public static final short NO_TRANSIENT_SPACE

Constructors
0 SystemException

public SystemException(short reason)

Constructs a SystemException. To conserve on resourcésroset() to re-use the JCRE
instance of this class.

Parameters:
reason - the reason for the exception.

Methods

o throwlt

public static void throwlt(short reason)
Throws the JCRE instance of SystemException with the specified reason.

Parameters:

reason - the reason for the exception.
Throws: [SystemException

always.

|All Packages Clask Hierarchy This Pagkfige Previous Next Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.TransactionException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----javacard.framework.TransactionException

public classTransactionException
extend$ RuntimeExceptipn

TransactionException represents an exception in the transaction subsystem.

Table TransactionException

reason Description

IN._PROGRESS beginTransaction called when already in progregs

NOT_IN_PROGRESS| commit/abortTransaction called when not in progress

BUFFER_FULL commit buffer is full

INTERNAL_FAILURE | internal JCRE problem (fatal error)

Variable Index

o[BUFFER _FULL]
oIN_PROGRES$
OINTERNAL_FAILURE |
o[NOT_IN_PROGRESSY

Constructor Index

o[TransactionExceptiorfshort)
Constructs a TransactionException with the specified reason.
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Method Index
ofthrowlt](short)

Throws the JCRE instance of TransactionException with the specified reason.
Variables
oIN_PROGRESS

public static final short IN_PROGRESS

0 NOT_IN_PROGRESS

public static final short NOT_IN_PROGRESS
o0 BUFFER_FULL

public static final short BUFFER_FULL

0 INTERNAL_FAILURE

public static final short INTERNAL_FAILURE

Constructors

o TransactionException

public TransactionException(short reason)

Constructs a TransactionException with the specified reason. To conserve on resources use
throwlt() to re-use the JCRE instance of this class.

Methods

o throwlt

public static void throwlt(short reason)

Throws the JCRE instance of TransactionException with the specified reason.

Throws: [TransactionExceptipn
always.

[AllPackages Clask Hierarchy This Patkfige Previous Nex{ Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.UserException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----javacard.framework.UserException

public clasdJserException

extend$ Exceptign

UserException  represents a User exception. This class also provides a resource-saving mechanism for
user exceptions by re-using a JCRE instance.

Constructor Index
o[UserExceptior)

Constructs a UserException with reason = 0.

0 short)

Constructs a UserException with the specified reason.

Method Index
ofthrowlt](short)

Throws the re-usable JCRE instance of UserException with the specified reason.

Constructors

0 UserException

public UserException()

Constructs a UserException with reason = 0. To conserve on resourtieoudtf) to re-use
the JCRE instance of this class.

o UserException

public UserException(short reason)
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Constructs a UserException with the specified reason. To conserve on resouthesnlHg to
re-use the JCRE instance of this class.

Parameters:
reason - the reason for the exception.

Methods

o throwlt

public static void throwlt(short reason) throws UserException [ |

Throws the re-usable JCRE instance of UserException with the specified reason.

Parameters:
reason - the reason for the exception.

Throws:

always.

[AllPackages Clask Hierarchy This Patkfige Previous Nex{ Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacard.framework.Util

liava.lang.Object |
[

+----javacard.framework.Util

public clasdUtil
extend$ Objeft

Theutil class contains common utility functions. Some of the methods may be implemented as native
functions for performance reasons. All methoddliih  class are static methods.

Some methods dftii  namelyarrayCopy , arrayCopyNonAtomic , arrayFillNonAtomic

andsetShort  refer to the persistence of array objects. The f@reistentdoes not mean that there is an
object-oriented database on the card or that arrays are serialized/deserialized. It means that arrays and their
values persist from one CAD session to the next, indefinitely.

The System class is used to control the persistence and transience of objects.

See Also:

Method Index

olarrayCompare[byte[], short, byte[], short, short)
Compares an array from the specified source array, beginning at the specified position, with the
specified position of the destination array from left to right.

ofarrayCopy|byte[], short, byte[], short, short)
Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array.

olarrayCopyNonAtomic{(byte[], short, byte[], short, short)
Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array (non-atomically).

olarrayFilINonAtomic |byte[], byte)
Fills the byte array (non-atomically) with the specified value.

o[getShoribyte[], short)
Concatenates two bytes in a byte array to form a short value

o[makeShor{byte, byte)
Concatenates the two parameter bytes to form a short value

o[setShorfbyte[], short, short)

Deposits the short value as two successive bytes at the specified offset in the byte array.
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Methods

o arrayCopy

public static final void arrayCopy(byte src[],
short srcOff,
byte dest[],
short destOff,

short length)

Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array.

Note:

e |If the src and dest arguments refer to the same array object, then the copying is performed as if
the components at positions srcOff through srcOff+length-1 were first copied to a temporary
array with length components and then the contents of the temporary array were copied into
positions destOff through destOff+length-1 of the argument array.

e |If the destination array is persistent, the entire copy is performed atomically.

® The copy operation is subject to atomic commit capacity limitations.

Parameters:
src - source byte array.
srcOff - offset within source byte array to start copy from.
dest - destination byte array.
destOff - offset within destination byte array to start copy into.
length - byte length to be copied.

See Also:
[getUnusedCommitCapadity

o arrayCopyNonAtomic

public static final void arrayCopyNonAtomic(byte src[],
short srcOff,
byte dest[],
short destOff,
short length)

Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array (non-atomically).

This method does not use the transaction facility during the copy operation.

Thus, this method is suitable for use only when the contents of the destination array can be left in a
partially modified state in the event of a power loss in the middle of the copy operation.

Note:

e |f the src and dest arguments refer to the same array object, then the copying is performed as if
the components at positions srcOff through srcOff+length-1 were first copied to a temporary
array with length components and then the contents of the temporary array were copied into
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positions destOff through destOff+length-1 of the argument array.

e |If power is lost during the copy operation and the destination array is persistent, a partially
changed destination array could result.

® The copy length parameter is not constrained by the atomic commit capacity limitations.

Parameters:
src - source byte array.
srcOff - offset within source byte array to start copy from.
dest - destination byte array.
destOff - offset within destination byte array to start copy into.
length - byte length to be copied.

See Also:
[getUnusedCommitCapadity

o arrayFillNonAtomic

public static final void arrayFillNonAtomic(byte bArray[],
byte bValue)

Fills the byte array (non-atomically) with the specified value.
This method does not use the transaction facility during the fill operation.

Thus, this method is suitable for use only when the contents of the byte array can be left in a partially
filled state in the event of a power loss in the middle of the fill operation.

Note:
e |If power is lost during the copy operation and the byte array is persistent, a partially changed
byte array could result.
® The length parameter is not constrained by the atomic commit capacity limitations.

Parameters:

bArray - the byte array.

bValue - the value to fill the byte array with.
See Also:

[getUnusedCommitCapadity

o arrayCompare

public static byte arrayCompare(byte src[],
short srcOff,
byte dest(],
short destOff,
short length)

Compares an array from the specified source array, beginning at the specified position, with the
specified position of the destination array from left to right. Returns the ternary result of the
comparison : less than(-1), equal(0) or greater than(1).
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Parameters:
src - source byte array.
srcOff - offset within source byte array to start compare.
dest - destination byte array.
destOff - offset within destination byte array to start compare.
length - byte length to be compared.
Returns:
the result of the comparison as follows:
e O if identical
e -1 if the first miscomparing byte in source array is less than that in destination array,
e 1 if the first miscomparing byte in source array is greater that that in destination array.

o makeShort

public static final short makeShort(byte b1,
byte b2)

Concatenates the two parameter bytes to form a short value

Parameters:
b1l - the first byte ( high order byte ).
b2 - the second byte ( low order byte ).
Returns:
theShort - the concatenated result

o getShort

public static final short getShort(byte bArray[],
short bOff)

Concatenates two bytes in a byte array to form a short value

Parameters:

bArray - byte array.

bOff - offset within byte array containing first byte (the high order byte).
Returns:

theShort - the concatenated result

o setShort

public static final void setShort(byte bArray([],
short bOff,
short sValue)

Deposits the short value as two successive bytes at the specified offset in the byte array.

Parameters:
bArray - byte array.
bOff - offset within byte array to deposit the first byte (the high order byte).
sValue - the short value to set into array.
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Note:
e If the byte array is persistent, this operation is performed atomically.
See Also:
[getUnusedCommitCapadity

JAll Packages Clasp Hierarchy This Pagkpge Previous Nexi Index | | | |
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package javacardx.framework

Class Index

clicFilg

DedicatedFilE

°
°
o [ElementaryFilE
°
°

ileSyste
o |[LinearFixedFil¢
e |[LinearVariableFile
e [TransparentFile

E_
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Class javacardx.framework.CyclicFile

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx firamework.ElementaryFile |

+----javacardx.framejvork.LinearVariableFile |

+----javacardx.framework.LinearFixedFile

+----javacardx.framework.CyclicFile

public clasCyclicFile
extends$ LinearFixedFjle

Cyclic fixed-length record file. Records are organized as a ring (cyclic structure), with fixed and equal
record size. The number of records in a CyclicFile is defined at file creation time and can not be changed.

Records are numbered in the reverse order as they were inserted into the file. Thus the record inserted last
is record number one.

See Also:
[LinearFixedFil¢] LinearVariableF|le

Constructor Index
o[CyclicFile(short, byte, byte)

Constructor.

Method Index
ofaddRecord(byte[])

Not allowed for cyclic files.
ofaddRecordshort)
Not allowed for cyclic files.
offindRecord(byte, byte, byte, byte)
Find the record.
olgetNewFirstRecord)
Get the next unused record or recycle the oldest record as the new most recent record (record number
1).
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o[getRecordbyte)

Get the record byte array for the specified record.
olincreaseMaxNumRecordgbyte)

Not allowed for cyclic files.

Constructors
o CyclicFile
public CyclicFile(short FID,

byte maxNumRecords,
byte recordLength)

Constructor.

Parameters:
FID - the file’s 16-bit FID
maxNumRecords - the maximum number of records in this file
recordLength - the fixed record length for this file

Methods

o getRecord

public byte[] getRecord(byte recordNum)

Get the record byte array for the specified record. Records are numbered in the reverse order that
they were updated in the file. Record number is in the range from 1 to the number of records in the

file.
Parameters:
recordNum - the record number. The most recently updated record is record number one.
Returns:
record (or null)
Overrides:

in clags LinearVariableFile

o findRecord

public byte findRecord(byte direction,
byte currentRecNumber,
byte firstByte,
byte secondByte)

Find the record. Using the specified direction and current record number as the starting point, find the
record for which first and second byte maficktByte andsecondByte specified in the

parameter. Records are numbered in the reverse order that they were updated in the file. (See Annex
C of ISO 7816-4 for details)
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Parameters:
direction - one of the DIRECTION_xxx constants. see LinearVariableFile
firstByte - if non-0, the record’s first byte must match this value; if 0, any value of the record’s
first byte matches.
secondByte - if non-0, the record’s second byte must match this value; if 0, any value of the
record’s second byte matches.
currentRecNumber - current record number. If O, the current record is undefined.
Returns:
the record number, or O if the record is not found
Overrides:
in clags LinearVariableRile
See Also:
[LinearVariableFilg

o getNewFirstRecord

public byte[] getNewFirstRecord()

Get the next unused record or recycle the oldest record as the new most recent record (record number
1).

Returns:

record, a reference to the next unused record or the oldest record in the file. Its contents must be
updated by the caller.

o increaseMaxNumRecords

public boolean increaseMaxNumRecords(byte number) throws ISOException [ ]

Not allowed for cyclic files.

Throws: [ISOEXxceptio

always throws ISOException.
® |SOException.reason = ISO.SW_FUNC_NOT_SUPPORTED
Overrides:
increaseMaxNumRecords in class LinearVariablg¢File

o addRecord

public void addRecord(byte record[]) throws ISOException [ |

Not allowed for cyclic files.

Throws: [ISOEXxceptio

always throws ISOEXxception.
® |SOException.reason = ISO.SW_FUNC_NOT_SUPPORTED
Overrides:

in clags LinearFixedFile
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o addRecord

public void addRecord(short length) throws ISOException [ |

Not allowed for cyclic files.

Throws: [ISOEXxceptio

always throws ISOEXxception.
® |SOException.reason = ISO.SW_FUNC_NOT_SUPPORTED
Overrides:

in clags LinearFixedFile

Revision 1.0 Final
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Class javacardx.framework.DedicatedFile

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx.framework.DedicatedFile

public clasDedicatedFile

extend§ File

Dedicated file. A DedicatedFile contains zero or more other file objects (DFs and/or EFs).

Variable Index
o[FIND_ANY]

Selection mode parameter used with the findFile method.

o|[FIND _CHILD

Selection mode parameter used with the findFile method.

o[FIND_CHILD_DF]

Selection mode parameter used with the findFile method.

o[FIND_CHILD_EF|

Selection mode parameter used with the findFile method.

Constructor Index
o[DedicatedFilgshort, byte[], byte)

Method Index
ofaddChildFilefFile)

Add (append) a new child file to this DedicatedFile.
offindDedicatedFilgbyte[], short, byte)

Under this DF, find the DF with the specified name.
offindElementaryFile(byte)

Under this DF, find the EF with the specified SFI.
offindFile]byte, short)

According to the findType, find the file with the specified FID.
o[getChildFile{byte)

Get the File object for the specified child file.
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olgetMaxChildFile)

Get the maximum number of child files in this DF.
o[getNamd)

Get the file’s name
olgetNumcChildFiley)

Get the actual number of child files in this DF.
olincreaseMaxChildFilegbyte)

Increase the maximum number of child files in this DF.

Variables
o FIND_ANY

public static final byte FIND_ANY
Selection mode parameter used with the findFile method. See findFile for details

o FIND_CHILD_DF

public static final byte FIND_CHILD_DF
Selection mode parameter used with the findFile method. See findFile for details

o FIND_CHILD_EF

public static final byte FIND_CHILD_EF
Selection mode parameter used with the findFile method. See findFile for details

o FIND_CHILD

public static final byte FIND_CHILD

Selection mode parameter used with the findFile method. See findFile for details

Constructors

o DedicatedFile

public DedicatedFile(short FID,
byte name],
byte maxChildFiles)

Parameters:
FID - the file’s 16-bit FID
name - the name byte array of this file (or null if none)
maxChildFiles - the maximum number of child files for this DF
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Methods

o0 getName

public byte[] getName()
Get the file’'s name

Returns:
name or null if name is absent.

o getMaxChildFiles

public byte getMaxChildFiles()
Get the maximum number of child files in this DF.

Returns:
maxChildFiles

o increaseMaxChildFiles

public boolean increaseMaxChildFiles(byte number)
Increase the maximum number of child files in this DF.

Parameters:

number - increase the maximum number of child files to this number
Returns:

true if the increase was successful, false otherwise

o getNumcChildFiles

public byte getNumcChildFiles()
Get the actual number of child files in this DF.

Returns:
numcChildFiles

o getChildFile

public Filg getChildFile(byte childNum)

Get the File object for the specified child file. Child files are numbered in the order that they were
added to the file.

Parameters:
childNum - the index (first child = 1) of the child file.
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Returns:
the File object (or null)

o findDedicatedFile

public DedlicatedFile findDeflicatedFile(byte data[],
short offset,
byte length)

Under this DF, find the DF with the specified name.

Parameters:
data - a byte array containing the name
offset - byte offset of name in data
length - length of name in data
Returns:
the DF selected or null if the DF is not found

o findElementaryFile

public ElementaryFile findElenentaryFile(byte SFI)

Under this DF, find the EF with the specified SFI.

Parameters:

SFI - the short file identifier
Returns:

the EF selected or null

o findFile
public FilgfindHle(byte findType,

short FID) throws ISOException /1

Revision 1.0 Final

According to the findType, find the file with the specified FID. The FIND_xxx constants allow

different ways to find a file.

FIND_xxx

e FIND_ANY: Among this DF's parent, siblings and direct children, find a File whose FID

matches the given FID

e FIND CHILD_EF: find an ElementaryFile under this DF whose FID matches the given FID
® FIND CHILD DF: find a DedicatedFile under this DF whose FID matches the given FID
e FIND_CHILD: find a child file under this DF whose FID matches the given FID

Parameters:
findType - one of the FIND_xxx constants
FID - the file identifier

Returns:
the File found or null
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o addChildFile
public void addChildFile(File child)[throws ISOException [ |
Add (append) a new child file to this DedicatedFile.

Parameters:
child - the reference to the child file.
Throws:
if action fails.
® |ISOException.reason = FileSystem.SW_FILE_FULL, if the maximum number of child
files for this DF is exceeded.
® |SOException.reason = ISO.SW_CONDITIONS_NOT_SATISFIED, if a condition is not
satisfied for adding a new file under this DF. For example, if the new child file’s FID is not
unique under this DF or if the new child file is a DedicatedFile and its DFname is not
unique under this DF.

[AllPackages Clask Hierarchy This Patkfige Previous Nex{ Index | | | |
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Class javacardx.framework.ElementaryFile

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx.framework.ElementaryFile

public abstract clagslementaryFile

extend§ File

This is the abstract base class for all elementary files (EFs). For simplicity, the SFI of an EF is the last 5
bits of the FID.

Method Index

o[getSFy()
Get this file’s 5-bit SFI.

Methods

0 getSFI
public byte getSFI()

Get this file’s 5-bit SFI. The SFl is the last 5 bits of the FID.

Returns:
SFI

JAll Packages Clasp Hierarchy This Pagkpge Previous Nexi Index | | | |
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Class javacardx.framework.File

liava.lang.Object |
[

+----javacardx.framework.File

public abstract clagsile

extend$ Objeft

This is the abstract base class for all files (DFs and EFs) in an applet’s file systétite Sgstem
class and ISO 7816-4 for additional details.

All files have:

® a FID (16-bit file identifer)
® a parent DF (which is null if the file has no parent)
e external read/write security attributes

Since an explicit security model is not defined in 7816-4, this class defines a simple yet extensible
scheme. Each file has two attributes, one for "external read access" (such as a READ RECORD
command) and one for "external write access" (such as a WRITE BINARY command). In each attribute
the user can set one of the ALLOW_xxx values to specify what conditions must be true in order to allow
that type of access (see tables below).

Table - Access Attributes

Constant Description
ACCESS_READ External read
ACCESS_WRITE External write

Table - Allow Types

Constant Description

ALLOW_ANY Any external access allowed

ALLOW_AUTH1 External access allowed only if Authl flag is true

ALLOW_AUTH2 External access allowed only if Auth2 flag is true

ALLOW_NONE No external access allowed
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For example, ALLOW_ANY for the read attribute means that this file can be read externally at any time.
ALLOW_NONE for the write attribute means that this file can never be written externally.

The two Auth flags are defined in tRdeSystem  class and allow for a certain amount of applet
customization. When a security attribute is set to ALLOW_AUTH1 or ALLOW_AUTH2, the access is
allowed only if the appropriate Auth flags maintained by the FileSystem is true. For example, an applet
may set Authl when a valid PIN is presented. After that point, all files with ALLOW_AUTHL1 in the read
attribute can now be read externally.

Note that this security checking is done programatically and is not enforced by the VM. That is, the
FileSystem.readRecord method will perform read access checking on the accessed file. But
internal applet access to a EF or DF is not checked unless the applet specifically does so, using the
isAllowed  method in this class.

Variable Index
OIACCESS READ

read access attribute
o[ACCESS WRITH]

write access attribute
o/ALLOW ANY |

allow any access
o/ALLOW AUTH1 |

allow access if AUTH1 flag in FileSystem is true
ol[ALLOW AUTH2 |

allow access if AUTH2 flag in FileSystem is true
o/ALLOW NONE |

allow no external access

Method Index

0 )
Get this file's FCI (if any).

olGETFIDY)

Get this file’s 16-bit FID.
0 )

Get the file system object (if any) which this file belongs to

o[getParenj)
Get this file’s parent DF if any.

0 byte)

Get this file's external read or write security.

0 byte)

Check this file’s external read or write security.
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ofsetFCibytel[])
Set this file's FCI.

ofsetSecuritybyte, byte)

Set this file’s external read or write security.

Variables
0 ACCESS_READ

public static final byte ACCESS_READ
read access attribute

0ACCESS_WRITE

public static final byte ACCESS_WRITE
write access attribute

0 ALLOW_ANY

public static final byte ALLOW_ANY
allow any access

O0ALLOW_AUTH1

public static final byte ALLOW_AUTH1
allow access if AUTH1 flag in FileSystem is true

0 ALLOW_AUTH2

public static final byte ALLOW_AUTH2
allow access if AUTH2 flag in FileSystem is true

0 ALLOW_NONE

public static final byte ALLOW_NONE

allow no external access

Methods

o getFID

public short getFID()
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Get this file’s 16-bit FID.

Returns:
FID

o getParent

public DedlicatedFile getPargnt()

Get this file’s parent DF if any.

Returns:
parent DF (or null)

o getFCl
public byte[] getFCI()

Get this file’s FCI (if any).

Returns:
the FCI byte array (or null)

o setFCl

public void setFCl(byte FCI[])
Set this file’s FCI.

Parameters:
FCI - the byte array containing the FCI

0 getSecurity

public byte getSecurity(byte access)
Get this file’s external read or write security.

Parameters:

access - ACCESS_READ or ACCESS_WRITE
Returns:

one of the ALLOW_xxx constants

0 setSecurity

public void setSecurity(byte access,
byte allow)

Set this file’s external read or write security.
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Parameters:
access - ACCESS_READ or ACCESS_WRITE
allow - one of the ALLOW_xxx constants

0 getFileSystem
public FileSystem getFileSystem()

Get the file system object (if any) which this file belongs to

Returns:
the filesystem object or null if this file is not attached to a file system

o isAllowed

public boolean isAllowed(byte access)

Check this file's external read or write security. This method always returns true for ALLOW_ANY
and false for ALLOW_NONE. For ALLOW_AUTHDN, it returns the state of the Auth flag maintained
in theFileSystem  class.

Parameters:

access - ACCESS_READ or ACCESS_WRITE
Returns:

true if the specified access is allowed, false otherwise

JAll Packages Clasp Hierarchy This Pagkpge Previous Nexi Index | | | |
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Class javacardx.framework.FileSystem

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx firamework.DedicatedFile

+----javacardx.framework.FileSystem

public clasg-ileSystem

extend$ DedicatedFjle

FileSystem is a subclass of DedicatedFile and it is the "root" DF of the applet. It contains several kinds of
methods:

® get and set state values: Authl and Auth2 flags and current DF, EF, and record
o find files via name or FID
® handle ISO 7618-4 file-oriented APDUs

Current DF, EF and record number are updated through their setXXX methods and explicit and implicit

file selection as defined in ISO 7816. If the current DF is updated, the current EF and the current record
number are reset to null and 0 respectively. If the current EF is updated, the current record number is reset
to 0 and the current DF points to the parent of the current EF.

Constructor Index
o[FileSystenjbyte)

Constructs an instance of an ISO 7816-4 file system.

Method Index

ofappendRecor§APDU)

Handles APPEND RECORD command APDU as specified by ISO 7816-4.
oleraseBinarf APDU)

Handles ERASE BINARY command APDU as specified by ISO 7816-4.
o[getAuthFlag(byte)

Get authorization flag.
olgetCurrentDedicatedFIlq)

Get current DF.
olgetCurrentElementaryFile|()

Get current EF.
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olgetCurrentRecNum()
Get current record number.
o[getDat§ APDU)
Handles GET DATA command APDU as specified by ISO 7816-4.

o[proces§APDU)
Handles FileSystem APDUs as specified by ISO 7816-4.

o[putData APDU)
Handles PUT DATA command APDU as specified by ISO 7816-4.

ofreadBinary(APDU)
Handles READ BINARY command APDU as specified by ISO 7816-4.

ofreadRecor APDU)

Handles READ RECORD command APDU as specified by ISO 7816-4.
ofrese{)

Reset the FileSystem internal state.

ofselecfAPDU)
Handles SELECT command APDU as specified by ISO 7816-4.

olselectFildFile)

Make the specified file the current DF or the current EF.
o[setAuthFlagbyte, boolean)

Set authorization flag.
olsetCurrentDedicatedFilgDedicatedFile)

Set current DF.
o[setCurrentElementaryFilg(ElementaryFile)

Set current EF.
olsetCurrentRecNumybyte)

Set the current record number.

0 APDU)
Handles UPDATE BINARY command APDU as specified by ISO 7816-4.

ofupdateRecord APDU)
Handles UPDATE RECORD command APDU as specified by ISO 7816-4.

ofwriteBinary (APDU)
Handles WRITE BINARY command APDU as specified by ISO 7816-4.

ofwriteRecord(APDU)
Handles WRITE RECORD command APDU as specified by ISO 7816-4.

Constructors

o FileSystem

public FileSystem(byte maxChildFiles)
Constructs an instance of an ISO 7816-4 file system.

Parameters:
maxChildFiles - the maximum number of child files for this DF
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Methods

oreset

public void reset()

Reset the FileSystem internal state. This method resets currentDedicatedFile, currentElementaryFile,
currentRecordNumber and authorizationFlags to their initial values.

e currentDedicatedFile = this (FileSystem object itself)

e currentElementaryFile = null

e currentRecordNumber = 0 ( has no meaning in the context).

® authorizationFlags = false

o getCurrentDedicatedFile

public DedlicatedFile getCurfentDedicatedFile()

Get current DF.

Returns:
the current DF

o setCurrentDedicatedFile

public void setCurrentDedicatedFile(DedicatedFil¢ DF) |

Set current DF.

Parameters:
DF - set the current DedicatedFile to this DF

o getCurrentElementaryFile

public ElementaryFile getCurfentElementaryFile()

Get current EF.

Returns:
the current EF

o setCurrentElementaryFile

public void setCurrentElementaryFile(ElementaryF|le EF) ]

Set current EF.

Parameters:
EF - set the current ElementaryFile to this EF
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o getCurrentRecNum

public byte getCurrentRecNum()
Get current record number.

Returns:
the current record number

o setCurrentRecNum

public void setCurrentRecNum(byte recNum)
Set the current record number.

Parameters:
recNum - set the current record number to recNum

o getAuthFlag

public boolean getAuthFlag(byte number)
Get authorization flag.

Parameters:

number - the number (1 or 2) of the authorization flag
Returns:

the value of the authorization flag

o setAuthFlag

public void setAuthFlag(byte number,
boolean value)

Set authorization flag.

Parameters:
number - the number (1 or 2) of the authorization flag
value - the value of the authorization flag

o selectFile

public void selectFile(File file) [__|
Make the specified file the current DF or the current EF.

Parameters:
file - the file reference
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O process

public boolean process(APDU dpdu) fhrows ISOExceptipn ]

Handles FileSystem APDUs as specified by ISO 7816-4. This method simply dispatches to other
methods in this class based on the INS in the APDU.

Parameters:
apdu - the APDU object

Returns:
true if this method can handle the apdu with normal completion, or false if this method can not
handle the APDU (i.e can not recoganize INS in the APDU)

Throws: [ISOExceptio
with the resulting SW (other than 0x9000) as defined in ISO 7816

o select

public void select(APDU abdu) throws ISOExceptign_____ ]
Handles SELECT command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object
Throws: |[ISOExceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

oreadBinary
protected void readBinary(APDU apdu) tHrows ISOExceptiof |
Handles READ BINARY command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws: [ISOExceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o writeBinary
protected void writeBinary(APDU apdu) thrbws ISOException[ 1]
Handles WRITE BINARY command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws:

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816
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0 updateBinary
protected void updateBinary(APDU apfiu) thfows ISOExceptio] |
Handles UPDATE BINARY command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws: [ISOEXxceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o eraseBinary

protected void eraseBinary(APDU apu) thfows ISOExceptioh ]
Handles ERASE BINARY command APDU as specified by 1ISO 7816-4.

Parameters:
apdu - the APDU object

Throws:

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o readRecord
protected void readRecord(APDU apdu) throws ISOExceptidn____ ]
Handles READ RECORD command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws: [ISOEXxceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o writeRecord
protected void writeRecord(APDU apfu) thfows ISOExceptiof |
Handles WRITE RECORD command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object
Throws: [ISOEXxceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816
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o updateRecord

protected void updateRecord(APDU agjdu) throws ISOExceptioh |
Handles UPDATE RECORD command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws: [ISOEXxceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o appendRecord

protected void appendRecord(APDU apdu) fhrows ISOExceptign__—— ]
Handles APPEND RECORD command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws:

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o getData
protected void getData(APDU apdu) jhrows ISOExceptign |

Handles GET DATA command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object

Throws: [ISOEXxceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816

o putData
protected void putData(APDU apdu) throws ISOExceptign____ |
Handles PUT DATA command APDU as specified by ISO 7816-4.

Parameters:
apdu - the APDU object
Throws: [ISOEXxceptio

If a problem is encountered, throws ISOException with the resulting SW (other than 0x9000) as
defined in ISO 7816
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Class javacardx.framework.LinearFixedFile

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx firamework.ElementaryFile |

+----javacardx.framejvork.LinearVariableFile |

+----javacardx.framework.LinearFixedFile

public clasd.inearFixedFile
extends LinearVariableF|le

Linear fixed-length record files.

Constructor Index

o|LinearFixedFile(short, byte, byte)
Constructor.

Method Index

ofaddRecord(byte[])
Add (append) a new record to the file.

ofaddRecordshort)
Add (append) a new record to the file.

Constructors

o LinearFixedFile

public LinearFixedFile(short FID,
byte maxNumRecords,
byte recordLength)

Constructor.

Parameters:
FID - the file’s 16-bit FID
maxNumRecords - the maximum number of records in this file
recordLength - the fixed record length for this file
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Methods

o addRecord

public void addRecord(byte record[]) throws ISOException [ |

Add (append) a new record to the file. Note that the record reference is stored in the file object. A
copy of the record byte array is not made.

Parameters:
record - the record byte array

Throws: [ISOEXxceptio
if record length is wrong or this file is full.

® |SOException.reason = 1ISO.SW_WRONG_LENGTH

® |SOException.reason = ISO.SW_FILE_FULL
Overrides:

addRecord in clasgs LinearVariablelrile

o addRecord

public void addRecord(short length) throws ISOException [ |

Add (append) a new record to the file. This creates a new record byte array.

Parameters:

length - the size of the new record byte array to be added
Throws:
if record length is wrong or this file is full.
® |SOException.reason = ISO.SW_WRONG_LENGTH

® |SOException.reason = ISO.SW_FILE_FULL
Overrides:

addRecord in clags LinearVariablefile

|All Packages Clasp Hierarchy This Pagkfge Previous Nex{ Index | | | |

-08 -



© 1997 Sun Microsystems, Inc. Java Card 2.0 API Revision 1.0 Final

|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacardx.framework.LinearVariableFile

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx firamework.ElementaryFile |

+----javacardx.framework.LinearVariableFile

public clasd.inearVariableFile

extend$ ElementaryFjle

This is the class for all linear variable-length record files, and the base class for linear variable-fixed and
cyclic record files.

Variable Index
0|DIRECTION FIRST|

Direction mode parameter used with findRecord method.

o[DIRECTION_LAST |

Direction mode parameter used with findRecord method.
o[DIRECTION NEXT |
Direction mode parameter used with findRecord method.

o[DIRECTION_PREV]

Direction mode parameter used with findRecord method.

Constructor Index

olLinearVariableFile [short, byte)
Constructor.

Method Index

ofaddRecordbytel])
Add (append) a new record to the file.

0 short)
Add (append) a new record to the file.

olfindRecord(byte, byte, byte, byte)

Find the record.
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olgetMaxNumRecordg)

Get the maximum number of records in this file.
olgetNumRecord§)

Get the actual number of records in this file.

olgetRecordbyte)

Get the record byte array for the specified record number.

olincreaseMaxNumRecordgbyte)
Increase the maximum number of records in this file.

Variables
0 DIRECTION_FIRST

public static final byte DIRECTION_FIRST

Revision 1.0 Final

Direction mode parameter used with findRecord method. See findRecord for more details

0 DIRECTION_LAST

public static final byte DIRECTION_LAST

Direction mode parameter used with findRecord method. See findRecord for more details

0 DIRECTION_NEXT

public static final byte DIRECTION_NEXT

Direction mode parameter used with findRecord method. See findRecord for more details

0 DIRECTION_PREV

public static final byte DIRECTION_PREV

Direction mode parameter used with findRecord method. See findRecord for more details

Constructors

o LinearVariableFile

public LinearVariableFile(short FID,
byte maxNumRecords)

Constructor.

Parameters:
FID - the file's 16-bit FID

maxNumRecords - the maximum number of records in this file
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Methods

o getMaxNumRecords

public byte getMaxNumRecords()
Get the maximum number of records in this file.

Returns:
maxNumRecords

o increaseMaxNumRecords

public boolean increaseMaxNumRecords(byte number)
Increase the maximum number of records in this file.

Parameters:

number - increase the maximum number of records to this number
Returns:

true if the increase was successful, false otherwise
o getNumRecords
public byte getNumRecords()
Get the actual number of records in this file.

Returns:
numRecords

o addRecord

public void addRecord(byte record[]) throws ISOException [ |

Add (append) a new record to the file. Note that the record reference is stored in the file object. A
copy of the record byte array is not made.

Parameters:
record - the record byte array

Throws: [ISOEXceptio
if the file is full.

® |SOException.reason = ISO.SW_FILE_FULL

o addRecord

public void addRecord(short length) throws ISOException [ |

Add (append) a new record to the file. This creates a new record byte array and sets the array value to
0s.
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Parameters:
length - the size of the new record byte array to be added

Throws: |[ISOEXxceptio
if the file is full.

® |SOException.reason = ISO.SW_FILE_FULL

o getRecord

public byte[] getRecord(byte recordNum)

Get the record byte array for the specified record number. This is a reference to the actual file data,
not a copy of the file data. Records are in the order that they were added to the file. Record number is
in the range from 1 to the number of records in the file

Parameters:

recordNum - the index (first record = 1) of the record.
Returns:

record or null if the record is not found

o findRecord

public byte findRecord(byte direction,
byte currentRecNumber,
byte firstByte,
byte secondByte)

Find the record. Using the specified direction and current record number as the starting point, find the
record for which first and second byte maficstByte andsecondByte specified in the

parameter . Records are numbered in the order that they were added to the file. (See Annex C of ISO
7816-4 for details)

DIRECTION_xxx constants.

DIRECTION_FIRST: Start at the first record in file
DIRECTION_LAST: Start at the last record in file
DIRECTION_NEXT: Start at the current record and move forward
DIRECTION_PREV: Start at the current record and move backward

Parameters:
direction - one of the DIRECTION_xxx constants.
firstByte - if non-0, the record’s first byte must match this value; if 0, any value of the record’s
first byte matches.
secondByte - if non-0, the record’s second byte must match this value; if O, any value of the
record’s second byte matches.
currentRecNumber - current record number. If 0, the current record is undefined.
Returns:
the record number, or O if the record is not found
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Class javacardx.framework.TransparentFile

liava.lang.Object |
[

+----javafardx.framework.File |

+----javacardx firamework.ElementaryFile |

+----javacardx.framework.TransparentFile

public classTransparentFile

extend$ ElementaryFjle

This is the class for all transparent files. Data is stored in the file as a sequence of data units.

Constructor Index

o[TransparentFile{short, byte[])

Constructor, with data byte array specified.
o[TransparentFilefshort, short)

Constructor, with data byte array size specified.

Method Index
o[getDatd)

Gets the byte array containing the data for this file.

Constructors

o TransparentFile

public TransparentFile(short FID,
byte datal])

Constructor, with data byte array specified. Note that the data reference is stored in the file object. A
copy of the data byte array is not made.

Parameters:
FID - the file's 16-bit FID
data - the data byte array of this file
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o TransparentFile

public TransparentFile(short FID,
short length)

Constructor, with data byte array size specified. This creates a new data byte arra and set the array
value to Os.

Parameters:
FID - the file's 16-bit FID
length - the length of the data byte array

Methods

o getData

public byte[] getData()

Gets the byte array containing the data for this file. This is a reference to the actual file data, not a
copy of the file data.

Returns:
data stored in the file

|All Packages Clask Hierarchy This Pagkfge Previous Next Index | | | |

-105 -



© 1997 Sun Microsystems, Inc. Java Card 2.0 API

|All Packages Clask Hierarchy Index | |

Revision 1.0 Final

package javacardx.crypto

Class Index

symKey
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rivateKe

ublicKe

e [RSA CRT PrivateKgy
® [RSA PrivateKey

e [RSA PublicKey

e |RandomData
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o mKey

| HIRI= =0
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Exception Index

® [CryptoExceptioh
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Class javacardx.crypto.AsymKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

+----javacardx.crypto.AsymKey

public abstract clasdsymKey
extend§ Kely

The AsymKey class is the base class for keys used in asymmetric algorithms.

Constructor Index
o[AsymKey(short)

Constructs an asymmetric key with a specific bit length

Method Index

o[getBitCength))
Gets the length of the key in bits.
o[isSupportedLengtishort)

Reports if the implementation supports the requested key length (length in bits).

Constructors
0 AsymKey

public AsymKey(short length)
Constructs an asymmetric key with a specific bit length

Parameters:
length - the length of the key in bits

Methods

o getBitLength

public final short getBitLength()
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Gets the length of the key in bits.

Returns:
the length of the key in bits

0 isSupportedLength

public static boolean isSupportedLength(short length)
Reports if the implementation supports the requested key length (length in bits).

Parameters:
length - the length of bits that is being requested.

|All Packages Clask Hierarchy This Pagkfige Previous Next Index | | | |
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Class javacardx.crypto.CryptoException

liava.lang.Object |
[

+----javallang.Throwable

+----java.lang.[xception |

+----java.lang.RuntinjeException |

+----javacardx.crypto.CryptoException

public clas<CryptoException
extend$ RuntimeExceptipn

CryptoException represents a cryptography-related exception.

Table CryptoException

Reason Description

GENERAL general cryptographic exception
MD_GEN message digest generation failed
UNINIT_KEY use of uninitialized key
INVALID_PARAM invalid parameter passed to a method
ENC_NOT_SUPPORTED encryption is not supported

Variable Index

ENC NOT_SUPPORTED

(0]

o[GENERAL]
o[[NVALID_PARAM ]
(0]

(0]

[MD_GEN|
[ONINIT_KEY
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Constructor Index

o[CryptoException[short)
Constructs a CryptoException with the specified reason.

Variables
0 GENERAL

public static final short GENERAL
oMD_GEN

public static final short MD_GEN

o0 UNINIT_KEY

public static final short UNINIT_KEY

o0 INVALID_PARAM

public static final short INVALID_PARAM
0 ENC_NOT_SUPPORTED

public static final short ENC_NOT_SUPPORTED

Constructors
o CryptoException

public CryptoException(short reason)
Constructs a CryptoException with the specified reason.

Parameters:
reason - the reason for the exception.

[AT Packages _ClasE Hierarchy _This Patkhge Previous Nexf Index | | ] | |
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Class javacardx.crypto.DES3_ Key

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.SymKey

I
+----javacardx.crypto.DES3_Key

public clasdDES3 Key
extend§ SymKdy

DES3_Key contains an 16 byte key for triple DES operations in either ECB or CBC mode.

DES operates on a block size of 8 bytes and all input parameters to these methods are expected to be
multiples of 8 bytes. In each case the caller is responisble for padding the input.

Note: this class does not implement encryption functionality.

See Also:
DES Key, DES_EncKey, DES3_EncKey

Constructor Index

o|DES3 Key)
Creates a key for triple DES operation with a block size of 8 bytes and a key length of 16 bytes.

Method Index

o[decryptCBCJbyte[], short, short, byte[], short)
Decrypts data using triple DES in CBC mode.

oldecryptECBJbyte[], short, short, byte[], short)
Decrypts data using triple DES in ECB mode.

o[generateMAQ(byte[], short, short, byte[], short, byte)
Generates a MAC using triple DES decryption in CBC mode.

olverifyMAC |byte[], short, byte, byte[], short, short)
Verifies a MAC on signed data using triple DES decryption in CBC mode.
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Constructors
0 DES3_Key

public DES3_Key()

Creates a key for triple DES operation with a block size of 8 bytes and a key length of 16 bytes.

Methods

o decryptECB

public void decryptECB(byte inBuff[],
short inOffset,
short inLength,
byte outBuUff[],
short outOffset)

Decrypts data using triple DES in ECB mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin decryption
inLength - the length to decrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:
decryptECB in clads SymKpy
o decryptCBC

public void decryptCBC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff[],
short outOffset)

Decrypts data using triple DES in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin decryption
inLength - the length to decrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:

in clads SymKpy
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o0 generateMAC

public void generateMAC(byte inBuff(],
short inOffset,
short inLength,
byte outBuff],
short outOffset,
byte length)

Generates a MAC using triple DES decryption in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin MAC generation
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer
outLength - the length of the MAC to generate

Overrides:
in clags SymKey
o verifyMAC

public boolean verifyMAC(byte macBuffer([],
short macOffset,
byte macLength,
byte inData[],
short inOffset,
short inLength)

Verifies a MAC on signed data using triple DES decryption in CBC mode.

Parameters:
macBuffer - the buffer containing the MAC to verify.
macOffset - the offset into the MAC buffer
macLength - the length of the MAC
inData - the buffer containing the input data.
inOffset - the offset into the input data buffer
inLength - the length of the input data buffer
Returns:
true if the data if the given MAC is verified, false otherwise.
Overrides:

in clasd SymKey

[AT Packages_ClasE Hierarchy _This Patkhge Previous Nexf Index | | ] | |
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Class javacardx.crypto.DES_Key

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.SymKey

I
+----javacardx.crypto.DES_Key

public clasDES Key
extend§ SymKey

DES_Key contains an 8 byte key for single DES operations in either ECB or CBC mode.

DES operates on a block size of 8 bytes and all input parameters to these methods are expected to be
multiples of 8 bytes. In each case the caller is responisble for padding the input.

Note: this class does not implement encryption functionality.

See Also:

DES3 Key, DES_EncKey, DES3_EncKey

Constructor Index

oDES KeY)
Creates a key for single DES operation with a block size of 8 bytes and a key length of 8 bytes.

Method Index

o[decryptCBCJbyte[], short, short, byte[], short)
Decrypts data using single DES in CBC mode.

oldecryptECBJbyte[], short, short, byte[], short)
Decrypts data using single DES in ECB mode.

o[generateMAQ(byte[], short, short, byte[], short, byte)
Generates a MAC using single DES decryption in CBC mode.

olverifyMAC |byte[], short, byte, byte[], short, short)
Verifies a MAC on signed data using single DES decryption in CBC mode.
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Constructors
o0 DES_Key

public DES_Key()

Creates a key for single DES operation with a block size of 8 bytes and a key length of 8 bytes.

Methods

o decryptECB

public void decryptECB(byte inBuff[],
short inOffset,
short inLength,
byte outBuUff[],
short outOffset)

Decrypts data using single DES in ECB mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin decryption
inLength - the length to decrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:
decryptECB in clads SymKpy
o decryptCBC

public void decryptCBC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff[],
short outOffset)

Decrypts data using single DES in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin decryption
inLength - the length to decrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:

in clads SymKpy
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o0 generateMAC

public void generateMAC(byte inBuff(],
short inOffset,
short inLength,
byte outBuff],
short outOffset,
byte length)

Generates a MAC using single DES decryption in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer
outLength - the length of the MAC to generate

Overrides:
in clags SymKey
o verifyMAC

public boolean verifyMAC(byte macBuffer([],
short macOffset,
byte macLength,
byte inData[],
short inOffset,
short inLength)

Verifies a MAC on signed data using single DES decryption in CBC mode.

Parameters:
macBuffer - the buffer containing the MAC to verify.
macOffset - the offset into the MAC buffer
macLength - the length of the MAC
inData - the buffer containing the input data.
inOffset - the offset into the input data buffer
inLength - the length of the input data buffer
Returns:
true if the data if the given MAC is verified, false otherwise.
Overrides:

in clasd SymKey

[AT Packages_ClasE Hierarchy _This Patkhge Previous Nexf Index | | ] | |
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Class javacardx.crypto.Key

liava.lang.Object |
[

+----javacardx.crypto.Key

public abstract clagsey

extend$ Objeft

The Key class is the base class for keys.

Constructor Index
o[Key)

Constructs a key.

Method Index
o[clearKey()

Clears the key and sets its initialized state to false.
ofisInitializedy)

Reports the initialized state of the key.
Constructors
0 Key

public Key()

Constructs a key.

Methods

oislnitialized

public boolean islInitialized()

Reports the initialized state of the key. Keys must be initialized before being used.

Returns:
true if the key has been initialized.
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o clearKey

public void clearKey()

Clears the key and sets its initialized state to false.

|All Packages Clask Hierarchy This Pagkfge Previous Next Index | | | |
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Class javacardx.crypto.MessageDigest

liava.lang.Object |
[

+----javacardx.crypto.MessageDigest

public classMessageDigest

extend§ Objeft

The MessageDigest class is the base class for hashing algorthims.

Constructor Index
o[MessageDige¥short, short)

Creates a message digest with a given block size and hash result size.

Method Index
o[blockSiz¢)

Gets the block size in bytes.
olgenerateDigedtbyte[], short, short, byte[], short)

generates a hash of the input data.
olhashSiz§)

Gets the hash size in bytes.

Constructors

0 MessageDigest

public MessageDigest(short blockSize,
short hashSize)

Creates a message digest with a given block size and hash result size.

Parameters:
blockSize - the size in bytes of the blocks processed
hashSize - the size in bytes of the resulting hash value
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Methods

o blockSize

public short blockSize()
Gets the block size in bytes.

Returns:
the block size in bytes

o hashSize

public short hashSize()
Gets the hash size in bytes.

Returns:
the hash size in bytes

o generateDigest

public void generateDigest(byte inBuff[],
short inOffset,
short inLength,
byte outBuUfff],
short outOffset)

generates a hash of the input data.

Parameters:
inBuff - the input buffer of data to be hashed

inOffset - the offset into the input buffer at which to begin hash generation

inLength - the length to hash

outBuff - the output buffer, may be the same as the input buffer

Revision 1.0 Final

outOffset - the offset into the output buffer where the resulting hash value begins

|All Packages Clasp Hierarchy This Pagkfge Previous Nexf Index
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Class javacardx.crypto.PrivateKey

liava.lang.Object |
[

+----javafardx.crypto.Key |

I
+----javacardx fcrypto.AsymKey |

+----javacardx.crypto.PrivateKey

public abstract clad8rivateKey

extend$ AsymKdy

The PrivateKey class is the base class for private keys used in asymmetric algorithms.

Constructor Index
o[PrivateKey|short)

Creates a private key with a specific bit length.

Method Index

o[sigri(byte[], short, short, byte[], short)
Signs data using this key.

Constructors

o PrivateKey

public PrivateKey(short length)
Creates a private key with a specific bit length.

Parameters:
length - the length in bits

Methods

o sign
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public abstract void sign(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Signs data using this key.

Parameters:
inBuff - the input buffer containing data to be signed
inOffset - the offset into the input buffer
inLength - the length
outBuff - the output buffer, may be the same as the input buffer; contains the resulting signature
outOffset - the offset into the output buffer

[AlTPackages ClasE Hierarchy This Patkfige Previous Nexf Index | [ 1 1 |
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Class javacardx.crypto.PublicKey

liava.lang.Object |
[

+----javafardx.crypto.Key |

I
+----javacardx fcrypto.AsymKey |

+----javacardx.crypto.PublicKey

public abstract clag3ublicKey
extend§ AsymKay

The PublicKey class is the base class for public keys used in asymmetric algorithms.

Constructor Index
o[PublicKey{short)

Creates a public key with a specific bit length.

Method Index

o|verify[byte[], short, short, byte[], short, short)
Verifies signed data using this key.

Constructors
o PublicKey

public PublicKey(short length)
Creates a public key with a specific bit length.

Parameters:
length - the length in bits

Methods

o verify
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public abstract boolean verify(byte msgDigest[],
short msgOffset,
short msgLength,
byte signedData[],
short signOffset,
short signLength)

Verifies signed data using this key.

Parameters:
msgDigest - the buffer containing the hash result.
msgOffset - the offset into the hash result buffer
msgLength - the length of the hash
signedData - the buffer containing the signed data.
signOffset - the offset into the signed data buffer
signLength - the of the signed data buffer

Returns:
true if the data is properly signed.

|All Packages Clasp Hierarchy This Pagkfge Previous Nexf Index | | | |
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Class javacardx.crypto.RSA CRT_PrivateKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.AsymKey |

+----javacardx.cryptd.PrivateKey |

I
+----javacardx.crypto.RSA_CRT_PrivateKey

public classRSA CRT_PrivateKey
extend§ PrivateKey

The RSA_CRT_PrivateKey class is used to sign data using the RSA algorithm in its Chinese Remainder
Theorem form.

Let S=md modn, wherem s the data to be signedijs the private key exponent, ands private key
modulus composed of two prime numbp@ndg. The following names are used in the setter methods in
this class:

P, the prime factgp
Q, the prime factog.
PQ =p! modq
DP1 =dmod - 1)
DQ1=dmod @-1)

See Also:
RSA_Key

Constructor Index

0[RSA _CRT PrivateKeyshort)
Constructs a key with a specific bit length

Method Index
ofisInitializedy)

Reports the initialized state of the key.

o[setDPbyte[], short, short)

Sets the value of the DP1 parameter.
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o[setDQXbyte[], short, short)
Sets the value of the DQ1 key.

ofsetAbyte[], short, short)

Sets the value of the P parameter.

o[setPq(byte[], short, short)

Sets the value of the PQ parameter.

ofsetQbyte[], short, short)

Sets the value of the Q parameter.

o[sigr{byte[l, short, short, byte[], short)
Signs data using this key.

Constructors
0 RSA_CRT_PrivateKey
public RSA_CRT_PrivateKey(short length)

Constructs a key with a specific bit length

Parameters:
length - the length of the key in bits

Methods

oislnitialized

public boolean isInitialized()

Reports the initialized state of the key. All five CRT parameter must be initialized before the key can
be used.

Returns:
true if the key has been initialized.
Overrides:

in clasE Kdy
osetP
public void setP(byte buffer][],

short offset,
short length)

Sets the value of the P parameter.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the parameter value begins
length - the length of the parameter
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osetQ

public void setQ(byte buffer([],
short offset,
short length)

Sets the value of the Q parameter.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the parameter value begins
length - the length of the parameter

o setDP1

public void setDP1(byte buffer],
short offset,
short length)

Sets the value of the DP1 parameter.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the parameter value begins
length - the length of the parameter

osetDQ1

public void setDQ1(byte buffer[],
short offset,
short length)

Sets the value of the DQ1 key.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the parameter value begins
length - the length of the parameter

o setPQ

public void setPQ(byte buffer([],
short offset,
short length)

Sets the value of the PQ parameter.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the parameter value begins
length - the length of the parameter
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0 sign

public void sign(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Signs data using this key.

Parameters:
inBuff - the input buffer containing data to be signed
inOffset - the offset into the input buffer
inLength - the length
outBuff - the output buffer, may be the same as the input buffer; contains the resulting signature
outOffset - the offset into the output buffer
Overrides:

in clas§ PrivateKpy

|All Packages Clask Hierarchy This Pagkfge Previous Nexf Index | | | |
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Class javacardx.crypto.RSA_PrivateKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.AsymKey |

+----javacardx.cryptd.PrivateKey |

I
+----javacardx.crypto.RSA_PrivateKey

public classRSA _PrivateKey
extend§ PrivateKey

The RSA_PrivateKey class is used to sign data using the RSA algorithm in its modulus/exponent form.

See Also:
[RSA PublicKey| RSA CRT PrivateKley

Constructor Index

o|[RSA PrivateKey[short)
Constructs a key with a specific bit length

Method Index
ofisInitializedy)

Reports the initialized state of the key.

ofsetExponenfbyte[], short, short)

Sets the exponent value of the key.

o[setModulugbyte[], short, short)

Sets the modulus value of the key.

o[sigr{byte[], short, short, byte[], short)
Signs data using this key.

Constructors
0 RSA_PrivateKey

public RSA_PrivateKey(short length)
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Constructs a key with a specific bit length

Parameters:
length - the length of the key in bits

Methods

oislnitialized

public boolean islInitialized()

Reports the initialized state of the key. All five CRT parameter must be initialized before the key can
be used.

Returns:
true if the key has been initialized.
Overrides:

isinitialized in clasf Kay
o setModulus

public void setModulus(byte bufferf],
short offset,
short length)

Sets the modulus value of the key. When both the modulus and exponent are set the key is initialized
and ready for use.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which modulus value begins
length - the length of the modulus

0 setExponent

public void setExponent(byte bufferf[],
short offset,
short length)

Sets the exponent value of the key. When both the modulus and exponent are set the key is initialized
and ready for use.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the exponent value begins
length - the length of the exponent

0 sign
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public void sign(byte inBuff[],
short inOffset,
short inLength,
byte outBuff[],
short outOffset)

Signs data using this key.

Parameters:
inBuff - the input buffer containing data to be signed
inOffset - the offset into the input buffer
inLength - the length
outBuff - the output buffer, may be the same as the input buffer; contains the resulting signature
outOffset - the offset into the output buffer
Overrides:

in clasf PrivateKpy

|All Packages Clask Hierarchy This Pagkfge Previous Nexf Index | | | |
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Class javacardx.crypto.RSA PublicKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.AsymKey |

I
+----javacardx.cryptd.PublicKey |

I
+----javacardx.crypto.RSA_PublicKey

public classRSA PublicKey
extend§ PublicKdy

The RSA_PublicKey is used to verify signatures on signed data using the RSA algorithm in its

modulus/exponent form.

See Also:
RSA_CRT_Key

Constructor Index
o[RSA PublicKeyshort)

Creates an empty key with a specific bit length.

Method Index
ofisInitializedy)

Reports the initialized state of the key.

olsetExponenfbyte[], short, short)

Sets the exponent value of the key.

o[setModulugbyte[], short, short)

Sets the modulus value of the key.

ol[verify[byte[], short, short, byte[], short, short)
Verifies signed data using this key.

Constructors
0 RSA_PublicKey
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public RSA_PublicKey(short length)
Creates an empty key with a specific bit length.

Parameters:
length - the length in bits

Methods

oislnitialized

public boolean islnitialized()

Reports the initialized state of the key. Both the modulus and exponent must be initialized before the
key can be used.

Returns:
true if the key has been initialized.
Overrides:

isinitialized in clasf Kay

o setModulus

public void setModulus(byte buffer[],
short offset,
short length)

Sets the modulus value of the key. When both the modulus and exponent are set the key is initialized
and ready for use.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which modulus value begins
length - the length of the modulus

0 setExponent

public void setExponent(byte buffer][],
short offset,
short length)

Sets the exponent value of the key. When both the modulus and exponent are set the key is initialized
and ready for use.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer at which the exponent value begins
length - the length of the exponent
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o verify

public boolean verify(byte msgDigest[],
short msgOffset,
short msgLength,
byte signedDatay[],
short signOffset,
short signLength)

Verifies signed data using this key.

Parameters:
msgDigest - the buffer containing the hash result.
msgOffset - the offset into the hash result buffer
msgLength - the length of the hash
signedData - the buffer containing the signed data.
signOffset - the offset into the signed data buffer
signLength - the of the signed data buffer

Returns:
true if the data is properly signed.

Overrides:

in clas$ PublicKdy

[AT Packages_ClasE Hierarchy _This Patkhge Previous Nexf Index | | ] | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacardx.crypto.RandomData

liava.lang.Object |
[

+----javacardx.crypto.RandombData

public classRandomData

extend$ Objeft

The RandomData class provides a source of (psuedo) randomness.

Constructor Index
o[RandomDatq)

Method Index
olgenerateDat¥byte[], short, short)

Generates random data.

o[setSeefbyte[], short, short)

Seeds the random data generator.

Constructors

o RandomData

public RandomData()

Methods

0 generateData

public static void generateData(byte buffer(],
short offset,
short length)

Generates random data.

Parameters:
buffer - the output buffer
offset - the offset into the output buffer
length - the length of random data to generate
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o setSeed

public static void setSeed(byte buffer(],
short offset,
short length)

Seeds the random data generator.

Parameters:
buffer - the input buffer
offset - the offset into the input buffer
length - the length of the seed data

Revision 1.0 Final

|All Packages Clasp Hierarchy This Pagkfge Previous Nex{ Index
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Class javacardx.crypto.ShalMessageDigest

liava.lang.Object |
[

+----javagardx.crypto.MessageDigest |

+----javacardx.crypto.ShalMessageDigest

public classShalMessageDigest
extend§ MessageDigpst

The ShalMessageDigest class implements the SHA1 algorithm.

Constructor Index

ol[ShalMessageDigebt
Creates a ShalMessageDigest object with a block size of 64 bytes and a resulting hash value size of
20 bytes.

Method Index

olgenerateDigedtoyte[], short, short, byte[], short)
generates a hash of the input data using the SHA1 algorithm.

Constructors
0 ShalMessageDigest

public ShalMessageDigest()

Creates a ShalMessageDigest object with a block size of 64 bytes and a resulting hash value size of
20 bytes.

Methods

0 generateDigest

public void generateDigest(byte inBuff[],
short inOffset,
short inLength,
byte outBuUfff],
short outOffset)
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generates a hash of the input data using the SHA1 algorithm.

Parameters:
inBuff - the input buffer of data to be hashed
inOffset - the offset into the input buffer at which to begin hash generation
inLength - the length to hash
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer where the resulting hash value begins
Overrides:

[generateDigekt in clafs MessageDgest

Al Packages Clask Hierarchy This Pagkpge Previous Nexf Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacardx.crypto.SymKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

+----javacardx.crypto.SymKey

public abstract clasSymKey
extend§ Kely

The SymKey class is the base class for keys used in symetric alogrightms (e.g. DES). A key in this class
supports two modes of operation, ECB and CBC, and can be used to generate and verify MACs as well as
decrypt and optionally encrypt.

Constructor Index
o[SymKeyshort, short)

Constructs a symmetric key object of known block size and key size.

Method Index
o[cTearlCVy)

Clears the initial chaining vector used in CBC mode operations.

oldecryptCBC|byte[], short, short, byte[], short)
Decrypts data using this key in CBC mode.

o[decryptECBJbyte[], short, short, byte[], short)
Decrypts data using this key in ECB mode.

olencryptCBCJbyte[], short, short, byte[], short)
Encrypts data using this key in CBC mode.

olencryptECBJbyte[], short, short, byte[], short)
Encrypts data using this key in ECB mode.

o[generateMAQbyte[], short, short, byte[], short, byte)
Generates a MAC using decryption in CBC mode.

olgetBlockSiz¢)

Gets the block size used by the algorithm associated with this key.

olgetKeyLengiR)

Gets the length of the key.
o[setiCW(byte[], short)

Sets the initial chaining vector used in CBC mode operations.
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of[setKeybyte[], short)
Initializes a key from raw key data bytes.
ol[verifyMAC |byte][], short, byte, byte[], short, short)

Verifies signed data using decryption in CBC mode.

Constructors
0 SymKey

public SymKey(short theBlocksize,
short theKeyLength)

Constructs a symmetric key object of known block size and key size.

Parameters:
theBlocksize - the size in bytes of the blocks of data processed by the symmetric key algorithm.
theKeyLength - the size in bytes of the key data

Methods

0 setKey

public void setKey(byte buff[],
short offset)

Initializes a key from raw key data bytes. After initializatisimitialized() returns true. The
length of the data ibuff is the equal tkeyLength()

Parameters:
buff - the input buffer
offset - the offset into the input buffer at which the key data begins

o getBlockSize

public short getBlockSize()
Gets the block size used by the algorithm associated with this key.

Returns:
the block size in bytes

o getKeyLength

public short getKeyLength()
Gets the length of the key.

Returns:
the key length in bytes
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o setiICV

public void setlCV(byte buff[],
short offset)

Sets the initial chaining vector used in CBC mode operations. The ICV is one block size
(blockSize() ) in length.

Parameters:
buff - the input buffer
offset - the offset into the input buffer at which the ICV begins

oclearlCV

public void clearlCV()
Clears the initial chaining vector used in CBC mode operations.

o encryptECB

public void encryptECB(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Encrypts data using this key in ECB mode. Not all subclasses will implement this method (in order to
avoid import/export restrictions); the default implementation throws a CryptoException with the
reason ENC_NOT_SUPPORTED.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

o encryptCBC

public void encryptCBC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Encrypts data using this key in CBC mode. Not all subclasses will implement this method (in order to
avoid import/export restrictions); the default implementation throws a CryptoException with the
reason ENC_NOT_SUPPORTED.

Parameters:

inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
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inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

o decryptECB

public abstract void decryptECB(byte inBuff[],
short inOffset,
short inLength,
byte outBuff[],
short outOffset)

Decrypts data using this key in ECB mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin decryption
inLength - the length to decrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

o decryptCBC

public abstract void decryptCBC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff[],
short outOffset)

Decrypts data using this key in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin decryption
inLength - the length to decrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

0 generateMAC

public abstract void generateMAC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff[],
short outOffset,
byte outLength)

Generates a MAC using decryption in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
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inLength - the length to encrypt

outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

outLength - the length of the MAC to generate

o verifyMAC

public abstract boolean verifyMAC(byte macBuffer][],
short macOffset,
byte macLength,
byte inData(],
short inOffset,
short inLength)

Verifies signed data using decryption in CBC mode.

Parameters:
macBuffer - the buffer containing the MAC to verify.
macOffset - the offset into the MAC buffer
macLength - the length of the MAC
inData - the buffer containing the input data.
inOffset - the offset into the input data buffer
inLength - the length of the input data buffer
Returns:
true if the data if the given MAC is verified, false otherwise.

Al Packages Clask Hierarchy This Pagkfge Previous Next Index | | | |
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package javacardx.cryptoEnc

Class Index

e |DES3 EncKe)
e [DES EncKej

- 144 -



© 1997 Sun Microsystems, Inc. Java Card 2.0 API Revision 1.0 Final

|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacardx.cryptoEnc.DES3_EncKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.SymKey

I
+----javacardx.cryptd.DES3 _Key

I
+----javacardx.cryptoEnc.DES3_EncKey

public clasdDES3_EncKey
extends DES3 Key

DES3_EncKey extends DES3_Key by adding encryption functionality

DES operates on a block size of 8 bytes and all input parameters to these methods are expected to be
multiples of 8 bytes. In each case the caller is responisble for padding the input.

See Also:

[DES Key[ DES EncKeéf, DES3 Key

Constructor Index
o[DES3_EncKeY)

Creates a key for triple DES operation with a block size of 8 bytes and a key length of 16 bytes.

Method Index

olencryptCBC|byte[], short, short, byte[], short)
Encrypts data using this key with triple DES in CBC mode.

olencryptECBJbyte[], short, short, byte[], short)
Encrypts data using this key with triple DES in ECB mode.

Constructors
0 DES3_EncKey

public DES3_EncKey()
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Creates a key for triple DES operation with a block size of 8 bytes and a key length of 16 bytes.

Methods

o encryptECB

public void encryptECB(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Encrypts data using this key with triple DES in ECB mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:
encryptECB in clags SymKey
o encryptCBC

public void encryptCBC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Encrypts data using this key with triple DES in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:

in clads SymKky

|All Packages Clasp Hierarchy This Pagkfge Previous Nex{ Index | | | |
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|All Packages Clask Hierarchy This Pagkfge Previous Nexi Index | | | |

Class javacardx.cryptoEnc.DES_EncKey

liava.lang.Object |

[
+----javafardx.crypto.Key |

I
+----javacardx fcrypto.SymKey

I
+----javacardx.cryptd.DES_Key

I
+----javacardx.cryptoEnc.DES_EncKey

public clasdDES EncKey
extend$ DES Key

DES_EncKey extends DES_Key by adding encryption functionality.

DES operates on a block size of 8 bytes and all input parameters to these methods are expected to be
multiples of 8 bytes. In each case the caller is responisble for padding the input.

See Also:

[DES Key[ DES3 Kdy, DES3 EncKey

Constructor Index

0o|DES_EncKeY()
Creates a key for single DES operation with a block size of 8 bytes and a key length of 8 bytes.

Method Index

olencryptCBC|byte[], short, short, byte[], short)
Encrypts data using this key with single DES in CBC mode.

olencryptECBJbyte[], short, short, byte[], short)
Encrypts data using this key with single DES in ECB mode.

Constructors
0 DES_EncKey

public DES_EncKey()
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Creates a key for single DES operation with a block size of 8 bytes and a key length of 8 bytes.

Methods

o encryptECB

public void encryptECB(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Encrypts data using this key with single DES in ECB mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:
encryptECB in clags SymKey
o encryptCBC

public void encryptCBC(byte inBuff[],
short inOffset,
short inLength,
byte outBuff],
short outOffset)

Encrypts data using this key with single DES in CBC mode.

Parameters:
inBuff - the input buffer
inOffset - the offset into the input buffer at which to begin encryption
inLength - the length to encrypt
outBuff - the output buffer, may be the same as the input buffer
outOffset - the offset into the output buffer

Overrides:

in clads SymKky

|All Packages Clasp Hierarchy This Pagkfge Previous Nex{ Index | | | |
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|All Packages Clask Hierarchy
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Index of all Fields and Methods

A

[abortTransaction|(). Static method in class javacard.framevork.Syktem
Aborts the atomic transaction.

[ACCESS REALD Static variable in class javacardx.framewfork]File
read access attribute

[ACCESS_WRITE] Static variable in class javacardx.framewfork]File
write access attribute

[addChildFile[File). Method in class javacardx.framewfrk.DedicatefiFile
Add (append) a new child file to this DedicatedFile.

[addRecordbyte[]). Method in class javacardx.framewprk.CyclicfFile
Not allowed for cyclic files.

[addRecordbyte[]). Method in class javacardx.framewprk.LinearFixedFile
Add (append) a new record to the file.

[addRecordbyte[]). Method in class javacardx.framewprk.LinearVariabléFile
Add (append) a new record to the file.

[addRecordshort). Method in class javacardx.framewprk.CyclidFile
Not allowed for cyclic files.

[addRecordshort). Method in class javacardx.framework.LinearFixeflFile
Add (append) a new record to the file.

[addRecordshort). Method in class javacardx.framework.LinearVariableFile
Add (append) a new record to the file.

[ALLOW_ANY | Static variable in class javacardx.framework]File
allow any access

[ALLOW AUTH1 ] Static variable in class javacardx.framework]File
allow access if AUTH1 flag in FileSystem is true

[ALLOW_AUTHZ ] Static variable in class javacardx.framework]File
allow access if AUTH2 flag in FileSystem is true

[ALLOW NONE] Static variable in class javacardx.framework]File
allow no external access

ALREADY_TRANSIENT | Static variable in class javacard.framework.SystemExcgption

[APDUEXxception{short). Constructor for class javacard.framevwork. APDUEXxcgption
Constructs an APDUEXxception.

[appendRecorqAPDU). Method in class javacardx.framewprk.FileSytem
Handles APPEND RECORD command APDU as specified by ISO 7816-4.

[Applet]). Constructor for class javacard.framewjork.Agplet
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[ArithmeticException|(short). Constructor for class java.lang.ArithmeticException
Constructs an ArithmeticException with the specified reason.

[arrayCompare|(byte[], short, byte[], short, short). Static method in class javacard.frampwdrk. Util
Compares an array from the specified source array, beginning at the specified position, with the
specified position of the destination array from left to right.

[arrayCopy|(byte[], short, byte[], short, short). Static method in class javacard.frampwdrk. Util
Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array.

[arrayCopyNonAtomic|byte[], short, byte[], short, short). Static method in class javacard.framrk.UtiI
Copies an array from the specified source array, beginning at the specified position, to the specified
position of the destination array (non-atomically).

[arrayFillNonAtomic Jbyte[], byte). Static method in class javacard.frameyvorg. Util
Fills the byte array (non-atomically) with the specified value.

[ArrayIndexOutOfBoundsException|short). Constructor for class

java.lang.ArraylndexOutOfBoundsException
Constructs an ArraylndexOutOfBoundsException with the specified reason.

[ArrayStoreExceptionfshort). Constructor for class java.lgng.ArrayStoreException
Constructs an ArrayStoreException with the specified reason.

[AsymKeyshort). Constructor for class javacardx.crypto.AsynjKey

Constructs an asymmetric key with a specific bit length

B

[BAD_LENGTH] Static variable in class javacard.framework. APDUEXxcejtion
[beginTransactior]). Static method in class javacard.framevjork.Syktem

Begins an atomic transaction.
[blockSizd(). Method in class javacardx.crypto.MessageDjgest

Gets the block size in bytes.
Static variable in class javacard.framework.APDUEXxception
[BUFFER _FULL] Static variable in class javacard.framework.TransactionExcption

C
[checHbyte[], short, byte). Method in class javacard.frameyork.OwngrPIN

Comparegin against the PIN value.

[checHbyte[], short, byte). Method in class javacard.framejorK.PIN
Comparegin against the PIN value.

[checHbyte[], short, byte). Method in class javacard.frameyork.ProxyPIN
Comparegin against the PIN value.

[ClassCastExceptiofishort). Constructor for class java.lang.ClassCastExcéption
Constructs a ClassCastException with the specified reason.

clearICVJ\). Method in class javacardx.crypto.SymKey

Clears the initial chaining vector used in CBC mode operations.
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[clearKey). Method in class javacardx.crygto.Key

Clears the key and sets its initialized state to false.

[commitTransactior)). Static method in class javacard.framework.System
Commits an atomic transaction.

[copyTdbyte[], short). Method in class javacard.frameworkJAID
Called to obtain a copy of the byte array within AID object.

[CryptoException[short). Constructor for class javacardx.crjpto.CryptoExcegption
Constructs a CryptoException with the specified reason.

CyclicFile|short, byte, byte). Constructor for class javacardx.framefvork.CyclicFile
Constructor.

D

[decryptCBC|byte[], short, short, byte[], short). Method in class javacardx.cfypto.DES3_Key
Decrypts data using triple DES in CBC mode.
[decryptCBC(byte[], short, short, byte[], short). Method in class javacardx.cfypto.DE$_Key
Decrypts data using single DES in CBC mode.
[decryptCBC|byte[], short, short, byte[], short). Method in class javacardx.cfypto.SymKey
Decrypts data using this key in CBC mode.
[decryptECB]byte[], short, short, byte[], short). Method in class javacardx.cfypto.DESB_Key
Decrypts data using triple DES in ECB mode.
[decryptECBJbyte[], short, short, bytef[], short). Method in class javacardx.cfypto.DE$_Key
Decrypts data using single DES in ECB mode.
[decryptECB]byte[], short, short, byte[], short). Method in class javacardx.cfypto.SyinKey
Decrypts data using this key in ECB mode.
[DedicatedFildshort, byte[], byte). Constructor for class javacardx.framefvork.DedicatedFile
[DES3_EncKey). Constructor for class javacardx.cryptoEnc.DES3_EnfKey
Creates a key for triple DES operation with a block size of 8 bytes and a key length of 16 bytes.
[DES3_KeY). Constructor for class javacardx.crypto.DES3 JKey
Creates a key for triple DES operation with a block size of 8 bytes and a key length of 16 bytes.
[DES _EncKeY). Constructor for class javacardx.cryptolEnc.DES_EntKey
Creates a key for single DES operation with a block size of 8 bytes and a key length of 8 bytes.
[DES_KeY). Constructor for class javacardx.crypto.DES |Key
Creates a key for single DES operation with a block size of 8 bytes and a key length of 8 bytes.
[deseledf). Method in class javacard.framewgrk.Applet
Called by the JCRE to inform this currently selected applet that another (or the same) applet will be
selected.
[DIRECTION FIRST] Static variable in class javacardx.framework.LinearVariableFile
Direction mode parameter used with findRecord method.
[DIRECTION_LAST | Static variable in class javacardx.framework.LinearVariableFile
Direction mode parameter used with findRecord method.
[DIRECTION NEXT | Static variable in class javacardx.framework.LinearVariableFile
Direction mode parameter used with findRecord method.
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[DIRECTION_PREV] Static variable in class javacardx.framework.LinearVariableFile
Direction mode parameter used with findRecord method.

E

[ENC NOT SUPPORTED Static variable in class javacardx.crypto.CryptoException

[encryptCB|(byte[], short, short, byte[], short). Method in class javacardx.cryptpEnc.DES3_BEncKey
Encrypts data using this key with triple DES in CBC mode.

[encryptCBC|byte[], short, short, byte[], short). Method in class javacardx.cryptbEnc.DES_BncKey
Encrypts data using this key with single DES in CBC mode.

[encryptCBC(byte[], short, short, byte[], short). Method in class javacardx.cfypto.SymKey
Encrypts data using this key in CBC mode.

byte[], short, short, byte[], short). Method in class javacardx.cryptoEnc.DES3 HncKey
Encrypts data using this key with triple DES in ECB mode.

byte[], short, short, byte[], short). Method in class javacardx.cryptoEnc.DES HncKey
Encrypts data using this key with single DES in ECB mode.

byte[], short, short, byte[], short). Method in class javacardx.cfypto.SymKey
Encrypts data using this key in ECB mode.

[equal{Object). Method in class java.lang.Object

Compares two Objects for equality.

[eraseBinarf APDU). Method in class javacardx.framewrk.FileSy$tem
Handles ERASE BINARY command APDU as specified by ISO 7816-4.

[Exceptior]). Constructor for class java.lahg.Excep}ion

Constructs an Exception instance with reason = 0.

[Exceptior{short). Constructor for class java.lgng.Excegtion

Constructs an Exception instance with the specified reason.

F
FileSystenj(byte). Constructor for class javacardx.framework.FileSyistem

Constructs an instance of an ISO 7816-4 file system.

[FIND_ANY] Static variable in class javacardx.framewfork.DedicatddFile
Selection mode parameter used with the findFile method.

[FIND_CHILD] Static variable in class javacardx.framework.DedicatedFile
Selection mode parameter used with the findFile method.

[FIND_CHILD_DF] Static variable in class javacardx.framework.DedicateldFile
Selection mode parameter used with the findFile method.

[FIND_CHILD EF] Static variable in class javacardx.framework.DedicatgdFile
Selection mode parameter used with the findFile method.

findDedicatedFildbyte[], short, byte). Method in class javacardx.framejork.Dedicat¢dFile
Under this DF, find the DF with the specified nhame.

[findElementaryFile[byte). Method in class javacardx.framework.DedicateflFile
Under this DF, find the EF with the specified SFI.
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ffindEile]byte, short). Method in class javacardx.framevjork.DedicatddFile
According to the findType, find the file with the specified FID.

[findRecord|byte, byte, byte, byte). Method in class javacardx.framefvork.CyclicFile
Find the record.

ffindRecord|byte, byte, byte, byte). Method in class javacardx.framefvork.LinearVariableFile
Find the record.

G

[GENERAL]. Static variable in class javacardx.crypto.CryptoException
[oenerateDat§byte[], short, short). Static method in class javacardx.cfypto.RandomData
Generates random data.
[generateDigedbyte[], short, short, byte[], short). Method in class javacardx.cfypto.MessagéDigest
generates a hash of the input data.
[generateDigedtbyte[], short, short, byte[], short). Method in class javacardx.cfypto.ShalMessageDigest
generates a hash of the input data using the SHA1 algorithm.

[generateMAQbyte[], short, short, byte[], short, byte). Method in class javacardx.drypto.DES3_Key
Generates a MAC using triple DES decryption in CBC mode.

[generateMAQbyte[], short, short, byte[], short, byte). Method in class javacardx.drypto.DEB_Key
Generates a MAC using single DES decryption in CBC mode.

[oenerateMAQbyte[], short, short, byte[], short, byte). Method in class javacardx.drypto.SymKey
Generates a MAC using decryption in CBC mode.

[getAIDJ). Static method in class javacard.framework.Sylstem
Returns the unique Applet Identifier (AID) object associated with the current applet execution
context.

[oetAuthFlag(byte). Method in class javacardx.framework.FileSy$tem
Get authorization flag.

[getBitLength|). Method in class javacardx.crypto.AsymKey
Gets the length of the key in bits.

[oetBlockSiz§). Method in class javacardx.crypto.SymKey

Gets the block size used by the algorithm associated with this key.

). Method in class javacard.framewgrk. APDU
Returns the APDU buffer byte array.

[getChildFilelbyte). Method in class javacardx.framewprk.DedicatepFile
Get the File object for the specified child file.

[getCurrentDedicatedFild). Method in class javacardx.framew§rk.FileSygtem
Get current DF.

[getCurrentElementaryFile)). Method in class javacardx.framewrk.FileSygtem
Get current EF.

[oetCurrentRecNunj(). Method in class javacardx.framewprk.FileSygtem
Get current record number.

). Method in class javacardx.framewprk.TransparerntFile

Gets the byte array containing the data for this file.
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[getDatd APDU). Method in class javacardx.framewprk.FileSystem
Handles GET DATA command APDU as specified by ISO 7816-4.
[0etFCI(). Method in class javacardx.framew§rk.File
Get this file’s FCI (if any).
[getFID)). Method in class javacardx.framewgrk.File
Get this file’s 16-bit FID.
[oetFileSysterii). Method in class javacardx.framewgrk.File
Get the file system object (if any) which this file belongs to
[getinBlockSizd). Static method in class javacard.framework. APDU
Returns the configured incoming block size.
[getKeyLengtH). Method in class javacardx.crypto.SymKey
Gets the length of the key.
[oetMaxChildFiles|). Method in class javacardx.framewprk.DedicatediFile
Get the maximum number of child files in this DF.
[getMaxCommitCapacityf). Static method in class javacard.framework.Sylstem
Returns the total number of bytes in the commit buffer.
[getMaxNumRecordg). Method in class javacardx.framewgrk.LinearVariablgFile
Get the maximum number of records in this file.

[getNAD|). Method in class javacard.framewprk. APDU
Returns the T=1 transport protocol Node Address byte, NAD.T=0 returns O.

[getNamd). Method in class javacardx.framewprk.DedicatedlFile
Get the file’'s name
[oetNewFirstRecord). Method in class javacardx.framewprk.CyclicFile
Get the next unused record or recycle the oldest record as the new most recent record (record number
1).
[getNumChildFile). Method in class javacardx.framewprk.DedicatediFile
Get the actual number of child files in this DF.
[getNumRecord§). Method in class javacardx.framewgrk.LinearVariabl¢File
Get the actual number of records in this file.
[getParen{). Method in class javacardx.framewgrk.File
Get this file’s parent DF if any.
[getReasof). Method in class java.lapg.Throwgble
Returns the reason for the exception.
[getRecord(byte). Method in class javacardx.framewprk.Cyclidrile
Get the record byte array for the specified record.
[getRecord(byte). Method in class javacardx.framewprk.LinearVariablgFile
Get the record byte array for the specified record number.
[oetSecuritybyte). Method in class javacardx.framewprkJFile
Get this file’s external read or write security.
[getSFK). Method in class javacardx.framewgrk.ElementaryFile
Get this file’s 5-bit SFI.
[oetShori(byte[], short). Static method in class javacard.framefork. Util
Concatenates two bytes in a byte array to form a short value
[getTransactionDeptH). Static method in class javacard.framework.System
Returns the current transaction nesting depth level.
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[getTriesRemaining). Method in class javacard.framewgrk.OwnerPIN
Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

[getTriesRemaining)). Method in class javacard.framew§rk.PIN
Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

[getTriesRemainingd). Method in class javacard.framewgrk.ProxyPIN
Returns the number of times remaining that an incorrect PIN can be presented before the PIN is
blocked.

[getUnusedCommitCapacit). Static method in class javacard.framework.Sylstem
Returns the number of bytes left in the commit buffer.

[getValidatedFlad). Method in class javacard.framewgrk.OwnerPIN
This protected method returns the validated flag.

[getVersior). Static method in class javacard.framework.Sylstem

Returns the current major and minor version of the Java Card API.

H
[hashSiz§). Method in class javacardx.cryjto.MessageDj]gest

Gets the hash size in bytes.

ILLEGAL USE | Static variable in class javacard.framework. APDUException
ILLEGAL_VALUE | Static variable in class javacard.framework.PINException
[CCEGAL_VALUE | Static variable in class javacard.framework.SystemExcéption
[[N_PROGRESS Static variable in class javacard.framework.TransactionExckption
increaseMaxChildFilegbyte). Method in class javacardx.framewprk.DedicatefiFile
Increase the maximum number of child files in this DF.
increaseMaxNumRecordkbyte). Method in class javacardx.framewpork.CyclidFile
Not allowed for cyclic files.
[ncreaseMaxNumRecordfbyte). Method in class javacardx.framework.LinearVariableFile
Increase the maximum number of records in this file.
[[ndexOutOfBoundsExceptiorshort). Constructor for class java.lang.IndexOutOfBoundsExcégption
Constructs an IndexOutOfBoundsException with the specified reason.
[nstallfAPDU). Static method in class javacard.framevjork.Applet
Installs this applet.
[NTERNAL FAILURE | Static variable in class javacard.framework.TransactionExcéption
[NVALID_PARAM | Static variable in class javacardx.crylpto.CryptoException

IO ERROR|. Static variable in class javacard.framework.APDUException
[[sAllowed(byte). Method in class javacardx.framewprkJFile

Check this file's external read or write security.
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[[sEqual(byte[], short, byte). Method in class javacard.frameorkl AID

Checks if the specified AID byte array is the samthss object’s byte array.
[isInitialized]). Method in class javacardx.crygto.Key

Reports the initialized state of the key.
[isInitialized]). Method in class javacardx.cryjto.RSA_CRT_Privat¢Key

Reports the initialized state of the key.
[isInitialized]). Method in class javacardx.cryfjto.RSA PrivatgKey

Reports the initialized state of the key.
isInitialized]). Method in class javacardx.crygto.RSA_PublicKey

Reports the initialized state of the key.
[SOExceptiorjshort). Constructor for class javacard.framevjork.ISOExcédption

Constructs an ISOException instance with the specified status word.
isSupportedLengti(short). Static method in class javacardx.crypto.AsymKey

Reports if the implementation supports the requested key length (length in bits).
[isTransien{Object). Static method in class javacard.frame\ork.System

Used to check if the object is transient and determine its transience duration attribute.
isValidated(). Method in class javacard.framewprk.OwnefPIN

Returns true if a valid PIN has been presented since the last card reset or lastsai()to .
isValidated(). Method in class javacard.framewprk.PIN

Returns true if a valid PIN has been presented since the last card reset or lastsai()to .
[sValidated(). Method in class javacard.framewprk.ProxylPIN

Returns true if a valid PIN has been presented since the last card reset or last successful call to

reset()

K

[Keyf). Constructor for class javacardx.crypto.Key
Constructs a key.

L

[LinearFixedFile[short, byte, byte). Constructor for class javacardx.framework.LinearFixedFile
Constructor.

[LinearVariableFile|(short, byte). Constructor for class javacardx.frameyork.LinearVariahleFile
Constructor.

M
[makeShor{byte, byte). Static method in class javacard.frame{vork.Util

Concatenates the two parameter bytes to form a short value
[makeTransienfObject, byte). Static method in class javacard.framefvork.System
Called to make the specified object transient with the specified transience duration attribute.
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MD _GEN} Static variable in class javacardx.crypto.CryptoException
[MessageDigegshort, short). Constructor for class javacardx.crypto.MessageDigest

Creates a message digest with a given block size and hash result size.

N

[NegativeArraySizeExceptioffshort). Constructor for class java.lgng.NegativeArraySizeExcgption
Constructs a NegativeArraySizeException with the specified reason.

[NO_TRANSIENT_SPACE Static variable in class javacard.framework.SystemExcéption
NOT IN PROGRESS$ Static variable in class javacard.framework.TransactionExcgption
NullPointerExceptionshort). Constructor for class java.ldng.NullPointerException

Constructs a NullPointerException with the specified reason.

O

[Object). Constructor for class java.lahg.Object
OFFSET_CDATA] Static variable in class javacard.framework]ISO

APDU command data offset : CDATA =5

[OFESET_CLA] Static variable in class javacard.framework]ISO
APDU header offset: CLA=0

Static variable in class javacard.framewfork]ISO
APDU header offset : INS =1

Static variable in class javacard.framewjork]ISO
APDU header offset: LC = 4

Static variable in class javacard.framework]ISO
APDU header offset: P1 =2

Static variable in class javacard.framework]ISO
APDU header offset: P2 =3

[OwnerPIN|byte, byte). Constructor for class javacard.frame\ork.OwnérPIN

Constructor.

P

). Constructor for class javacard.framewjorkPIN
Constructs a PIN instance.

PINException(short). Constructor for class javacard.framevork.PINException

Constructs a PINException.

short). Constructor for class javacardx.crypto.PrivateKey

Creates a private key with a specific bit length.

[proces§APDU). Method in class javacard.framewprk.Applet

Processes an incoming APDU.
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[proces§APDU). Method in class javacardx.framewprk.FileSystem
Handles FileSystem APDUs as specified by ISO 7816-4.
ProxyPINKPIN). Constructor for class javacard.framework.ProxyPIN

Constructor.

[PublicKeyfshort). Constructor for class javacardx.crjpto.Publi¢Key

Creates a public key with a specific bit length.

APDU). Method in class javacardx.framewprk.FileSygtem
Handles PUT DATA command APDU as specified by ISO 7816-4.

R

[RandomDatg). Constructor for class javacardx.crypto.Randompata
[readBinaryfAPDU). Method in class javacardx.framewprk.FileSygtem
Handles READ BINARY command APDU as specified by ISO 7816-4.
[readRecord APDU). Method in class javacardx.framewprk.FileSygtem
Handles READ RECORD command APDU as specified by ISO 7816-4.

reason Variable in class java.lapg.Throwgble

The reason for the exception.
[receiveBytekshort). Method in class javacard.framewjork. ARDU
Gets as many data bytes as will safely fit (without buffer overflow) in the APDU buffer at the
specified offsebOff .
[register). Method in class javacard.framewfrk.Applet
Register an applet with the JCRE.
[rese{). Method in class javacardx.framewprk.FileSygtem
Reset the FileSystem internal state.
[resel). Method in class javacard.framewdrk.OwnefPIN
If the validated flag is set, this method resets it.
[rese{). Method in class javacard.framewgrk.PIN
If the validated flag is set, this method resets it.
[resel). Method in class javacard.framewrk.ProxyPIN
If the validated flag is set, this method resets it.
[resetAndUnblocK(). Method in class javacard.framew§rk.OwnefPIN
This method resets the validated flag and resets the PIN try counter to the value of the PIN try limit.
[RSA_CRT PrivateKeyshort). Constructor for class javacardx.cnpto.RSA_CRT_PrivajeKey
Constructs a key with a specific bit length
[RSA PrivateKeyshort). Constructor for class javacardx.crypto.RSA PrivateKey
Constructs a key with a specific bit length
[RSA PublicKey(short). Constructor for class javacardx.crfpto.RSA PublitKey
Creates an empty key with a specific bit length.
[RuntimeExceptiorf). Constructor for class java.lahg.RuntimeException
Constructs a Runtime exception instance with reason = 0.
[RuntimeException(short). Constructor for class java.ldng.RuntimeException
Constructs a Runtime exception instance with the specified reason.
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S

[SecurityExceptior(short). Constructor for class java.lgng.SecurityException
Constructs a SecurityException with the specified reason.

[selecf). Method in class javacard.framewfrk.Applet
Called by the JCRE to inform this applet that it has been selected.

[selectAPDU). Method in class javacardx.framewprk.FileSygtem
Handles SELECT command APDU as specified by ISO 7816-4.

[selectFil§File). Method in class javacardx.framewprk.FileSygtem
Make the specified file the current DF or the current EF.

[sendBytekshort, short). Method in class javacard.framevork. APDU
Sendden more bytes fronapdu.buffer at specified offsehOff .

[sendBytesLongjbyte[], short, short). Method in class javacard.frameork.APDU
Sendden more bytes fronoutData at specified offsehOff .

[setAuthFlad(byte, boolean). Method in class javacardx.frameyork.FileSystem
Set authorization flag.

[setCurrentDedicatedFilg DedicatedFile). Method in class javacardx.framevjork.FileSystem
Set current DF.

[setCurrentElementaryFil(ElementaryFile). Method in class javacardx.framevjork.FileSystem
Set current EF.

[setCurrentRecNunfbyte). Method in class javacardx.framewprk.FileSystem
Set the current record number.

[setDPbyte[], short, short). Method in class javacardx.crypto.RSA_CRT_PrivateKey
Sets the value of the DP1 parameter.

[setDOAbyte[], short, short). Method in class javacardx.crypto.RSA CRT PrivateKey
Sets the value of the DQ1 key.

[setExponenkbyte[], short, short). Method in class javacardx.crypto.RSA_PrivateKey
Sets the exponent value of the key.

[setExponenkbyte[], short, short). Method in class javacardx.crpto.RSA_PublicKey
Sets the exponent value of the key.

byte[]). Method in class javacardx.framewprk File
Set this file’s FCI.

[setiCV|byte[], short). Method in class javacardx.crypto.SynjKey
Sets the initial chaining vector used in CBC mode operations.
[setincomingAndReceiv§). Method in class javacard.framewrk. APDU
This is the primary receive method.
[setKeybyte[], short). Method in class javacardx.crypto.SymKey
Initializes a key from raw key data bytes.
[setModulug(byte[], short, short). Method in class javacardx.crjpto.RSA PrivajeKey
Sets the modulus value of the key.
[setModulug(byte[], short, short). Method in class javacardx.crjpto.RSA_PublicKey
Sets the modulus value of the key.
[setOutgoind). Method in class javacard.framewfrk. APDU
This method is used to set the data transfer direction to outbound and to obtain the expected length of
response (Le).

-159 -



© 1997 Sun Microsystems, Inc. Java Card 2.0 API Revision 1.0 Final

[setOutgoingAndSen{ishort, short). Method in class javacard.framevork.APDU
This is the "convenience” send method.
[setOutgoingLengtfi(short). Method in class javacard.framework.ARDU
Sets the expected length of response data.
[setRbyte[], short, short). Method in class javacardx.crjpto.RSA_CRT_PrivateKey
Sets the value of the P parameter.
[setPQbyte[], short, short). Method in class javacardx.crjpto.RSA_CRT_PrivateKey
Sets the value of the PQ parameter.
[setQ(bytef], short, short). Method in class javacardx.crjpto.RSA_CRT_PrivaleKey
Sets the value of the Q parameter.
[setReasofshort). Method in class java.lahg.Throwable
Sets the reason for the exception.
[setSecuritybyte, byte). Method in class javacardx.framevjork} File
Set this file’s external read or write security.
[setSeefbyte[], short, short). Static method in class javacardx.cfypto.RandojmData
Seeds the random data generator.
[setShor{byte[], short, short). Static method in class javacard.framgwork. Util
Deposits the short value as two successive bytes at the specified offset in the byte array.
[setValidatedFlag(boolean). Method in class javacard.framework.OwngrPIN
This protected method sets the value of the validated flag.
[ShalMessageDigegft Constructor for class javacardx.crypto.ShalMessagebpPigest
Creates a ShalMessageDigest object with a block size of 64 bytes and a resulting hash value size of
20 bytes.
[shargObject). Static method in class javacard.frameork.System
Makes the specified object instance available for access from any installed applet on the card.
[shard Object, AID). Static method in class javacard.framewfork.System
Makes the specified object instance available for access from the applet identified by the specified
AID object.
[sigribyte[], short, short, byte[], short). Method in class javacardx.cfypto.PrivdteKey
Signs data using this key.
[sign(byte[], short, short, byte[], short). Method in class javacardx.cfypto.RSA_CRT_PrivhteKey
Signs data using this key.
[siaribyte[], short, short, byte[], short). Method in class javacardx.cfypto.RSA PrivateKey
Signs data using this key.
[SW_BYTES_REMAINING_00] Static variable in class javacard.framework]ISO
Response status : Response bytes remaining = 0x6100
[SW_CLA NOT _SUPPORTED Static variable in class javacard.framework]ISO
Response status : CLA value not supported = 0x6EQ00
[SW_CONDITIONS_NOT_SATISFIED]. Static variable in class javacard.framework]ISO
Response status : Conditions of use not satisfied = 0x6985
[SW_CORRECT_LENGTH_00 Static variable in class javacard.framework]ISO
Response status : Correct Expected Length (Le) = 0x6C00
[SW_DATA INVALID | Static variable in class javacard.framework]ISO
Response status : Data invalid = 0x6984
[SW_FILE_FULL] Static variable in class javacard.framework]ISO
Response status : Not enough memaory space in the file = 0x6A84
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[SW_FILE_INVALID | Static variable in class javacard.framework]ISO
Response status : File invalid = 0x6983

[SW _FILE NOT _FOUND] Static variable in class javacard.framework]ISO
Response status : File not found = OX6A82

[SW_FUNC_NOT_SUPPORTED Static variable in class javacard.framework]ISO
Response status : Function not supported = OX6A81

[SW_INCORRECT P1P32 Static variable in class javacard.framework]ISO
Response status : Incorrect parameters (P1,P2) = 0x6A86

[SW_INS_NOT_SUPPORTED Static variable in class javacard.framework]ISO
Response status : INS value not supported = 0x6D00

[SW_NO_ERROR Static variable in class javacard.framework]ISO
Response status : No Error = (short)0x9000

[SW_PIN REQUIRED] Static variable in class javacard.framework]ISO
Response status : PIN required = 0x6982

[SW_RECORD_NOT_FOUND Static variable in class javacard.framework]ISO

Response status : Record not found = 0x6A83
[SW_SECURITY_STATUS NOT_SATISFIED} Static variable in class javacard.framewfork]ISO
Response status : Security condition not satisfied = 0x6982
[SW_UNKNOWN] Static variable in class javacard.framework]ISO
Response status : No precise diagnosis = 0x6F00
[SW_WRONG _DATA] Static variable in class javacard.framework]ISO
Response status : Wrong data = 0x6A80
[SW_WRONG LENGTH] Static variable in class javacard.framework]ISO
Response status : Wrong length = 0x6700
[SW_WRONG_P1P? Static variable in class javacard.framewfork]ISO
Response status : Incorrect parameters (P1,P2) = 0x6B00
[SymKeyshort, short). Constructor for class javacardx.crfpto.SyinKey
Constructs a symmetric key object of known block size and key size.
[SystemExceptioffishort). Constructor for class javacard.framework.SystemException
Constructs a SystemException.

T

[Throwable|). Constructor for class java.lahg.Throwéble
[throwlt(short). Static method in class javacard.frameWork. APDUExcéption

Throws the JCRE instance of APDUEXxception with the specified reason.

short). Static method in class java.l@gng.Exception

Throws the re-usable JCRE instance of Exception with the specified reason.

fthrowlt)short). Static method in class javacard.frameyork.ISOExcéption

Throws the JCRE instance of the ISOexception class with the specified status word.

short). Static method in class javacard.frameyork.PINExcgption

Throws the JCRE instance of PINException with the specified reason.
ffhrowlt)short). Static method in class java.lfng.RuntimeExcdption
Throws the JCRE instance of the Runtime exception with the specified reason.
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fthrowlt]short). Static method in class javacard.frameork.SystemExckption
Throws the JCRE instance of SystemException with the specified reason.
[throwlt]short). Static method in class javacard.frameJork.TransactionExdeption
Throws the JCRE instance of TransactionException with the specified reason.
[throwltshort). Static method in class javacard.frameork.UserExcgption
Throws the re-usable JCRE instance of UserException with the specified reason.
[TransactionExceptiorshort). Constructor for class javacard.framevork.TransactionException
Constructs a TransactionException with the specified reason.
[TRANSIENT APDU| Static variable in class javacard.framework.Syktem
Transience duration attribute is applet ADPU process.
[TRANSIENT_NONE] Static variable in class javacard.framework.Syktem
Transience duration attribute is NONE.
[TRANSIENT SELECTION] Static variable in class javacard.framewfork.System
Transience duration attribute is applet selection.
[TRANSIENT_SESSION Static variable in class javacard.framework.Syktem
Transience duration attribute is CAD session.
[TransparentFile[short, byte[]). Constructor for class javacardx.framevork.TransparégntFile
Constructor, with data byte array specified.
[TransparentFile[short, short). Constructor for class javacardx.framework.Transpar¢ntFile
Constructor, with data byte array size specified.

U

[UNINIT_KEY | Static variable in class javacardx.cryjpto.CryptoException
[updateAndUnblocK(byte[], short, byte). Method in class javacard.framejork.OwnérPIN

This method sets a new value for the PIN and resets the PIN try counter to the value of the PIN try
limit.

[updateBinaryfAPDU). Method in class javacardx.framewprk.FileSygtem
Handles UPDATE BINARY command APDU as specified by ISO 7816-4.

[updateRecord APDU). Method in class javacardx.framewprk.FileSystem
Handles UPDATE RECORD command APDU as specified by ISO 7816-4.

). Constructor for class javacard.framework.UserException

Constructs a UserException with reason = 0.

short). Constructor for class javacard.framevjork.UserExcéption

Constructs a UserException with the specified reason.

V
[verify|(byte[], short, short, byte[], short, short). Method in class javacardx.drypto.PullicKey

Verifies signed data using this key.
[verify|(byte[], short, short, byte[], short, short). Method in class javacardx.drypto.RSA_PublicKey
Verifies signed data using this key.
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[verifyMAC |byte[], short, byte, byte[], short, short). Method in class javacardx.drypto.DES3_Key
Verifies a MAC on signed data using triple DES decryption in CBC mode.

[verifyMAC | byte[], short, byte, byte[], short, short). Method in class javacardx.drypto.DEp_Key
Verifies a MAC on signed data using single DES decryption in CBC mode.

[verifyMAC |byte[], short, byte, byte[], short, short). Method in class javacardx.drypto.SymKey

Verifies signed data using decryption in CBC mode.

W
jwait}). Method in class javacard.framewprk.AFDU

Requests additional processsing time from Terminal.

[writeBinary JAPDU). Method in class javacardx.framewrk.FileSy$tem
Handles WRITE BINARY command APDU as specified by ISO 7816-4.

jwriteRecord(APDU). Method in class javacardx.framewprk.FileSygtem
Handles WRITE RECORD command APDU as specified by ISO 7816-4.
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