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Problem: Software Evolution
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� Key Challenges

{ Communication software

evolves over time

� Requirements change

� Platforms change

� New design forces emerge

{ It is essential to plan for

inevitable change
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Solution: Plan for Change Using Frameworks and

Patterns
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� Solution Approach

{ Identify sources of

commonality and

variability

{ Use patterns to

identify reusable

design artifacts

{ Use frameworks to

\unify" variation in

code artifacts
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Sources of Variation in Communication Software
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� Syntactic Variations

{ Unsupported non-essential APIs

{ Gratuitous di�erences in API

� Semantic Variations

{ Underlying platform di�erences

{ Framework must respect these

di�erences

� Complex Variations

{ Unsupported essential portions

of API

{ Emulation is necessary
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ACE framework: Resolving Syntactic Variations

int ACE_OS::fstat (ACE_HANDLE handle,

struct stat *stp)

{
#if defined (ACE_PSOS_LACKS_PHILE)

ACE_UNUSED_ARG (handle);

ACE_UNUSED_ARG (stp);

ACE_NOTSUP_RETURN (-1);

#elif defined (ACE_PSOS)

ACE_OSCALL_RETURN

(::fstat_f (handle, stp), int, -1);

#else
ACE_OSCALL_RETURN

(::fstat (handle, stp), int, -1);

#endif /* ACE_PSOS_LACKS_PHILE */

}

� Examples

{ Unsupported

� Provide \no-op"

de�nitions

� Conditional compilation

{ Syntax

� Re-map function

parameters
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ACE framework: Resolving Semantic Variations

int ACE_OS::clock_gettime

(clockid_t clockid, struct timespec *ts)

{
#if defined (ACE_HAS_CLOCK_GETTIME)

ACE_OSCALL_RETURN (::clock_gettime

(clockid, ts), int, -1);

#elif defined (ACE_PSOS)

ACE_UNUSED_ARG (clockid);

ACE_PSOS_Time_t pt;

int result = ACE_PSOS_Time_t::get_system_time (pt);

*ts = ACE_static_cast (struct timespec, pt);

return result;

#else
ACE_UNUSED_ARG (clockid);

ACE_UNUSED_ARG (ts);

ACE_NOTSUP_RETURN (-1);

#endif /* ACE_HAS_CLOCK_GETTIME */

}

� Examples

{ Underlying di�erences

� Time in clock ticks

� Ticks-per-second is

board-dependent

{ Framework must respect

these di�erences

� Provide a consistent

abstraction

� Intermediate wrappers

are useful for small,

coherent abstractions
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ACE framework: Resolving Complex Variations

void *ACE_TSS_Emulation::tss_open

(void *ts_storage[ACE_TSS_KEYS_MAX])

{
#if defined (ACE_PSOS)

u_long tss_base;

tss_base = (u_long) ts_storage;

t_setreg (0, PSOS_TASK_REG_TSS, tss_base);

void **tss_base_p = ts_storage;

for (u_int i = 0;

i < ACE_TSS_KEYS_MAX;

++i, ++tss_base_p)

*tss_base_p = 0;

return (void *) tss_base;

#elif defined (...)

// ...

� Examples

{ Unsupported but essential

portions of the API (e.g.,

thread-speci�c storage)

� Provided by POSIX, NT

� Not provided by

VxWorks, pSOS

� Emulation in user space is

necessary

{ Create a TSS emulation

class

{ Provide platform-speci�c

method implementations

6

ACE C++ Wrapper Tutorial

Network Programming Alternatives
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� Communication

software can be

programmed at

several levels of

abstraction

� Di�erent levels

are appropriate

for di�erent tasks
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Navigating Through the Design Alternatives

Choosing the appropriate level of abstaction to program involves many

factors

� Performance

{ Higher levels may be less e�cient

� Functionality

{ Certain features, e.g., multicast, are not available at all levels

� Ease of programming

{ DOC middleware is typically easier to use

� Portability

{ The socket API is generally portable...
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Overview of DOC Middleware
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www.cs.wustl.edu/�schmidt/corba.html

� Helps simplify

many types of

applications

� Lets developers

work at higher

levels of

abstraction

� Examples include

CORBA, DCOM,

Java RMI, DCE,

Sun RPC
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Common DOC Middleware Features

� DOC middleware \stub/skeleton compiler" support

{ Automatically generate code to perform presentation layer conversions

� e.g., network byte-ordering and parameter marshaling

� DOC middleware runtime support

{ Handle network addressing and remote service identi�cation

{ Perform service registration, port monitoring, and service dispatching

{ Enforce authentication and security

{ Manage transport protocol selection and request delivery

{ Provide reliable operation delivery

{ Demultiplexing and dispatching

{ Concurrency and connection management
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DOC Middleware Limitations

� Some applications may need to access lower-level IPC mechanisms

directly to meet certain requirements

{ e.g., performance, functionality, portability, etc.

� Compared with direct use of sockets and TLI, DOC middleware may be

less e�cient due to

{ Presentation conversion processing and excessive data copying

{ Synchronous client-side and server-side stub behavior

{ Stop-and-wait 
ow control

{ Non-adaptive retransmission timer schemes

{ Non-optimized demultiplexing and concurrency models
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Standard APIs for Network IPC
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� Sockets and TLI allow

access to lower-level

IPC mechanisms, e.g.:

{ TCP/IP

{ XNS and Novell

IPX NetWare

protocols

{ UNIX domain

sockets

{ OSI protocols
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Socket Taxonomy
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� The Socket

API can be

classi�ed

along three

dimensions
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Problem with Sockets: Lack of Type-safety

int buggy_echo_server (u_short port_num)

{ // Error checking omitted.

sockaddr_in s_addr;

int s_fd = socket (PF_UNIX, SOCK_DGRAM, 0);

s_addr.sin_family = AF_INET;

s_addr.sin_port = port_num;

s_addr.sin_addr.s_addr = INADDR_ANY;

bind (s_fd, (sockaddr *) &s_addr,

sizeof s_addr);

int n_fd = accept (s_fd, 0, 0);

for (;;) {

char buf[BUFSIZ];

ssize_t n = read (s_fd, buf, sizeof buf);

if (n <= 0) break;

write (n_fd, buf, n);

}
}

� I/O handles are

not amenable to

strong type

checking at

compile-time

� The adjacent

code contains

many subtle,

common bugs
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Problem with Sockets: Steep Learning Curve

Many socket/TLI API functions have complex semantics, e.g.:

� Multiple protocol families and address families

{ e.g., TCP, UNIX domain, OSI, XNS, etc.

� Infrequently used features, e.g.:

{ Broadcasting/multicasting

{ Passing open �le handles

{ Urgent data delivery and reception

{ Asynch I/O, non-blocking I/O, I/O-based and timer-based event

multiplexing
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ACE C++ Wrapper Tutorial

ACE C++ Wrapper echo server

int echo_server (u_short port_num)

{
// Error handling omitted.

INET_Addr my_addr (port_num);

SOCK_Acceptor acceptor (my_addr);

SOCK_Stream new_stream;

acceptor.accept (new_stream);

for (;;)

{
char buf[BUFSIZ];

// Error caught at compile time!

ssize_t n = acceptor.recv (buf, sizeof buf);

new_stream.send_n (buf, n);

}
}

24

ACE C++ Wrapper Tutorial

A Generic Version of the Echo Server

template <class ACCEPTOR>

int echo_server (u_short port)

{
// Local address of server (note use of traits).

ACCEPTOR::PEER_ADDR my_addr (port);

// Initialize the passive mode server.

ACCEPTOR acceptor (my_addr);

// Data transfer object (note use of traits).

ACCEPTOR::PEER_STREAM stream;

// Accept a new connection.

acceptor.accept (stream);

for (;;) {

char buf[BUFSIZ];

ssize_t n = stream.recv (buf, sizeof buf);

stream.send_n (buf, n);

}
}
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ACE C++ Wrapper Tutorial

Socket vs. ACE C++ Socket Wrapper Example

� The following slides illustrate di�erences between using the Socket

interface vs. the ACE C++ Socket wrappers

� The example is a simple client/server \network pipe" application that

behaves as follows:

1. Starts an iterative daemon at a well-known server port

2. Client connects to the server and transmits its standard input to the

server

3. The server prints this data to its standard output

� The server portion of the \network pipe" application may actually run

either locally or remotely...
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ACE C++ Wrapper Tutorial
Network Pipe with Sockets

SERVERSERVER
CLIENTCLIENT

socket()
bind() (optional)

connect()

send()/recv()

socket()
bind()
listen()
accept()

send()/recv()

2: ACTIVE

ROLE

3: SERVICE

PROCESSING
close()

close()

NETWORK

1: PASSIVE

ROLE
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ACE C++ Wrapper Tutorial

Network Pipe with ACE C++ Socket Wrappers

SERVERSERVER
CLIENTCLIENT

SOCK_Connector
SOCK_Stream

send()/recv()

SOCK_Acceptor
SOCK_Stream

send()/recv()

2: ACTIVE

ROLE

3: SERVICE

PROCESSING
close()

close()

NETWORK

1: PASSIVE

ROLE
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ACE C++ Wrapper Tutorial

Running the Network Pipe Program

� e.g.,

% ./server &

% echo "hello world" | ./client localhost

client localhost.cs.wustl.edu%: hello world

� Note that the ACE C++ Socket wrapper example:

{ Requires much less code (about 1/2 to 2/3 less)

{ Provides greater clarity and less potential for errors

{ Operates at no loss of e�ciency

� Complete example available at URL:

{ www.cs.wustl.edu/�schmidt/IPC SAP-92.ps.gz
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ACEC++WrapperTutorial

C++SocketWrapperClient

constu_shortPORT_NUM=10000;

intmain(intargc,char*argv[])

{

charbuf[BUFSIZ];

char*host=argc>1?argv[1]:"ics.uci.edu";

u_shortport_num=

htons(argc>2?atoi(argv[2]):PORT_NUM);

INET_Addrserver_addr(port_num,host);

SOCK_Streamcli_stream;

SOCK_Connectorconnector.

//Establishtheconnectionwithserver.

connector.connect(cli_stream,server_addr);
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ACEC++WrapperTutorial

C++SocketWrapperClient(cont'd)

//Senddatatoserver(correctlyhandles

//"incompletewrites").

for(;;){

ssize_tr_bytes=read(0,buf,sizeofbuf);

cli_stream.send_n(buf,r_bytes);

}

//Explicitlyclosetheconnection.

cli_stream.close();

return0;

}
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ACEC++WrapperTutorial

SocketServer

#definePORT_NUM10000

int

main(intargc,char*argv[])

{

u_shortport_num=

htons(argc>1?atoi(argv[1]):PORT_NUM);

structsockaddr_insaddr;

ints_fd,n_fd;

/*Createalocalendpointofcommunication*/

s_fd=socket(PF_INET,SOCK_STREAM,0);

/*Setuptheaddressinformationto

becomeaserver*/

memset((void*)&saddr,0,sizeofsaddr);

saddr.sin_family=AF_INET;

saddr.sin_port=port_num;

saddr.sin_addr.s_addr=INADDR_ANY;

/*Associateaddresswithendpoint*/

bind(s_fd,(structsockaddr*)&saddr,

sizeofsaddr);

/*Makeendpointlistenforservicerequests*/

listen(s_fd,5);
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ACEC++WrapperTutorial

SocketServer(cont'd)

/*Performstheiterativeserveractivities*/

for(;;){

charbuf[BUFSIZ];

structsockaddr_incli_addr;

intr_bytes,cli_addr_len=sizeofcli_addr;

structhostent*hp;

/*Createanewendpointofcommunication*/

while((n_fd=accept(s_fd,(structsockaddr*)

&cli_addr,

&cli_addr_len))==-1

&&errno==EINTR)

continue;

if(n_fd==-1)

continue;

hp=gethostbyaddr((char*)&cli_addr.sin_addr,

cli_addr_len,AF_INET);

printf("client%s:",hp->h_name),fflush(stdout);

/*Readdatafromclient(terminateonerror)*/

while((r_bytes=read(n_fd,buf,sizeofbuf))>0)

write(1,buf,r_bytes);

/*Closethenewendpoint

(listeningendpointremainsopen)*/

close(n_fd);

}

}
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ACEC++WrapperTutorial

C++WrapperSocketServer

constu_shortPORT_NUM=10000;

//SOCK_SAPServer.

int

main(intargc,char*argv[])

{

u_shortport_num=

argc==1?PORT_NUM:::atoi(argv[1]);

//Createaserver.

SOCK_Acceptoracceptor((INET_Addr)port_num);

SOCK_Streamnew_stream;

INET_Addrcli_addr;

36

ACEC++WrapperTutorial

C++WrapperSocketServer(cont'd)

//Performstheiterativeserveractivities.

for(;;){

charbuf[BUFSIZ];

//CreateanewSOCK_Streamendpoint(note

//automaticrestartiferrno==EINTR).

acceptor.accept(new_stream,&cli_addr);

printf("client%s:",cli_addr.get_host_name());

fflush(stdout);

//Readdatafromclient(terminateonerror).

for(;;){

ssize_tr_bytes;

r_bytes=new_stream.recv(buf,sizeofbuf);

if(r_bytes<=0)break;

write(1,buf,r_bytes);

}

//Closenewendpoint(listening

//endpointstaysopen).

new_stream.close();

}
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K
_
S
t
r
e
a
m

s
t
r
e
a
m
;

L
S
O
C
K
_
A
c
c
e
p
t
o
r

a
c
c
e
p
t
o
r
(
"
/
t
m
p
/
f
o
o
"
)
;

a
c
c
e
p
t
o
r
.
a
c
c
e
p
t

(
s
t
r
e
a
m
)
;

s
t
r
e
a
m
.
s
e
n
d
_
h
a
n
d
l
e

(
s
t
r
e
a
m
.
g
e
t
_
h
a
n
d
l
e

(
)
)
;

ve
rs
u
s

L
S
O
C
K
:
:
s
e
n
d
_
h
a
n
d
l
e
(
c
o
n
s
t
H
A
N
D
L
E
s
d
)
c
o
n
s
t
{

u
_
c
h
a
r
a
[
2
]
;
i
o
v
e
c
i
o
v
;
m
s
g
h
d
r
s
e
n
d
_
m
s
g
;

a
[
0
]
=
0
x
a
b
,
a
[
1
]
=
0
x
c
d
;

i
o
v
.
i
o
v
_
b
a
s
e
=
(
c
h
a
r
*
)
a
;
i
o
v
.
i
o
v
_
l
e
n
=
s
i
z
e
o
f
a
;

s
e
n
d
_
m
s
g
.
m
s
g
_
i
o
v
=
&
i
o
v
;
s
e
n
d
_
m
s
g
.
m
s
g
_
i
o
v
l
e
n
=
1
;

s
e
n
d
_
m
s
g
.
m
s
g
_
n
a
m
e
=
(
c
h
a
r
*
)
0
;

s
e
n
d
_
m
s
g
.
m
s
g
_
n
a
m
e
l
e
n
=
0
;

s
e
n
d
_
m
s
g
.
m
s
g
_
a
c
c
r
i
g
h
t
s
=
(
c
h
a
r
*
)
&
s
d
;

s
e
n
d
_
m
s
g
.
m
s
g
_
a
c
c
r
i
g
h
t
s
l
e
n
=
s
i
z
e
o
f
s
d
;

r
e
t
u
r
n
s
e
n
d
m
s
g
(
t
h
i
s
-
>
g
e
t
_
h
a
n
d
l
e
(
)
,
&
s
e
n
d
_
m
s
g
,
0
)
;
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p
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ra
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p
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ra
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n
al
p
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ve
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o
d
e
so
ck
et
re
q
u
ir
es
m
u
lt
ip
le
ca
lls
:

i
n
t
s
_
s
d
=
s
o
c
k
e
t
(
P
F
_
I
N
E
T
,
S
O
C
K
_
S
T
R
E
A
M
,

0
)
;

s
o
c
k
a
d
d
r
_
i
n

a
d
d
r
;

m
e
m
s
e
t
(
&
a
d
d
r
,
0
,
s
i
z
e
o
f
a
d
d
r
)
;

a
d
d
r
.
s
i
n
_
f
a
m
i
l
y

=
A
F
_
I
N
E
T
;

a
d
d
r
.
s
i
n
_
p
o
r
t

=
h
t
o
n
s
(
p
o
r
t
)
;

a
d
d
r
.
s
i
n
_
a
d
d
r
.
s
_
a
d
d
r

=
I
N
A
D
D
R
_
A
N
Y
;

b
i
n
d
(
s
_
s
d
,
&
a
d
d
r
,
a
d
d
r
_
l
e
n
)
;

l
i
s
t
e
n
(
s
_
s
d
)
;

/
/
.
.
.

S
O
C
K
A
c
c
e
p
t
o
r
co
m
b
in
es
th
is
in
to
a
si
n
g
le
o
p
er
at
io
n
:

S
O
C
K
_
A
c
c
e
p
t
o
r

a
c
c
e
p
t
o
r
(
(
I
N
E
T
_
A
d
d
r
)

p
o
r
t
)
;
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ACE C++ Wrapper Tutorial

Create Hierarchical Class Categories

 LSOCK LSOCK
DgramDgram

 SOCK SOCK
DgramDgram

 SOCK SOCK
CODgramCODgram

 LSOCK LSOCK
CODgramCODgram

 LSOCK LSOCK
ConnectorConnector

 LSOCK LSOCK
AcceptorAcceptor

 SOCK SOCK
AcceptorAcceptor

 SOCK SOCK
ConnectorConnector

 SOCK SOCK

AA

 LSOCK LSOCK

AA

IPCIPC
SAPSAP

AA

 SOCK SOCK
DgramDgram
McastMcast

 SOCK SOCK
DgramDgram
BcastBcast

GROUPGROUP

COMMCOMM

DATAGRAMDATAGRAM

COMMCOMM

STREAMSTREAM

COMMCOMM

CONNECTIONCONNECTION

ESTABLISHMENTESTABLISHMENT

SOCKSOCK
StreamStream

LSOCKLSOCK
StreamStream

� Shared behavior is isolated in base classes

� Derived classes implement di�erent communication services,

communication domains, and connection roles
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ACE C++ Wrapper Tutorial

Enhance Portability with Parameterized Types

OSOS  KERNEL  KERNEL

PROTOCOL  MECHANISMSPROTOCOL  MECHANISMS

((TCPTCP//IPIP,,    OSI,OSI,  ETC  ETC.).)

USERUSER

SPACESPACE

DISTRIBUTED

APPLICATION 1

APPLICATIONAPPLICATION11 DISTRIBUTED

APPLICATION 3

APPLICATIONAPPLICATION33DISTRIBUTED

APPLICATION 2

APPLICATIONAPPLICATION22

KERNELKERNEL

SPACESPACE

BSD SOCKET

API

COMMON  INTERFACECOMMON  INTERFACE

((PARAMETERIZED  TYPESPARAMETERIZED  TYPES))

SOCKETSOCKET

API

SOCK_SAP

BSD SOCKET

API

SYSTEM  V
TLI   API

TLI_SAP

NETWORK

INTERFACE

45

ACE C++ Wrapper Tutorial

Enhance Portability with Parameterized Types (cont'd)

Switching wholesale between sockets and TLI simply requires instantiating

a di�erent C++ wrapper, e.g.,

// Conditionally select IPC mechanism.

#if defined (USE_SOCKETS)

typedef SOCK_Acceptor PEER_ACCEPTOR;

#elif defined (USE_TLI)

typedef TLI_Acceptor PEER_ACCEPTOR;

#endif // USE_SOCKETS.

int main (void)

{
// ...

// Invoke the echo_server with appropriate

// network programming interfaces.

echo_server<PEER_ACCEPTOR> (port);

}
46

ACE C++ Wrapper Tutorial

Inline Performance Critical Methods

Inlining is time and space e�cient since key methods are very short:

class SOCK_Stream : public SOCK

{
public:

ssize_t send (const void *buf, size_t n)

{
return ACE_OS::send (this->get_handle (), buf, n);

}
ssize_t recv (void *buf, size_t n)

{
return ACE_OS::recv (this->get_handle (), buf, n);

}
};
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l
a
s
s
I
N
E
T
_
A
d
d
r
:
p
u
b
l
i
c
A
d
d
r
{

p
u
b
l
i
c
:

I
N
E
T
_
A
d
d
r
(
u
_
s
h
o
r
t
p
o
r
t
,
l
o
n
g
i
p
_
a
d
d
r
=
0
)
{

m
e
m
s
e
t
(
&
t
h
i
s
-
>
i
n
e
t
_
a
d
d
r
_
,

0
,
s
i
z
e
o
f
t
h
i
s
-
>
i
n
e
t
_
a
d
d
r
_
)
;

t
h
i
s
-
>
i
n
e
t
_
a
d
d
r
_
.
s
i
n
_
f
a
m
i
l
y

=
A
F
_
I
N
E
T
;

t
h
i
s
-
>
i
n
e
t
_
a
d
d
r
_
.
s
i
n
_
p
o
r
t

=
h
t
o
n
s
(
p
o
r
t
)
;

m
e
m
c
p
y
(
&
t
h
i
s
-
>
i
n
e
t
_
a
d
d
r
_
.
s
i
n
_
a
d
d
r
,

&
i
p
_
a
d
d
r
,
s
i
z
e
o
f
i
p
_
a
d
d
r
)
;

} /
/
.
.
.

p
r
i
v
a
t
e
:

s
o
c
k
a
d
d
r
_
i
n
i
n
e
t
_
a
d
d
r
_
;

}
;
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