cmbx10.432References cmr10.300[1] \The design of Quipu", Stephen E. Kille, Researc Note RN/89/19, De- partmen of Computer Science, Univ ersit College London, Marc 1989. [2] \The QUIPU Directory Service", Stephen E. Kille, IFIP 6.5 Confer- ence on Message Handling Systems and Distributed Applications, pp173- 186. North Holland Publishing, Octob er 1988. [3] \The ISO Dev elopmen En vironmen Users’s Man ual (V ersion 5.0)", Mar- shall T. Rose, The ollongong Group, alo Alto, Marc 1989. [4] \The Directory Ov erview of Concepts, Mo dels and Services", X.500 and ISO 9594, 1988. [5] \An in terim approac to the use of net ork addresses", Stephen E. Kille, Researc Note RN/89/19, Departmen of Computer Science, Univ ersit College London, Marc 1989. 15 cmr10.300If an DSA is found whic app ears to on compatible net ork, then if the initiating DSA is Quipu DSA, the list of references are returned to that DSA. If the initiator is not Quipu DSA, then only the single, \net ork compatible" reference is returned. If the initiating DSA is Quipu DSA and receiv es list of DSAs, the pro cedure describ ed earlier to sort the DSAs in to an order of preference, is follo ed. The initiating DSA ust discard an earlier lists of DSAs it had compiled or receiv ed earlier while trying to complete the op eration, on receipt of further list of references. If no DSA in the list app ears to on net ork compatible with the orig- inator, then an attempt is made to hain the op eration, service con trols ermitting. If haining fails, referral is sen to the originating DSA. cmbx12.3003.7 Multicasting cmr10.300In general, Quipu do es not need to ulticast ecause of the assumption that all sibling en tries are held within single DSA. Ho ev er there are ccasions when Quipu mak es use of ulticasting. i) Subtree searc hes, where the subtree is held in ultiple DSAs. ii) When follo wing non-sp eci�c sub ordinate references, generated non- Quipu DSAs. cmbx10.432Conclusions cmr10.300The approac used Quipu to store OSI Directory kno wledge has een de- scrib ed. It seems pruden that this information should stored in the Directory itself. The Directory is distributed across large um er of DSAs. These DSAs ma reside on disjoin net orks. The approac tak en Quipu to solv this problem has een discussed. Some replication of the Directory will tend to impro the Directory’s re- silience to DSA failure and ma also impro erformance generally The mec h- anisms used Quipu to determine whic DSA to forw ard requests to has een describ ed. Some di�erences et een the standard X.500 mo del and the Quipu imple- men tation ha een noted. Quipu tak es accoun of DSAs eing situated on disjoin net orks. urthermore, Quipu tries to pro vide robust and e�cien service noting DSA reliabilit connectivit and pro ximit 14 cmr10.300It is fact of life, as noted earlier, that DSAs will run on disjoin net orks. Ensuring that the Directory do es not itself ecome disjoin ted requires cognisance of the underlying net orks when assessing whether to hain or refer directory request. basic assumption of the mo del is that DSAs should trust eac other. Ho ev er, suc trust can in practice only based on DSAs eing able to authen ticate eac other. Quipu do es not curren tly use authen tication e- een DSAs for the follo wing reasons: simple authen tication is regarded as eing to simple to forge to orth while; strong authen tication is time-consuming and requires framew ork to manage the requisite certi�- cates. Ho ev er, the erformance of the encryption algorithms has een considerably impro ed of late and strong authen tication is eing activ ely considered for the next release of Quipu. or this reason, Quipu will not erform mo di�cation op erations er DSP Th us DSAs ust send refer- rals bac to DUA, whatev er the mo del suggests is the preferred mo de of in teraction. cmbx12.3003.5 Chaining preferred cmr10.300If the ab mo del indicates that haining is preferred, the follo wing algorithm is then used to �nally select DSA to con tact: The ordered list of DSAs is searc hed to see if there is connection already op en to an of the DSAs. If there is, the request is forw arded to the �rst suc DSA on the list. If the DSA do es not ha connection op en to an of the DSAs in the list, the DSA tries to op en connection to eac DSA in turn un til connection attempt is successful. If all connection attempts fail, the DSA then tries to send referral. The DSA attempts to select the �rst DSA in the list whic app ears to on compatible net ork. If none of the DSAs in the list app ear to on compatible net ork, referral is sen bac whic names the �rst DSA in the list. cmbx12.3003.6 Referral preferred cmr10.300If the mo del indicates that referral is preferred, the follo wing pro cedure is used. It should noted that the net ork compatibilit testing is crucial in creating widely distributed Directory spread er heterogeneous net orks. The DSA searc hed the list for an DSA with apparen net ork compati- bilit with the calling DUA or DSA. 13 cmr10.300i) The ork of the DUA is simpli�ed placing hea vy on us on the DSA at the DUA’s access oin t. All references are follo ed the DSA. The DUA only needs single access oin on to the Directory ii) corollary of the access oin DSA shouldering the burden of hasing re- ferrals is that the DSA is able to cac he all the information that it acquires from other DSAs. Cac hing can dramatically impro erformance for all the DUAs and DSAs whic comm unicate with that DSA. Ob viously care needs to exercised as the cac he ages and cac hes ha to purged eri- dically Great care also needs to tak en that access con trol mec hanisms are not circum en ted the use of cac hing. iii) The DUA only needs to on the same net ork as its access oin DSA. ull connectivit with the Directory can ac hiev ed so long as that DSA can con tact other DSAs haining or referral. It should noted that this problem can circum en ted the use of transp ort service bridges. iv) The mo del is go basis for harging olicy The est mo del for harging ould one of DUA referral where all harges could assigned to the originating DUAs. or reasons already discussed this is not the est mo del for ariet of other reasons. The DSA referral mo del pro vides reasonable, second est approac h. All DUA requests whic generate requests across wide area, hargeable net orks, are initiated single DSA whic represen ts the DUA. It is clearly ery di�cult to administer harging olicy for an mo del whic allo ws for substan tial amoun of haining. cop with this problem, Quipu in fact allo ws DSA to \defend" itself against haining requests setting \dsp haining" ariable to \o� ". v) The DSA referral mo del allo ws more con trol er an op eration and ma ene�cial if some DSAs are not highly reliable. Under the haining mo del, if kno wledge is fairly minimal, unreliable DSAs ma cause part of the DIT to ecome detac hed and unreac hable. Under the DSA referral mo del, lo cal Directory administrator can try and guard against this ensuring that considerable kno wledge is held lo cally It should noted that the ab mo del cannot alw ys adhered to. The follo wing reasons all require di�eren approac h. Service con trols migh t, for example, set suc that haining is prohibited whereas the mo del indicates that DSA should hain. Some DSA implemen tations only supp ort AP although supp orting DSP is requiremen of the standard. If suc DSAs are referenced when request cannot satis�ed lo cally the request can only pursued further DUA referral. 12 cmr10.300suc as the U.K.’s JANET, whic are not fully connected to the in ternational X.25 net orks. Un til OSI net ork services are ailable to and used almost all users, ork-around solution is required. Kille [5] has de�ned mapping et een the arious net ork address spaces and OSI presen tation addresses. This uses part of the elex address space to hold the enco ded addresses. Ev ery DSA has distinguished name and this can used to select o- ten tially close DSA. or example, if our DSA is called \(coun try=GB, Organi- sation=Univ ersit College London, commonname=T amarin)", and ha references to DSAs \(coun try=US, commonname=F ruit Bat)", and \(coun- try=GB, commonname=Vicuna)", then on the basis of distinguished names, \(coun try=GB, commonname=Vicuna)" is cmti10.300 likely cmr10.300 to closer. DSAs ma managed in Directory Managemen Domains (DMD) for ac- coun ting purp oses. If DSA is in the same DMD as the requestor, then if ma est to use this DSA in preference to DSA in di�eren domain. Quipu do es not curren tly use this as selector, as the concept of DMD has not een utilised fully in curren pilot exercises, th us the selector ould alw ys return \no di�erence" when comparing DSAs. cmbx10.3003.3.5 Need for exp erimen tation cmr10.300Ho successful this algorithm is in practice remains to seen. Quipu-6.0, whic attempts to mak the ab decisions, is ab out to released. Ho ev er successful the algorithm pro es to e, one ma fairly con�den that the metho is etter that random selection. cmbx12.3003.4 Chaining, referrals, ulticasting cmr10.300Ha ving decided whic DSA or DSAs to con tact to follo references, the decision of whic in tercation mo del to use still has to made. This is no considered. Quipu has basic framew ork for in teraction et een DUA and DSA, and et een DSAs. will see later that are sev eral situations whic force departure from this mo del. The basic mo del is as follo ws: If the �rst DSA con tacted cannot satisfy request, it hains that request on to second DSA. If the second DSA cannot satisfy the request it sends referral bac to the initial DSA whic then hains the request to the referenced DSA. rom the viewp oin of the DUA, the mo del is one of haining. rom the viewp oin of the �rst DSA, the mo del is one of referral. The adv an tages of this mo del are as follo ws: 11 cmr10.300Ev ery time an asso ciation is attempted to DSA, its DSAInfo is found, and the cmti10.300 lastA ttempt cmr10.300 �eld is set to the curren time. If the asso ciation succeeds cmti10.300lastSuc ess cmr10.300 is set to the curren time, and cmti10.300 failur es-sinc e-last-suc ess cmr10.300 is set to zero. If the asso ciation fails cmti10.300 failur es-sinc e-last-suc ess cmr10.300 is incremen ted. The notion of cmti10.300 ent cmr10.300 success or failure is used to decide whic DSA to pre- fer. \Recen t" is in practice the alue of the tailorable ariable selected to age the cac he of connectivit information. It is not at presen clear what the op- tim um timeout erio is for aging this information. This area requires further exp erimen tation. The follo wing algorithm is then used to select the more reliable DSA. If oth DSAs ha een accessed successfully recen tly prefer DSA whic has su�ered no recen comm unication failures. If either comm unication with oth DSAs has failed recen tly or neither DSA has record of failure, then some other DSA selection criterion ust used. No attempt is made to discriminate et een DSAs on the basis of ho recen tly the successes or failures ccurred. If only one of the DSAs has een successfully con tacted recen tly prefer that DSA unless it also has record of recen failure. In the case of recen failure, prefer the other DSA, unless it also failed recen tly in whic case no discrimination can made. If neither DSA has een con tacted successfully recen tly some other criterion ust used to ho ose et een the DSAs. cmbx10.3003.3.4 Prefer close DSA cmr10.300close DSA ma preferable for um er of reasons. Net ork harges ma lo er, or non-existen t, for pro ximate DSAs. Ph ysically close DSAs ma often connected net orks o�ering greater bandwidth. Ph ysically close DSAs ma separated few er gatew ys than DSAs separated great distances. The follo wing sections suggest ys cmti10.300 close cmr10.300 DSA ma selected. Clearly it is preferable to ho ose DSA on the same lo cal area net ork, or using the preferred net ork yp if ossible. mak this decision, need metho of addressing DSAs on di�eren net orks, that is: i) compatible with the standard, that is it can stored in the \presen tation address" attribute of DSA; ii) can supply sub net ork details. OSI purists ma ell alarmed at this oin t. Net ork la er details should hidden from applications. NSAPs should not con tain routing information. Ho ev er, at presen t, real users do not use OSI net ork services. Net ork services are curren tly pro vided largely TCP/IP and X.25 (1980) net orks. These net ork domains are themselv es not fully connected. TCP/IP is often used on LANs whic are not connected to the In ternet. X.25 domains exist, 10 cmr10.300in con tin uation reference. Quipu sometimes tak es adv an tage of this when comm unicating with other Quipu DSAs, passing cmti10.300 Quipu-Sp ci�c Sub or di- nate efer enc cmr10.300 (QSSR) whic references ultiple DSAs. QSSRs cannot alw ys used as some requests, for example mo di�cation op erations, and op erations whic sp ecify the \don’t use cop y" service con trol, ust directed at the sole master DSA. In these cases standard sub ordinate reference is used. This section discusses the criteria whic are used. The order of discussion indicates the eigh giv en to the criteria. The less imp ortan criteria are only used if no preference can deduced from the more imp ortan t. cmbx10.3003.3.1 AP only DSAs cmr10.300DSAs whic do not supp ort DSP imp ose referral mo de when other considera- tions migh tend to fa our haining. This restriv eness means that suc DSAs are not fa oured and an suc DSAs are placed at the ottom of the sorted DSAs list. cmbx10.3003.3.2 Prefer Quipu DSA cmr10.300The �rst hoice it to select Quipu DSA. The main reason for this is that the DSAs can then talk er their wn application con text (rather than the standard X500 DSP con text), whic allo ws them to mak few simplifying assumptions, e.g. QSSRs (although the proto col used is the same). This is represen ted in the Directory DSA ha ving the attribute yp cmti10.300Supp orte Applic ation Context cmr10.300 with alue \quipuApplicationCon text". cmbx10.3003.3.3 Prefer reliable DSA cmr10.300Exp erience with Quipu-5.0 in whic DSA as hosen e�ectiv ely at random (but for the same query the same \random" DSA ould pic ed!) sho ed that the net ork connections to some DSAs ere uc more unreliable than others. As result, lot of time as sp en attempting asso ciations that ere almost certain to fail. Th us mec hanism has een in tro duced whic attempts to iden tify reliable DSAs. mak this hoice ev ery DSA holds the follo wing information on eac other DSA it tries to con tact: cmsy10.300cmr10.300 Distinguished name of DSA cmsy10.300cmr10.300 Time of last attempt cmsy10.300cmr10.300 Time of last success cmsy10.300cmr10.300 No. of failures since last success cmr10.300In addition, Quipu has added the concept of cmti10.300 slave cmr10.300 DSAs to the mo del. These are DSAs whic hold shado cop of some data, and are prepared to answ er requests regarding that data. Th us non-leaf en try ma ha \sla eDSA" attributes whic giv the DNs of DSAs that hold suc data. cmbx10.300Ca eat on naming DSAs cmr10.300Using this approac h, care ust tak en to name the DSAs high enough in the DIT to prev en lo oping. or example, consider DSA holding the subtree for \(coun try=GB, organisation=Univ ersit Col- lege London)" whic is named \(coun try=GB, organisation=Univ ersit College London, commonname=Vicuna)". If an op eration attempted to list the sub ordinates of \(coun try=GB, organisation=Univ ersit College London)", referral ould ha to made to the DSA \(coun try=GB, organisation=Univ ersit College London, common- name=Vicuna)". This ould require the en try \(coun try=GB, or- ganisation=Univ ersit College London, commonname=Vicuna)" to read the DSA. read this en try the DSA ould ha to kno ho to na vigate to \(coun try=GB, organisation=Univ ersit College London)" but do es not kno ho to do that, without seeing the \(coun try=GB, organisation=Univ ersit College London, common- name=Vicuna)" en try! Th us (detectable) lo op has een created. oid this, DSAs should named at the same lev el, or higher, in the DIT as the en tries they are holding. This has the e�ect that there are lots of DSAs named at the higher lev els of the DIT. When an op eration cannot satis�ed lo cally list of DSAs whic ei- ther master or shado the information will generated lo oking at these attributes. will no consider ho Quipu ho oses DSAs from this list to resolv the request. cmbx12.3003.3 DSA selection criteria cmr10.300It will seen that randomly selecting DSA from list of ossible DSAs is not an optimal strategy The reasons for this are discussed elo w. Quipu uses um er of criteria when establishing whic DSA it will forw ard request to. Rather than pic king single \b est" DSA, Quipu sorts the list of DSAs in to an order of preference. simple insert sort algorithm is used whic successiv ely compares pairs of DSAs to see whic is the \b est". It is orth noting here the reason wh Quipu sorts the list of DSAs rather than merely selecting the est DSA. As will explained in some detail shortly Quipu DSA is able to mak some assumptions ab out another DSA’s eha viour if it kno ws that it is Quipu DSA. The seman tics of X.500 dictate that sub or- dinate reference con tains single DSA if request cannot satis�ed at giv en DSA. Ho ev er, the syn tax of X.500 allo ws more than one DSA to named cmr10.300ii) The \lo cal" DSA ma able to determine that the request cannot serviced an DSA. The directory kno wledge indicates that the en try required ould held in that DSA if suc an en try existed. In this case the DSA ould return cmti10.300 name err or cmr10.300 to the DUA. iii) request is made to the lo cal DSA whic requires na vigating do wn to sub-tree not held lo cally set of references is acquired indicating other DSAs whic migh able to satisfy the request. iv) request is made whic requires na vigating to higher oin in the tree than that held lo cally The addresses of DSAs nearer the ro ot ust found from lo cal tables. The rest of the pap er discusses ho Quipu pro ceeds in cases iii and iv ab e. cmbx12.3003.2 Represen ting directory kno wledge cmr10.300Case iii ab requires the existence of kno wledge information. This is infor- mation whic DSA has ab out whic en tries it holds and ho to lo cate other en tries in the Directory The standard do es not sp ecify ho or where this kno wl- edge is stored. Quipu tak es the approac that the OSI Directory itself should used, and stores the kno wledge in the DIT. The �rst step in storing the kno wledge is to giv ev ery DSA in the directory an en try in the DIT whic con tains information ab out the DSA. or example the DSA holding the data for Univ ersit College London has the distinguished name \(coun try=GB, commonname=Vicuna)", and has the follo wing attributes:- cmtt9.300presentationAddress= Internet=128.16.8.50+50987 X121=23421920030045 description= wild animal of the Alpaca family, description= DSA running on vs1 holding full UCL bit of tree. supportedApplicationContext= x500DAP x500DSP QuipuDSP commonName= Vicuna objectClass= quipuDSA dSA applicationEntity top cmr10.300The �rst thing to notice is the name. It is Quipu con en tion that all Quipu DSAs are named after endangered South American wildlife. Quipu as originally dev elop ed under the aegis of the ESPRIT pro ject, INCA. The ab en try enables DSA to determine the address or addresses of other DSAs. Ho ev er, DSA still needs to determine whic DSA to con tact to answ er particular request. Quipu DSAs ac hiev es this requiring that ev ery non-leaf ob ject has \masterDSA" attribute, the alue of whic is the DN of the DSA to con tact. It is imp ortan to note that Quipu mak es an imp ortan simpli�cation of the mo del in this resp ect. It is assumed that if an en try is held in DSA, then all sibling en tries are held in that DSA. This assumption allo ws for relativ ely straigh tforw ard replication mec hanism based on Quipu’s getedb mec hanism. This is discussed in [1]. cmr10.300The erful searc op eration allo ws querying of en tire sub-trees, returning sp eci�ed attributes for all en tries whic satisfy the criteria sp eci�ed in the searc argumen ts. This allo ws en tries to iden ti�ed attributes other than just the distinguished name and th us pro vides users with highly exible mec hanism for iden tifying en tries and retrieving information from the Directory Mo di�cation op erations allo the addition and remo al of en tries from the DIT, the amendmen of en tries and the renaming of en tries. cmbx12.3002.5 Other asp ects Of Directory Services cmr10.300There are man asp ects of the Directory Services standard whic cannot describ ed in detail. Suc asp ects include: cmsy10.300cmr10.300 Access con trol cmsy10.300cmr10.300 Authen tication cmsy10.300cmr10.300 Service con trols cmsy10.300cmr10.300 Sc hemas cmsy10.300cmr10.300 Use of OSI cmbx10.432Distributed Op erations in Quipu cmr10.300The remainder of the pap er fo cusses on the issue of distributed op erations. As the Directory is widely distributed, cmti10.300 know le dge cmr10.300 ust main tained of ho the DIT is distributed amongst the collection of DSAs whic comprise the Directory The standard do es not sp ecify ho this kno wledge should represen ted in the Directory The approac follo ed Quipu is discussed. It as noted earlier that the mo del allo ws for sev eral mo des of in teraction et een DSAs as they co op erate to service requests made DUAs; namely haining, referral and ulticasting. The approac used Quipu is discussed, with particular reference to the problem of coping with the situation where the DIT is fragmen ted in to DSAs on disjoin net orks. cmbx12.3003.1 Directory Service requests requiring distributed op er- ation cmr10.300When considering the e�ects of directory distribution, there are four ossible results whic can result from request eing presen ted DUA to the DSA at the directory access oin t. i) The request ma satis�ed lo cally cmr9.300Figure 3: Structure of an en try alue alue alue alue(s) yp ... ttribute ttribute ttribute cmr10.300cmr10.300comm unicate with eac other using cmti10.300 Dir ctory System Pr oto ol cmr10.300 (DSP). The distributed op eration of the Directory is implemen ted using one or more of the follo wing mo des of op eration: cmsy10.300cmr10.300 Chaining is where DSA passes an op eration on to further DSA, aits the resp onse, and passes it bac to the initiating DUA. cmsy10.300cmr10.300 Referral is where DSA returns reference to another DSA bac to the initiating DUA or DSA. This reference consists of the name of another DSA whic the op eration migh passed to. cmsy10.300cmr10.300 Multicasting is where request is broadcast to sev eral DSAs, whic ma then collectiv ely resolv the request. The com bination of these mo des of op eration used the Quipu implemen tation are discussed later. cmbx12.3002.3 Structure of the Directory cmr10.300It as noted earlier that the Directory is organised hierarc hically in the form of tree. The Directory database is usually referred to as the cmti10.300 Dir ctory Information cmr10.300 (DIT). The erall structure of the DIT is sho wn in �gure 2. The yp othetical en tries illustrate the hierarc of the Directory and ho en tries are named within the Directory eac oin in the Directory en tries are di�eren tiated unam biguous cmti10.300 elative Distinguishe Names cmr10.300 (RDNs). Th us, in �gure 2, \C=GB" and \C=NL" are RDNs under the ro ot of the DIT. An en try’s cmti10.300 Distinguishe Name cmr10.300 is deriv ed concatenating all the RDNs of the en tries from the ro ot of the tree to the en try itself. Eac en try ma further decomp osed as sho wn in �gure 3. An en try comprises set of attributes, whic in turn consist of yp and alue or set of alues. It should noted that an en try’s distinguished name is merely sp ecial attribute yp e-v alue pair. or example, an en try for uman eing will ha e, in ter alia, an attribute yp cmti10.300 Common Name. cmr10.300 This attribute will often ulti-v alued. The Common Name attribute for Stev Kille’s en try migh tak the alues \Stev Kille", \Stephen E. Kille" and \S. Kille" with \Stev Kille" eing the distinguished alue. cmbx12.3002.4 Accessing the Directory cmr10.300user mak es use of the Directory means of the cmti10.300 Dir ctory bstr act Servic e. cmr10.300The services pro vided are group ed in to three cmti10.300 orts, cmr10.300 the read ort, the searc ort and the mo dify ort. The read and searc orts pro vide querying facilities on to the Directory It is ossible to read or compare an en try iden ti�ed its distinguished name. cmr9.300OU=Computer Science Univ ersit O=Nottingham OU=Ph ysics College London O=Univ ersit Figure 2: Hyp othetical DIT CN=Colin Robbins CN=P aul Bark er C=GB C=NL OOT cmr10.3003. Read and searc op erations will dominate er mo di�cation op erations. 4. emp orary inconsistencies in the data are acceptable. This greatly facili- tates the replication of data in the Directory ob viating concerns ab out record lo king and atomic op erations. cmbx12.3002.2 Directory Ob ject Mo del cmr10.300The Directory can decomp osed in to ob jects as in �gure 1. user accesses the Directory means of cmti10.300 Dir ctory User gent cmr10.300 (DUA). The DUA comm unicates with the Directory using cmti10.300 Dir ctory ess Pr oto ol cmr10.300 (D AP). The Directory comprises collection of cmti10.300 Dir ctory System gents cmr10.300 (DSAs). Eac DSA has an asso ciated database whic holds some ortion of the global database. The DSAs co op erate to pro vide the Directory Service. The DSAs cmr9.300The Directory Figure 1: Directory Ob ject Mo del DSA DSA DSA DUA USER cmbx10.432Ov erview of Directory Services mo del cmr10.300The OSI Directory is in tended to supp ort uman user querying, allo wing users to �nd, in ter alia, telephone and address information of organisations and other users. It is also in tended to supp ort electronic comm unication suc as message han- dling systems and �le transfer. The Directory pro vides name to address mapping to supp ort, for example, OSI presen tation address lo ok-ups. Message handling systems will pro vided with supp ort for user-friendly naming, securit and distribution lists. cmbx12.3002.1 Directory haracteristics cmr10.300In essence the Directory is database with certain ey haracteristics. 1. The Directory is in tended to ery large and highly distributed. It is an ticipated that the Directory will distributed largely on an organisa- tional basis. 2. The Directory is hierarc hically structured, the en tries eing arranged in the form of tree. En tries near the ro ot of the tree will usually represen ob jects suc as coun tries and organisations, en tries at or near the lea es of the tree will represen eople, equipmen or application pro cesses. cmr17.300Directory na vigation in the Quipu X.500 system cmr12.300aul Bark er Colin J. Robbins 12th Octob er 1989 cmbx9.300Abstract cmr9.300OSI Directory Services ha recen tly een standardised according to the X.500 IS 9594 standard. This �rst part of this pap er giv es brief erview of the Directory Services mo del. Quipu [1][2] is one of the �rst implemen tations of the X.500 standard and has een dev elop ed at UCL. cmr6.300cmr9.300Quipu is publicly ailable as part of the ISODE [3] pac age. One of the ey asp ects of Directory Services not fully sp eci�ed in the standard is that of managing the distribution of the Directory The ap- proac tak en the Quipu system in represen ting Directory kno wledge and handling Directory na vigation across heterogeneous net orks is de- scrib ed here. The issues raised this are discussed. KEYW ORDS: OSI, Directory Quipu, Distributed System, Na viga- tion. cmbx10.432In tro duction cmr10.300The �rst part of this pap er in tro duces OSI Directory Services. These ha recen tly een standardised according to the CCITT X.500 recommendations ISO 9594 In ternational Standards [4]. This pap er giv es ery brief erview of the standards framew ork. The remainder of the pap er discusses the approac tak en Quipu with regard to directory na vigation. The discussion fo cusses on ho Quipu attempts to pro vide robust and e�cien service, giv en less than fully reliable, heteroge- neous net orks. cmr6.300cmr8.300The ork as originally funded under the Europ ean Strategic Program for Researc in to Information ec hnology (ESPRIT). Quipu as dev elop ed as deliv erable for INCA, pro ject 395. Quipu is curren tly funded the U.K. Join Net ork eam. cmr10.300